Certificate Chain
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Certificate Authority
& Certificate



Certificate Authority(CA)

/RG22 aa Ik B

Root CA: Issue Certificate to CA
Intermediate CA: Issue Certificate to Non-CA

EEEESELvA
* Subject
+ commonName(CN)

+ organizationName(O)
+ countryName(C)

Public Key

Certificates: #5z8 -2 {J@B CA A3 H BH
Issued Certlflcates.E & REe

E
3K
3K
+ Trust: Support OS/Browser
E 3
E 3

Parent CAs . based on Certificates
Child CAs: based on Issued Certificates
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Certificate : CA =525 7V /&

Root Certificate

+ Self-signed (BXYHA: 20 ~254F)
Intermediate Certificate

+ Signed by Root CA (Ex4HH:54F) B]EEFE Root Level
Leaf Certificate

+ Signed by Intermediate CA (&Y HH: 14F)

X Cross-signed: For Root/Intermediate Certificate: Signed by |5 Level CA

EEEZY A

+ Issuer: =t
x+ commonName(CN)
x organizationName(O)
x countryName(C)

+ Validity: %¢ HHH
x Not Before
x Not After

+ Subject: T H8 /35455 /0wner
x commonName(CN)
x organizationName(O)
x countryName(C)



Certificate Search Engine

https://crt.sh
* BLIKTT FUTE
x CA or Certificate

* Domain Name,

+ https://crt.sh/?CN=www.tplrc.edu.tw
+ https://crt.sh/?CN=*.ntu.edu.tw

x (LR BT
+ Organization Name

+ National Taiwan University
+ Serial Number

x 03:34:d3:01:86:14:a3:22:€0:a4:bbh:61:a4:ab:dc:c3:bc:a3
+ Certificate Fingerprint

+ 8a7e113f8d31828dea37a650986724a9308fddba

gy
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Server Certificate History

+ https://crt.sh/?CN=www.tplrc.edu.tw

<«

C & crtsh/2CN =wwitp Ire.edu.t

Cerfificates

crt.sh 1D
5272942977
5372942639
4335430090
4335429854
3598407321
3596404530
2001752218
1999513395
1644898310
1634993612
299710300
2499110181
430933076
430721158
43033666
430693341
427531968
A3 1780
423273324
AMNNNG7796

Criteria

Logged At &
2021-10-08
2021-10-08
2021-07-09
2021-07-09
2020-11-03
2020-11-03
2019-10-15
2019-10-15
2019-07-03
2019-07-03
2018-10-29
2018-10-29
2018-04-30
20158-D4-30
20158-D4-30
2015-04-30
2018-04-27
2018-04-27
2018-04-25
2018-D4-25

B

Group by I55uer

Type: Common Mame  Match: ILIKE  Search: wawnawtplre edu b’

Mot Before Mot After Matching Idenfities
2021-10-08 2022-01-06 v tpirc edu bw
2021-10-08 2022-01-06 wwartpire. edu b
2021-07-09 2021-10-07 wwwtpdrc edu bw
2021-07-09 2021-10-07 wwnatpdrc edu bw
2020-11-08 2021-02-01 wawnwrtpdrc edu bw
2020-11-08 2021-02-01 wawrartpirc edu bw
2019-10-15 2020-01-13 woanartpdre. edu b
2019-10-15 2020-01-13 woanartpdre. edu b
2019-07-03 2019-10-01 wwnwrtp e edu bw
2009-07-03 2019-10-01 wawnartpdrc edu bw
2008-10-29 2019-01- 27w tpdrc edu bw
2018-10-29 2019-01-27 wonnartpdrc edu bw
201 8-063-30 201 8-07-29 woanartp e edu b
200 5-04-30 201 8-07-29 wwnwtpdrc edu bw
200 5-04-30 201 8-07-29 wwnwtpdrc edu bw
200 5-04-30 2071 8-07-29 wawnwrtpdrc edu bw
20018-04-27 201 8-07-26 woanrtp e edu bw
20018-04-27 201 8-07-26 woanrtp e edu bw
201 8-06:- 25 201 8-07- 24 woanartp e edu b
201 58-04-25 201 8-07-24 wwnw tp e edu bw
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C=l5

Issuer Mame
D=Let's Encrypt, CM=R3

C=U3,

D=Lets Encrypt, Ch=R3

C=U35,

D=Lets Encrypt, CM=R3

C=U35,

D=Lets Encrypt, CM=R3

C=U35,
C=l5

D=Let's Encrypt, CM=Let's Encrypt Authority X3

C=U3,

D=Lets Encrypt, Chi=Let's Encrypt Authority 23

C=U3,

D=Lets Encrypt, Chi=Let's Encrypt Authority 23

C=U35,

D=Let’s Encrypt, CN=Let's Encrypt Authority 23

C=U35,
C=U5,
C=U5

D=Let's Encrypt, CM=Let's Encrypt Authority X3

C=U3,

D=Lets Encrypt, Chi=Let's Encrypt Authority 23

C=U35,

D=Lets Encrypt, CM=Let's Encrypt Authority X3

C=U35,

D=Let’s Encrypt, CN=Let's Encrypt Authority 23

C=U35,
C=l5

D=Let's Encrypt, CM=Let's Encrypt Authority X3

C=l5

C=U3,

D=Let's Encrypt, CM=Let's Encrypt Authority X3
D=Lets Encrypt, Chi=Let's Encrypt Authority 23

C=U35,

D=Let’s Encrypt, CN=Let's Encrypt Authority 23




Server Certificate History

+ https://crt.sh/?CN=*.ntu.edu.tw

P € C @ crish/2CN=*ntu.edu.tw m»2 % B E »0
crtsh >
[_J Group by lssuer
Criteria Type: Commmon Mame  Match: ILIKE  Search: * ntu.edu b’
Certificates crh.shID  Lopged At 1t Not Before Mot After Matching Issuer Hame
ldentities
AF7A242694 2021-06-28 2021-06-25 2022-07-26 *.ntu.edu tw C=TW, O=TANARN-CA CU=Secure 851 Sub-CA CN=TWCA Secure 551
Certification Authority
1567675764 209-06-09 207 9-06-0 2021-07-26 *.ntuedutw C=TW, O=TANARN-CA CU=Secure 851 Sub-CA, CN=TWCA Secure 551
Certification Authority
1539909664 2019-06-04 2070 9-06-04 2021-07-26 * ntuedutw C=TW, O=TANAN-CA CU=Secure 851 Sub-CA CN=TWCA Secure S5L
Certific ation Authority
26295926  2016-07-29 2016-07-26 2019-07-26 * ntu.edu tw C=TW, O=TANARN-CA CU=Secure S50 Sub-CA CHN=TWCA Secure 551
Certification Authority




Root Certificate



Root CA

« Server Certificate HYJRBEENEH " Z{E(
(trusted certificate authority) ; X fERoot CAFTg:

SIS RL

* $E/§;§(/§ﬁ)‘ J:

 J

P5HY root store ©

ZH 5% © FTLUEE

EINH GRS (Self -signed).
Root CAZ At AR 1

MR S ae S T

E T MEEE | (root certificate).

—1 A
i

}_\(‘é Va4

X

Fﬁr&ﬁ[
52“ E VN

E 3 2B S S S TR S R (6 A B 408

—

=

S22 o [ffRoot CA

SRS

LR B L VRS & A E
(Microsoft, Apple) ~ B =3( Chrome Mozilla)#%

orogram (fRA&EEETE) ﬁ/ﬁﬁﬁﬂriﬂ’JCA
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El’j root ca

(public key) IR EES “El’ji’[hjﬁgq)% root store/trust store.



How to Become a Trusted Certificate Authority
(Public CA)

You Must Meet Many Criteria From Different Operating Systems &
Browsers

+ Microsoft Root Certificate Program
+ Apple Root Certificate Program
+ Chromium Project Root Certificate Program
+ Mozilla’s CA and Root Store Programs
You Must Invest Immense Resources (Time, Money & People)

Your Public Root CA Requires Significant Distribution Efforts

* It's @ major process to get all the browsers, operating systems and
applications to trust your certificates

Ref. https://www.thesslstore.com/blog/how-to-become-a-certificate-
authority/
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Public CAs Market Share
June 29. 2021..

None 5.4%

Invalid Domain 6.1%
Certificate Expired J§1.3%
Unrecognized Authority |0.1%
Self-signed |less than 0.1%

36.2%
41.6%

Let's Encrypt enTrst

DigiCert Group

19.45%;
15.1%

Sectigo 17.4%
10.9%
Let’s Encrypt 19.5%

L.6%
6.5%

2.3%
2.6%
0.4%
0.5%
0.2%
0.2%

0.2%
0.2%

0.1%
0.1%

0.1%
0.1%

\W3aTechs.com, 31 October 2021

GoDaddy Group
GlobalSign
Certum

Secom Trust
Entrust

Actalis

E-Tugra

M ahsolute usage percentage B market share

https://w3teéhs.com/technoIogiles/overview/ssl_certificate



Root Store for Browsers

+ Browsers (Chrome, Safari, Edge, Opera) generally trust the
same root certificates as the operating system they are
running on.

+ Firefox is the exception: it has its own root store.

* Soon, new versions of Chrome will also have their own root
store.

*
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https://www.chromium.org/Home/chromium-security/root-ca-policy

Root Store for Chrome

% chrome://settings/seourity >

B

hEE * B

BL.A Hif A chifs HaSis4l By ST RE ES 4 By SEEARTE FSETRETE {8 A Eth A o BB A FEtiEESEEET SEINRTE TREINETE
i SRE F|HB Sl " Bia =4E FIHA SELEHE "
Cpl Thawte Tirmesta..  Theawte Timestarnp... 20217141 Thawte Timestamp... sl Microsoft Secure Senver CA 2011 Microsoft Root Cer..  2026/10/13 <3
ZlQueVadis Root . QuoladisRRoot Cer.. 2021/3/18 Quovadis Root Ce... —a Microsoft Windows Hardware Co...  Microsoft Root Aut..  2002/12/31 <3
—alMicrosoft Root C... Microsoft Root Cer...  2021/5/10 Microsoft Root Cer... “nlPublic Certification Authority - G2 ePkl Root Certificat..  2034/12/11 23
EDSTRoot CAXZ  DST Root CA X3 2021/9/30 DST Root CA X3 L EIHH E ISRG Root X1 2025/9/16
SlGlobalSign GlobalSign 202112415 Google Trust Servi... IR3 D5T Root CA X3 20219730 o
alGeoTrust Global .. GeoTrust Global CA 202275721 GeoTrust Global CA ol RapidSEL TLS DV RSA Mixed SHA . DigiCert Global Ro...  2023/6/1 <3
CalSecurity Cornmu..  Security Cormrmunic..  2023/9/30 SECOM Trust Syste.. —|Root Agency Root Agency 2040/ M L 9
plBaltimore CyberT... Baltirmore CyberTru.. 202545713 DigiCert Baltimore ... ) Sectigo RSA Domain Validation 5., USERTrust RSA Cer..  2031/1,/1 IE 38
alEntrust Root Cert...  Entrust Root Certifi..  2026/11/28 Entrust v SISt BEA Clemaniratine Ualideti | ICERTr ok BEA rar 770021 4 M Pr T

| 1 ek eaee 1 AP NS A A b e £ >

BEAD... BE L (E)... BER) SEERE(A)
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Root Store for Windows10

* F?'Fﬁ&!ﬁ;? {1 mmc a

— — fEalbinEE TS R EE ol LUERf e A\ S B ErhidE — Lw M\D B8 WHERIEREENE
m TEET - [EEEHEE R AR EBIRET - 50 1 3R 7E B PR e -

& BEE OEER R0 BMEEO REMW) o] e A L EIEBm(S): BEFDfY A T IR EATT(E):
€@ BESE SN Ctrl+MN A HEIEET 56 & 1 FESRER
Fl B Crl+0 ERIsEFEH Microsoft Corp...
=) Ctrl+5 (%) R iR 2R Microsoft Corp...
SRR FEtees MWicrosoft Corp...
— _ BB RIAM GPOER.  Microsoft Corp...
e L EABBMMERESR  Microsoft Corp.
RER(P)... = AFsf 5 BIEIE Microsoft Corp...
— | B¢sE B B IR Microsoft Corp... FHA) >
- . o EEEIBE Mlicrosoft Corp...
SIS = ke Microsoft Corp...
# taskschd.msc ERCEE Microsoft Corp...
4 gpedit.msc A SEhEEIR Mlicrosoft Corp...
sng o it E3E Mlicrosoft £/
[ o Microsoft Corp...
& Microsoft Corp...
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Root Store for Windows10

e A L EHEE TSR EE T AR PSS
O FrEREESM)

O BREHES(S)

(®) SEEESC)

iR Eitber N o EIR BT IEA SR -
EfE AT EEETE—HEIE
(®) FAEER (BITER T &R ERL:
O B—& S B

(] S EEi as M e - I SEaERETEE - ERAEEETIEE 2& THEAM)

fEolll EEEE S ErER o DERR e A BB s — Ei A EIBE . THRERMEENEA S BT - B aiEhRE
AE EIREAT 0 SE O] 1) 3% E By FAEE L AR -

ol Ff & A o BIREEs):
#ALEEET

| BAISA
(W) ek R
FeEs

(BFHERLAP GPOER.
(B HE Rl iraRER R

2 FEERER
#4015 Bl EIRIRER R

o HEEES
1B

B rmREmrm

A SR
o fite B3R
|| st s
5 &

e

i)

Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...

Microsoft B ..

Microsoft Corp...
Microsoft Corp...

B =

EH e ) o BB TIE):

1 EEaEEH

Y BE (R

HREHAER ).

HEER(R)

L
TR

IS, .

g AT BRI AR S AR B T ENE -

i3 HeH



Root Store for Windows10

| IHaRES
v ) B (FE

| LA

| BETAE R B

| R

| iERET

| hi R By

| BEEREITE

| BEEEFEE

| FE= RS By

| BiEERLA

| AR RS s

| EErHERE R

| AR ES

| AAD Taken lssuer

| eSIM Certification Authorities

| Homegroup Machine Certificat
| Local MonRemeovable Certificat
| EREE

| BEFETHEERE

| EEMCHEE AR Tt
| EEfEE

| Windeows Live ID Token lssuer

| WindowsServerUpdateServices

S
=1127.0.01
ol AsA Certificate Services

gl Actalis Authentication Root CA

el AddTrust External CA Root
ol AffirmTrust Commercial
ZlBaltimore CyberTrust Root
alBuypass Class 2 Root CA

ol Certurn CA

ol Certurn Trusted Metwark CA

el Changingtec SeniSign CA 20...
el Changingtec ServiSign CA 20,
gl Class 3 Public Prirmany Certific...
ERlCOMODO REA Certification A...
ERlCOMODO REA Certification A...
ol Copyright () 1997 Microsoft ...

el DigiCert Assured |D Root CA
ZDigiCert Global Root CA
el DigiCert Global Root G2

el DigiCert High Assurance BV R...

el DigiCert Trusted Root G4
CIDST Root CA X3

glEntrust Root Certification Aut...

s58E

127.0.01

LA Certificate Services

Actalis Authentication Root CA
AddTrust External CA Root
AffirmTrust Commercial
Baltimore CyberTrust Root
Buypass Class 2 Root CA

Certurm CA

Certum Trusted Metwork CA
Changingtec ServiSign CA 2017 ..
Changingtec Senisign CA 2017,
Class 3 Public Primary Certificati...

COMODO RSA Certification Aut...
COMODO RSA Certification Aut...

Copyright () 1997 Microsoft C...
DigiCert Assured |ID Root CA
DigiCert Global Root CA
DigiCert Global Root G2
DigiCert High Assurance BV Ro...
DigiCert Trusted Root G4

DET Root CA X3

Entrust Root Certification Autho...
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FIHA
2B A5
2028414
2030/9,22
202045430
2030412731
2025,/5/13
20026
2027 /8011
2028/12/31
2037417
2037/4017
2028572
2038119
2038119
1999,/12/31
203111410
203111410
2038115
203111410
2038115
2021 ,/9/30
2026/11/28

fERBER

fElAEEERE, R
RFrEEE, BEE ..
RFrEEE, BEE ..
RFrEEE, BEE ..
RFIRE, BAE..
RFrEEE, BEE ..
FFEEE, MER..
RFrEEE, BEE ..
RFrEEE, BEE ..
fElAEEERE, R
fElfRAE%ERE, R P, .
RFrEEE, BEE ..

i

RFrEEE, BEE ..

FrfE E

RFrEEE, BEE ..
RFiRE, BHE..
RFrEEE, BEE ..
RFrEEE, BEE ..
RFrEEE, BEE ..
FRIPEEE, P
RFrEEE, BEE ..

SRLETE
cHE

Sectigo (A048)
Actalis Authenticat...
Sectigo (AddTrust)
AffirmTrust Comm...
DigiCert Baltimare. ..
Buypass Class 2 R...
Certurn

Certurn Trusted M...
cHE

<=

WeriSign Class 3P
cHE

Sectigo (formerly ...
Microsoft Timesta...
DigiCert

DigiCert

DigiCert Global R...
DigiCert

DigiCert Trusted R...
DET Root CA X3
Entrust



Root Store for curl

* curl -v https://www.ntu.edu.tw + Ubuntu20.04
o Wlndows {““1 i eertsjon cortificates.cat

Chpath:
vy ontu.edu. ty z
ﬁ TLS handshake, Client helle (1)
rtes data]
0 o0 0 0 D -io-:
=5 datal]
INy, TLS handshake, Certificate (11):
b‘ tes data]
2 (INY, TLS handshake, Server key exchanpe (12):
25 dﬂtﬂ]
(INy, TLS handshake, Server finished (14):
data]
(OUT), TLS handshake, Client kev exchange (16):
data]
(OUT), TLS change cipher, Change cipher spec (1):
s datal]
(OUT), TLS handshake, Finished (20):
data]
(INY, TLS handshake, Finished (Z0):
h bytes data]
SSLoconnection using TLSvl .2/ ECDHE-RSA-AES256-GCM-SHASE4

.edu.tw'ﬁldﬂ.llz.ﬁ.llﬁ; port 443 (#0)

[ETI—

mdle.crt

TLS

{
Ed
{
* TLS
{ [3°
* TLS
{ [4
* TLS
v
!
]
{

Ed

17



Root Store for Ubuntu

* /etc/ssl/certs/ca-certificates.crt
+* aptinstall p11-kit
* trustlist
pkcs11:id=%D2%87%BA%E3%DF%37 %27 %93%55%F6%56%EA%81%ES%36%CC%8C%1E%3F%BD;type=cert
type: certificate
label: ACCVRAIZ1
trust: anchor
category: authority
pkes11:id=%F7%7D%C5%FD%CA4%E8%9A%1B% 77 %64%AT%F5%1D%A0%CC%BF%87%60%9A%6D;type=cert
type: certificate
label: AC RAIZ FNMT-RCM
trust: anchor
category: authority
pkes11:id=%52%D8%88%3A%CE%IF% 7 8%66%ED%8E9%F3%7B%38%70%94%C9%02%02%36%DO0;type=cert
type: certificate
label: Actalis Authentication Root CA
trust: anchor
category: authority

* OO X X K X X X X X ¥ X ¥ * *
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Certificate Chain



Certificate Chain
www.ntu.edu.tw

<« C & ntuedutw
o EWERE | wE | ERESEE | EEH

EED AT

National Taiwan Universily

p B >
—8 FEdEs BEEEE

A IEE(P)
ol TWCA Root Certification Authority 1
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Let’'s Encrypt Chain of Trust

https://letsencrypt.org/certificates/

Let's Encrypt's Hierarchy as of Auqust 2021 f‘:ﬁﬂi%%ﬁ

Issuer: DST Root CA X3 _ Issuer: ISRG Root X1 (DST Root CA X3 E2.2 Inactive)
Subject: ISRG Root X1 Subject: ISRG Root X1

DST Root cA x3 | B ISRG Root X1 [ B

ISRG Root X2

B

Issuer: ISRGRoot X1 - =T — 4  ~======¢

A
Subject: R3 1
é é é I% I% Subscriber Certificates é é

‘ Issuer: R3
Subject: www.tplrc.edu.tw

D Private Key Of CA O RSA Key : §J Inactive (Backup) \ Signature

E Certificate . ECDSA Key Inactive (Retired)

21



Let’s Encrypt Chain of Trust

Let's Encrypt's Hierarchy as of August 2021

Cross-signed Self-signed

Signed b
Intermediate

|1

ISRG Root X2

Root CA

--------

Signed by Infermediate CA

Y ¥ Y TS

D Private Key Of CA O RSA Key :‘J Inactive (Backup) \ Signature

E Certificate . ECDSA Key Inactive (Retired)
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Leaf Certificate (Server Certificate)
CN=www.tplrc.edu.tw
+ https://crt.sh/?id=5372942977

Eert;iim: » Server Certificate Download (PEM format)

Version: 3 {8x2)

Serial Number:
B3:34:d3:81:86:14:a3:22eB adbbig1adabidcic3 beiad

Signature Algorithm: shaZ5eWithRSAEncryption

Issuer: (CAID: 183287
commonName

Rz Signed by Intermediate CA

organizationiame = Let's Encrypt
countryName = Us
Walidity

Mot Before: Oct & @1:58:56 28271 GMT
Mot After : Jan & B1:58:55 2822 GMT QQ/H\:H 3{}%
Subject:
commonName = www.tpirc.edu.tw
subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (2848 bit)
Modulus:
BE:hE:18:3%9:2b:h3:32:fd eS b8 66 3d b 71182
Jeicd:BhibE abide BT da TEIFfT19:dB: 77 a8 16!

23



Intermediate CA
CN=R3 O=Let's Encrypt

+ https://crt.sh/?caid=183267

crt.sh CAID
CA NamefKey

Certificates

Issuet Certificates

Parent CAs

Chikl CAs

183267

Subject:
commoniame = R3
organizationiame = Let's Encrypt
countryName = U5

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: {2848 bit)
Modulus:
B8:bb:B2:15:28ccifEal 94 :d3:8T:12 ec:Bd:hb:
S2:c3ifE:B2:11:99 a6 72142 :88:a7:6d: 26 aa:hb!

crh.sh 1D Mot Before Mot After Issuer Name .
2384551879 2020-00-04 2025 09-15 C=US, D=Internet Security Research Group, CM=ISRG Root X1 Slgned by Root
3470671161 2020-09-30 2021-09-29 D=Cigital Signature Trust Co., CH=0ST Root CA X3 S|gned by Root

A7IFFREAZ 2020-10-07 2021-09-29 D=Digital Signature Trust Co., CN=0ST Root CA X3

Signed by Root

Fopulation | Unexpired  Expired TOTAL Selact search type:
Certificates 237691100 479015223 716709323 IDEMTITY
Frecertificates 217528340 479033265 696558604 commonMarme (Subject)
TOTAL 455216440 953051488 1413267928 email&ddress (Subject)
Many T -

C=Us, O=Internet Security Research Group, CH=ISRG Root X1
D=Cigital Signature Trust Co., CH=GST Root CA X3

None found




Intermediate Certificate
CN=R3
* https://crt.sh/?1d=3334561879

Certificate: » Intermediate Certificate Download (PEM format)

Data:
Version: 3 {@x2)
Serial Number:

91:2b:B8 dacfiBc 18 a7 53 fede 2e:25a7 10 ba
signature Algorithm: shaz5eWithRSAEncryption

Igsuer: (CA D 7304)
commonkame =
organizationiName =
countryName =
Validity
Mot Eefore: Sep 4 BB:B86:88
Mot After @ Sep 15 16:88:88
Subject: (CAID: 183267)
commoniame =
organizationiName =
countrylame =
subject Public Key Info:

1ske Root X1 Signed by Root CA

Internet Security Research Group
Uus

20208 GMT 7

2825 GMT )(Qﬁﬁ 55‘5
R3

Let's Encrypt

Us

Fublic Key Algorithm: rsaEncryption
RSA& Public-Key: (2848 hit)

Modulus:

Ga:hbh:@2:15: 28 ce e ad:94:d3::af: 12 ec:8d: 55:
92:c3:fE:B2:T1:99:a6:7Fa 42 88a7:5d:26aa:bh5:
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Root CA

CN=ISRG Root X1 (1/2)

https://crt.sh/?caid=7394

crt.sh CA 1D
CA Hame/Key

Certificates

I 1ssued Certificates

7394

Subject:
commoniame = ISRG Root X7
organizationName = Internet Security Research Group
countryame = U5

Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public-Key: {4898 bit)

Modulus:
BE:ad:ef:24:73:f4:14:37:Ff3:9h:9e:2h:57 128 10
87:beidc:b?:df:38:98:8c 6e dciet:571aB 7B T

CA 3 Fl ]
cri.sh ID Mot Before Mot After Issuer Hame

9314791 201506-04 205506-04 C=US, D=Internet Security Research Group, CN=ISRG Root X1 Self—S|gned
2958242236 2021-01-20 2024-09-30 D=Digital Signature Trust Co,, CN=DST Root T X3 Cross-signed

Population Unexpired Expired TOTAL Select search type: Enter sea
Certificates 5 5 10 [IDENTITY (% = All ce
Precertificates 0 0 1]

commontlame (Subject)

emailAddress (Subject)

TOTAL & S 10

Very few
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Root CA
CN=ISRG Root X1 (2/2)

Trust Context (Version) Sortest Path Disabled From
Purpose 360 Browser  Apple Microsoft Mozilla Chrome Android Java Adobe CDS Adobe AATL Adobe EUTL
{2021-08-05) | (mac0s 11.2)|(2021-09-10)|(2021-09-171 | {2020-05-15) | {2021-10-06) | (16.0.1) (2021-09-22 |(2021-10-01]
Servar Authentication Mo Valid 1 walid 1 valid 1 |Deferto 0S| wyalid ! | valid !
Client Authentication walid 1
Secure Email valid | Expired 2 Mo Mo Mo
Code Signing Walig | Mo Yalid | Mo Mo
Kernel Mode Code Signing Mo
Time Stamping valid ! Expired 2
DCSP Signing NG
Document Signing Expirad 2 P Mo
Encrypting File System Expired 2
|P security end system Mo
|P security IKE intermediate Mo
|P security tunnel termination Mo
IP security user Valid 1 Mo
Adobe Authentic Cocument M M M
Parent CAs D=Cigital Signature Trust Co., CH=DST Root CA X3
Child CAs C=US, D=lnternet Security Research Group, CN=ISRG Root X2

C=US, D=Let's Encrypt, CN=Lets Encrypt Authority 20
C=US, D=Lets Encrypt, Ch=Let's Encrypt Authority 22
C=US, D=Let's Encrypt, CN=Lets Encrypt Authority 23
C=US, D=Lets Encrypt, Ch=Let's Encrypt Authority 24
C=US, D=Lets Encrypt, CN=R3
C=U8, D=Let's Encrypt, CH=R4
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Root Certificate

CN=ISRG Root X1
+ https://crt.sh/?1d=9314791

Certificate: ——p ROOt Certificate Download (PEM format)

Data:
Version: 3 {8x2)
Serial Number:

§2:18:ct:bB:d2:4B8:e3: 5944 63 eb bbi63 B2 :8b 16
signature Algorithm: shalbeWithRSAEncryption

Iosuer: [CA D /304)]
. commonmamne
v organizationName
Self-signed countryName
Validity

Wot Before: Jun

Mot After = lun
-Ns_ubmct: (CAID: 7394)
commonkame
organizationName
countryName

S 204

4 11:84:38
4 17:84:38

subject Public Key Info:

T5RG Root X7
Internet Security Research Group
Us

2015 GHT=———=p =250 - 2015/06/04

2835 GMT

T5RG Root X7
Internet Security Research Group
Us

Public Key Algorithm: rsaEncryption

R34 Public-Key:

Modulus:

(4896 bit)

BA:ad:eB:24:73:T4:14:37:f3:5h:5e:2b:57:28:7c:
E7:he:deib7 df:3E:98  Beiee 3cieb BT 2B 7B TT:
?5:c2:az:fe:fgiﬁa:ae:f&:aa:df:zs:db:de:ﬁa:sa:



Root Certificate

CN=ISRG Root X1
+ https://crt.sh/?i1d=3958242236

Certificate:
Data:
Version: 3 {Bx2)
serial Number:
ARIB1:F727:37:dd et 42 h8 e 7hlaa dci0d  BalhTy
sianature Alaorjfhm: shaZbeWithRSAEncryption
Issuer: (CAID: 276)

commonMame = D5T Root CA X3
CfOSS-SignEd organizationMName = Digital Signature Trust Co.
Validity

Not Before: Jan 28 19:14:83 2827 GMT .o
o H
Not After @ Sep 3@ 18:714:83 2824 GMT XQ/‘H 35![]_5

=Pl subject: (CAID 7394)

commonName = I5RG Root X1
organizationName = Internet Security Research Group
countryName = Us

Subject Public Key TInfo:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (4898 bit)
Modulus:
BE:ad:eB:Z24:73:F4:14:37:f3:%b:%e:2b:b7 128 cC:
87 be!dc:b7:df:38:98:8c tei3clebt BT aBITEITT!
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Root CA

CN= DST Root CA X3
+ https://crt.sh/?caid=276

cri.sh CAID 276

CA Hame/Key Subject:
commonName = D5T Root CA X3
organizationhName = Digital Signature Trust Co.

Subject Public Key Info:
Fublic Key Algorithm: rsaEncryption
R34 Public-Key: {2848 hit)
Modulus:
BB:df:at:e9:97:58:08: 83 57 hdlcci62 65 fE190:
BZiecicV:id3iZciehi3Bicalbhbiecidyic3 i Tdicy I48:
CA 5 H .
Cerfificates cri.sh 1D Mot Before Not After Issuer Name
B986895 2000-09-30 2008-01-21 C=us, ST=Utah, L=Salt Lake City, D=Cigital Signature Trust Co, DU=CSTCA X1, CN=DST RootCA X1, emaildddress=ca@digsigtrust.com
8376080 2004-00-08 2008-11-28 C=us, ST=Utah, L=Salt Lake City, D=Cigital Signature Trust Go, OU=CSTCA X1, CN=DST RootCA X1, emaildddress=ca@digsigtrust.com

12729327 2004-09-08 2008-11-27 C=us, ST=Utah, L=Salt Lake City, D=Cigital Signature Trust Co, DU=CSTCA X1, CN=BST RootCA X1, emaildddress=ca@digsigtrust.com
839& 2000-09-30 2021-09-30 D=Ciqgital Signature Trust Co. CH=DST Root CA X3

EHEE A

« CA TUEHA » A28~ Certificate 544 or XY ?
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Root Certificate
CN=DST Root CA X3
+ https://crt.sh/?1d=8395

Certificate:
Data:

Version: 3 {Bx2)

serial Number:
A4 at:bB:8B:dé:a3:27:baiB9:38:3%:86:2e:TEB 4B eh

signature Algorithm: shalWithRSAEncryption

Issuer: (CAID: 276)
commoniame 05T Root CA X3
organizationName = Digital Signature Trust Co.

validity [(Expired) HH 2147

Mot Eefore: Sep 38 21:12:1% 2888 GMT

Not After : Sep 38 14:81:15 2821 GMT » 2I|HHH 2021/09/30
Subject: [CAID:276]
commonName = D5T Root CA X3

organizationName
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA& Public-Key: (2848 bit)
Modulus:
BB:df:aft:eb:97:08:B8:83:67 hd:ccie2 6h: 6198
B2:ecicy:d3:Zc:eb:3B:caibblec:dSic3 i 7dicT 48!

Digital Signature Trust Co.
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Certificate Chain Problems



Certificate Chain Problems

All operating systems contain a set of default trusted root certificates.

But Certificate Authorities usually don't use their root certificate to sign
customer certificates.

They use so called intermediate certificates instead, because these can
be rotated more frequently(53% H HHiER5D).

If not all intermediate certificates are installed on your server,
* some Clients(OId browsers, curl, LineAPI ) will think it’s an insecure connection.

* %}ﬂ%}iﬁﬁj 2(Chrome. Firefox)&P 1R “HEHH” » o 5 & 1 F 4725 web server $i¢
HEHYPEE ,_\5752‘% » & Z web server A iR KR BEEE S A .

Best Practice

+ Server should always send a complete trust chain. The trust chain contains
your certificate concatenated with all intermediate certificates.
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Certificate Chain Check

+* Online Service
+ https://www.digicert.com/help/
+ https://www.ssllabs.com/ssltest/analyze.html

+ https://check.twnic.tw/
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Certificate Chain Check

+ Client Program (F=EFEAL A Intermediate Certificate 7 BE7E4RE)
+ [ FE Rk Browser, wget
* curl-v https://www.ntub.edu.tw
* Ccurl -v https://incomplete—chain.badssl.com

“ successiully set

+ CAfile: f:'nfs
Chpath: fetc/ssl 3

© TLSvl .3 (OUTY, TLS handshake, Client helleo {1}:

© TLSv1.3 (IN3, TLS handshake, Server hello (2):

© TLSv] . 1IN! TLS handshake, Certificate 111!

© TLSvl .2 HUTJ TLS alert, unknown Ch (560):

« §SL certificate problem: unable to get local issuer certificate

“ Closing connection O

curl: (60) SSL certificate preblem: unable to set local issuer certificate

More details here: https://fcurl.haxx.se/docs/sslcerts. himl

FApEER, JAELR

lilfﬂth vertiy locaticns:
ertsfca-certificates.crt

t
't

|
R
FTee

L0

i N
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Certlflcate Chaln Check
+ openssl| s_client -connect www.ntu.edu.tw:443 -servername www.ntu.edu.tw

ate chain
, o] = Taiwan, L el aticnal Taiwan University, OU = Computer and Information Networking Center, CN = * .ntu.eduo.tw
W, O = TAIWAN-CA&, OU = Secure SSL Sub-C4, CN = TWCA Secure SSL Certification Authority
W, O = TAIWAN-CA, OU = Secure SSL Sub-C4, N = TWCA Secure SSL Certification Authority
, O = TAIWAN-CA, OU loot CA, CN = TWCA Global Root CA
W, O = TAIWAN-CA, OU oot Ch, CN = TWCA Global Root CA
, O = TAIWAN-CA, OO loot CA, CN = TWCA Root Certification Antherity
W, O = TAIWAN-CA, OU oot Ch, CN = TWCA Koot Certification Antherity
, O = TAIWAN-CA, OO loot CA, CN = TWCA Koot Certificaticn Anthority

1

.

ertific

-0 -0 -0 -0
T T T T T

= ¥ ntub.edu.tw
1y ETTETIHUNZEDZUHHEIE to e
111y .
th=0 PH S .ntub.edu. tw
1fy error:num=21:unable to verify
r return:l

T

Certificat : hﬂin
0 s:CN = ntub.
h 0
{ {
i (]
- {J
- )

"]

CN

ou

File: 1, au
DipiCert Inc, OU
DigiCert Inc, OU

RapidsSL TLS 256 2
Www.di“iCETT.CGm_ fN = Dl“lp' t GluLﬂl Ruut G2
Nww.dl”l rt.com, ON = DigiCert Global Root G2
v . d1g t.com, CN = RapidSSL TLS RS& C4 (]
www.digicert.com, CN = DigiCert Glebal Roet G2

Do

—-01 -L0A -
o nin
o nin
[ I T Y




Certificate Chain Check

& Certificate Decode
Certificate Checker Certificate Checker

CERTIFICATE DECODER CERTIFICATE DECODER
Certificate (PER format) Certificate (PEN format
fullchain.pem fullchain_fixed.pem

https://tools.keycdn.com/ssl

Intermediate certificate required. Unable to get issuer certificate, Mo chain issues detected.
1. Subject Ch: davisyoupc.contuedutw = [ssuer CN: R3 1. Subject Ch: davisyoupccontu.edutw = [ssuer Ch: R3
2. Subject CNER3 = Issuer CMISRG Root X1 37 2. Subject CMR3 = Issuer CM 1SRG Root X1

3. Subject CN: ISRG Root X1 = |ssuer CN: DST Root CA X3 3. Subject ChISRG Root X1 = Issuer CN: ISRG Root X1



ZZ8l]: RIZH Intermediate Certificate
LA Server Certificate




RIZE Intermediate Certificate

incomplete-chain.badssl.com
+ https://www.digicert.com/help * https.//check.twnic.tw

o Certificate Name matches incomplete-chain.badssl.com i _ .
%) trust chain of certificate

Subject *badsslcom

SERVER
CERTIFICATE

: fHER :
Py Walid fram 23/Marf2020 to 17 /May/2022 N ) e . o
[ — LB AN T CABIE S B chain BT
X |ssuer DigiCert SHAZ Secure Server CA

Technical details:
X The server is not sending the required intermediate Web server IP address Untrusted certificate chain
certificate. 104.154.89.105 * badssl.com
DigiCert SHAZ Secure Server CA

This server needs to be canfigured toinclude DigiCert's intermediate certificate ko avoid trusk errars in weh
browsers,

IF wou manage this server, you can download the File From this link or From your customer accounk area. S— e
BT e

- e et e R * Chrome @ H1T1Z1E

Follow the directions on our certificate installation guide to inskall the missing intermediate. =] =11 .

IF wou have any problems carrecting this issue, please conkack our helpful support team and we would be e (_'1:
happy ko assisk.

+* https://www.ssllabs.com/ssltest/ana
lyze.ntml

B incomplete-chainbadssl.com

n BRE
—H  ElEs BERE
Additional Certificates (if supplied) B REP)

Certificates provided 1708 bytes) ___pj DigiCert




ZZ 181 12 EE32 Intermediate Certificate




282 Intermediate Certificate
www.ntub.edu.tw

+ https://www.digicert.com/help/ * https.//www.ssllabs.com/ssltest/ana
lyze.html

o« Certificate Name matches www.ntub.edu tw

SERVER Subject *.ntub.edukw Additional Certificates (if supplied)
alid from 24/Feb/2021 to 24/Febj2022 Certificates provided 3 (3BT bytes)
o—
—_— RapidS5L TLS DV RSA Mixed SHAZES 2020 CA-1

¥ |ssuer

L A APk

Cr

Ll

+ Chrome H{T{&1

Subject DigiCert Global Rook G2

INTERMEDIATE . =
A TIFERTE AR valid From 01 fAugf2013 to 15/Janf2038 @ BEUsiERAS x +
n{} cert
e |ssuer DigiCert Global Rook G2 (— (3' B ntub.edu.bey
p B

C-

—f wEdEs BEEE

DAY Sublect RapidSSL TLSRSACAGH R BT (P

P;"‘ FAE R valid From 02/Novf2017 to 02/Noy/2027 ol DigiCert

| lssuer  DigiCert Global Root G2 a JJ | S1A236 2020 CA
— " o7
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ZZ/5l: Root Certificate & H




Google

RIR

~ SSL EI I /&5 &= F
+ DST Root CA X3 fR/E5 15 HA

dst root ca x3 3B E8 X & Q
QxF BEFE RDER DER OB EX I8

#15 13400 IBEF (SR 0 046 #1)

https:/hlog . usertoday » free-sskvictim-dst-root-ca-x3 «

MR RESSLNZEEE 715 ?

20211 E10H6H — D5T Root CAXS REGRERE  ENFREEEg LR Y EELet's Encrypt
RESSEEE L BTt . Let's Encrypt 8BS & HDST Foot CA XS RIBEHISRG ..

https:/#hlog.gslin.org » archives » 2021/09/30 » dst-root... -
DST Root CA X3 #31E%X22:01:15 A 44
20214 9H308 — FeATizElLer's Encrypt B LABEEY 30 §EEME - TESdenTrust /)

DST Root CAX3 §TE9/30 BH » T WEEM EOpenssL1.0.2 RIFIEER X .
$RE 2021/10/28 EEHEEHEE -

https: Aeine linuxadictos.com » Moticias -

5cREDST Root CA XIEBEELEBED LM
2021108 1H — B7E1.0.2 B TFRIOpenSSL KEAF13 6.14 ZATAIGNUTLS B - B4R
SHARSEMERE: AN MERETHEIEHMERS i FafERERTSY

https:4discussionschinese apple.com » thr. ~ B AERREE

sk A#8EDST Root CA XIIEHHHAE. .. - Apple ZHFrtX

2021E10HEE — MMEIER FEEATHEAE - BEHN SR ETDST Root CAXIR
IHEEAT - AERAED?

EE&E  SEHE TESTRIEZEERSEMH EREENN, 2iETEL Apple store FARER ..

=5 2 HA

+ 2020/05/30 > FEidliErGRoku ~ ST TSEE
StripeEASpreedly ~ ZEimEE{EARESugarSync
FEEIRES o BRI SR R

+ https://www.ithome.com.tw/news/138197

[ EESEEEERok: - Sipe® X + ¥ = E

C (ﬂ ithome.com.tw/news/138197 Q ® ‘ﬁ') B B » ‘

iThome == =ccitii =E Al Cloud Devops HE - Wl - ¥ - SEEZEEE Q9

fRiEEBEhERRoku, StripeMSpreedlyEFRZIRIE S
B, SERFERIES ZHIAFRIETZR

BEgrwd ) RS EEEEEEEEET N RiEEEEEEREESLES ) SoalEil
F9AEHEIEAIdenTrust D5T Root CA X3

=/ BEEERT | 2020.06-12 6% EETEEY #=10AiThome 34 H
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SSL B\ /BB & F]

+ https://letsencrypt.org/docs/certificate-compatibility/
Platforms that trust DST Root CA X3 but not ISRG Root X

These platforms would have worked up to September 2021 but will no longer validate Let's Encrypt certificates.

e mMacOS < 10.12.1

e i0S<10

o Mozilla Firefox < 50

¢ Ubuntu >=intrepid / 8.10

o Debian »= squeeze / 6 and < jessie /8

e Java 8 >=8ul01 and < 8ul41

e Java7>=7ul11 and < 7ul51

o NSS>=vy211.9and <3226

e Amazon Fire0s (Silk Browser) (version range unknown)

e Cyanogen > v10 (version that added ISRG Root X1 unknown)

¢ Jolla Sailfish OS > ¥1.1.2.16 {version that added ISRG Root X1 unknown)
e Kindle = v2.4.1 {version that added ISRG Root X1 unknown)

Blackberry >= 10.3.3 (version that added ISRG Root X1 unknown)

PS4 game consocle with firmware == 5.00 (version that added ISRG Root X1 unknown)
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|—‘—|\/U

SSL U /J/EEF

+ EHHEEHA > Certificate Chain « 2% KE(FER 20154F) » 5>
5 ISRG Root X1 fRIEEE

l‘l

v

F D5T Root CA X3

L. W R3
L 7
) DSTRootCAX3 ¢ ?
L+ 1 ISRG Root X1
DST Root CA X3
“ @ R3

HaEE
L @ pantone.com

HMAE : 2021598308 BAM &1EWMREEMN TF10:0115

pantone.com

HEAN IR
B 20213’111f}23i—'—g§§i_ AACMAR M T 4405125018

O HmEEN (%

l v BERR

&2t pantone.com
DST Root CA X3 l | N 1SRG Rootx1 | B
-

us
Let's Encrypt
R3

4
é é [__H é éSubscriber Certificates



F F curl 123#F
# ISRG Root X1 TR /&5

+ curl for Windows + curl -v https://letsencrypt.org
https.//curl.se/windows/

* Edit curl-ca-bundle.crt

curl-ca-bundle.crt  x

ISRG Root X

————— BEGIN CERTIFICATE-----

MITFazCCAl0gAwIBAg IRAT 10z TDSOONZRGPgu20C 1 whwDQY T KoZ Thyv cNAQELBQAWT zELMAKGAIUE
BhMCVVIxKTAnBeNVBACT IEl udGVybmVOIFN1 Y3VyaXR5 IF] 1¢2VhemlNo IEd v b3 Ve RUWEwYDYQOD
Ewx] U1JHIFI vb3(QgWDEwHh T UwN] ADMTEwNDM4 WhotMzUwiyi AOMTEwWNDMAW i BPM) s wCOYDVOOG,
Ew]VUzEpWCcGAl UEChMESWS0ZX]T uZXQgU2V] dX] pdHkgUnVzZWE ¥ 22gR3] vdXAxFTATBgNVBAMT,
DE]TUkcgUvadCBYMTCCAJIWDQYJKOZIhchAQEBBQADggIPADCCAgnggIBAKBOJHPDFDfzm54r

Yygeh 770t 284k IxuP0Z0 »b ROSa 7R f0uoxmyF+0THEuk] 1
3%nfs7i /EvEhmkvBioZxa I 154 GUAS/TRESd8mUgi U+g4 r kR
bdbuOU1Xj IBOt tovODiNe e 3F j " Ty 3LvSye0rgTEI IDHCY]
Avmngd Wik 7TBPZ Thm /ELNK] 1 501 ' oL TR 15T 55 t ukem i S d A

407 2RC0Fvu3%6] 3 x+ GRS 'dlB3QWOKtZB6adeDUKD91f
1b08HzUvEBd s 0pj BoAlkd B5H \ 2 00xAH0a hmbWnO1F
hjue fXEnEeVdWe 04+ UXeVORD 38z ynTnihE8BCNAW]F t xlN1 ()]

nsEwiExIt4 ] TmKZSY IqioWn i 10408 qI3Haadr8faqUeGyY /¢
OFNk3sgrDJoo/ / fb4hvC1{ A gBASTT Q] BANA 4
A1UdDwEB /w(JEAwIBE] AFE# BRStFnme7bl 5AFzgA1 IvBpY|

9umbb]ANngqhk1GQWOBAQSFAAOCAgEAVRQYqbyquDQDLHYGmngykIrGF]XIDu+IL1anV912L
ubhzEFnTIZd+50xx+7LSYKOSqhvaFyFWhfFQD InrzuBZ6br JFe+GnY4+EePbk6ZG03BebYh t FRGA Y] Ay
Onavwuo7 72/ PySaul /Gpeblin/ Xl +nvoiBOv /2K qkSe 1 sReDi /KENFt Y2PwByVSSulbicgz 1 Uwt é;i%% %@Z‘%
hDyC3+6WVwWoLLy3xLfHT j uCviHI InNzk t HCgKQSORAz T4INPI+Gs IWYHbd phowinS 714z tX00Tw H LEPARNY

Tdw] xdnLCedibOhd] snvzavHu TUr TEEWS t Amz OVyyehapZX i FaH3p03JLE+ 14/ +sKa Tuvt d TuslNz
e SANOwdeR 1NSNwdC i WNPE] pz¥mbUg4) UagE1 uTDkHz & xHpFKVE 7 g4+ 638MING SE1NbdWh s ¢ dCb+Z4)
Tz¥eoyi3B43ni TOQSyOf+1CeeWaG1 b0V SZufpshll jqdUi0/ 11 vh+wiChPdkgkOl 2qxq4Regqs ahD)
YVvTHOw7 i XbyLe iNddSXM2woU/ t Ty0F £/ 0y 10GE44Za4 rF2LNSd 1 1 TPAmRGunUHBenWEve I BJ 1 Sn|
JE1UOZsnvege /ubhPeXRR4Xq37Z20i 4r Tgl SgEEzwxASTdemyPagaYan/eRd4 /KT 4EBs+ 1VDRE3vey]
m+kEQSEb21 /41 h5K0s 1AnXSi Tt reGCe=

————— END CERTIFICATE-----
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ZZ5l: Root Certificate Cross-signed
With Expired CA



letsencrypt.org

+ https://www.digicert.com/help + https://check.twnic.tw/

o Certificate Name matches letsencrypt.org Certificate
%) trust chain of certificate
Subject lencr.org '
SFR'H'I?I'{
CERTIFIEATE 18 vsalid From 10/0ctf2021 to 08/ Jan 2022 B8 ©
T EEERE FCABAEE T HchainERE
[ssuer R3

Technical details:
Web server IP address
2406,daldasnian:beaifcdd . 2020aadz2

Untrusted certificate chain

lencrorg
Rz
Subiact n3 178.138.104,225 lencr.org
INTERMEDIATE . - R3
CERTIFICATE 19 vialid From 04/Sep,/2020 to 15/Sep 2025 o
—8  Fdgs BERE
[ssuer [SRG Root X1 C
* Chrome | sszso
[5RG Root x1 ‘
INTERMEDIATE Subject SRGRoot X1 . 2y ISRG Root X1
CERTIFICATE 18 vialid From 20/Jan/2021 to 30/5Sep 2024 Root Certificate -~ 1H[E]
- )
lssuer DST Root CA X3 e SRE: ISRG Root X1




Root Certificate Cross-sighed
With Expired CA

+ FTE{HH Let’s Encrypt /&&8 < 481k BA AH 5] A
+ [ANet NOC
* https://noc.tanet.edu.tw/

« BUREAY

+ https://tp2rc.tanet.edu.tw/

* SN 4

* Www.hcrc.edu.tw

» SREH (EEE)

+ www.tplrc.edu.tw
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How to Fix Certificate Chain Problems



Should Certificate Chain Need
Include Root Certificate ?

* YOU do not need to include the root certificate in the
certificate chain.

+ Since clients already have the root certificate in their trust
stores.

+ Including the root is inefficient since it increases the size of
the SSL handshake and browsers will simply ignore it.
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Generate Intermediate Certificate Online

+ https://whatsmychaincert.com/
+ Certificate (PEM format)
+ Online use hostname

+ https://tools.keycdn.com/certificate-chain
+ Certificate (PEM format)

+ https://certificatechain.io/
+ Certificate (PEM format)
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*

Certificate Files

privkey.pem

+ Private key for the certificate.
cert.pem

x Server certificate only.

chain.pem

+ All certificates that need to be served by the browser excluding server
certificate

+ Intermediate + Root certificate(optional)
fullchain.pem

+ All certificates, including server certificate.

* This is concatenation of chain.pem and cert.pem.

* Server + Intermediate + Root certificate(optional)
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SSL Config for Linux

+ SSLCertificateKeyFile
/etc/letsencrypt/live/www.tplrc.edu.tw/privkey.pem
« UNEE—fFE—
* SSLCertificateFile
/etc/letsencrypt/live/www.tplrc.edu.tw/fullchain.pem
* OR

+ SSLCertificateFile
/etc/letsencrypt/live/www.tplrc.edu.tw/cert.pem

+ SSLCertificateChainFile
/etc/letsencrypt/live/www.tplrc.edu.tw/chain.pem
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