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MTU versus MSS
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What’s MTU?

MTU (Maximum Transmission Unit)
— FHEEAERS L K] DI E Ay AN (packet size)
— (R » TEER R A B AN —E—H -
— AEm E CHVEZmMTURI DR E 2 K » 75 B EME AL E] H AR F pra & RE 2 MTU -
— R4S | IRERIMTUE S & 1500 bytes -

MTU = 1500 R, MTU=15OO‘3!:- MTU=135O‘3!:— MTU = 1400

Source Destination
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What's MSS?

MSS (TCP Maximum Segment Size)
— TCPEMEAFAERS [ - SHEFENE A] DUE A XY data k)N (payload size) -
— J% T R e R F e - TCP s fE L A BRI B 3 e p ps = T AYMSS(H -
— {H ik AR e AR L 1 A i BT i R ME (MTU) K515 TCP MSS -
— MSS = MTU - 40 (20 Byte for TCP + 20 Byte IP) -

SYN
my mss = 2000 @
ack-syn

E ok, but my mss = 1000
ok , i saw that your mss is lower than my mss, so I will u%lyour mss which is 1000
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MTU vs. MSS

3.1. RFC 879

RFC 879 [RFCB7%] discusses the MSS option and other topics. In the
Introduction, 1t states:

IP = 20 ByteS THE TCP MAXTMUM SEGMENT STIAE IS THE TP MAXTMUM DATAGEAM SIZE MINUS

_ FORTY.
TCP =20 Bytes https://datatracker.ietf.org/doc/html/rfc6691

MTU = Payload + IP + TCP = 1500

MSS = MTU — 40 (20 Byte for TCP + 20 Byte IP)
= 1500 — 40
= 1460

—TI:PHS!;#
—IPHTU—

14 20 20
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MPLS MTU
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* A normal frame for a switch/router

MTU Maximum Transmit Unit

2MTU - 1514
L3 MTU - 1500
inter-packet delay | eth header | IP header data FCS
20byte 14 byte 20 byte | 1480 byte| 4byte
* MPLS frame inside a vlan
L2 MTU - 1526
L3 MTU - 1500
inter-packet delay | eth header | vian | MPLS| MPLS| IP header data FCS
20byte 14 byte |4byte|dbyte|dbyte| 20byte | 1480byte| 4byte

—
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MTURIRE-B 77 ER R

« MSS = MTU -40 (20 Byte for TCP + 20 Byte IP) -
- K TCP MSS Wi et -
. JB{E MTU 3RE2 MSS 137 - O

E R Ae I BRIV e T
TCPHS 1420 Q

b
a3 |ncapsula Router

GRE

SYN
TCP-MS5 1460

SYN K

TCP-MSS 1420
e Customer’s Router

SYN
FONAC -
TCP-MS5 1460 SYN
TCP-MSS 1460

Infrastructure
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MTU 1500

CoATindowahavetendZ=netzh interface ipvd show subinterface

MTU MediaSengesState

42?&?@?295 Ao :ﬁﬁﬁﬁﬁ 3875 Loopback Peeudo-Interface 1
2L 329582630 19023949 Ethernet0
1500 i OS2 VirtvalBox Host-Only Network
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MTU 1500

Mo, Time Sonme Diestination Profocol Length  Info
13 9.189982 192.168.21.126 28.197.71.89 TL5v1.2 159 Application Data
14 9.258692 20.197.71.89 192.168.21.126 TL5v1.2 229 Application Data
15 9.383813 192.168.21.126 28.197.71.89 TCP 54 68683 -+ 443 [ACK] Seg=186 Ack=176 llins =
! 25 24 . 673927 192.168.21.126 148.112.254 .4 DS 189 Standard query 8x5488 AAAA ec?2-13-58- = = -2.compute.amazonaws . com
! 26 24.783158 192.168.21.126 168.95.1.1 DS 189 Standard query 8x5488 AAAA ec2-13-58-219-225.us-east-2.compute.amazonaws. com
! 27 24.738584 148.112.254.4 192.168.21.126 DS 177 Standard query response @x5488 AAMA ec2-13-58-219-225.us-east-2.compute.amazonaws.com
! 28 24.765617 168.95.1.1 192.168.21.126 DS 177 Standard query response @x5488 AAMA ec2-13-58-219-225.us-east-2.compute.amazonaws.com

. 9895898 152.168.21.126 13.58.219.225 54 58663 -+ 443 [ACK] Seg=1 Ack=1 Win=262656 Len=
31 24.916876 192.168.21.126 13.58.219.225 TLSv1 571 Client Hello
.179436 13.58.219.225 152.168.21.126 68 443 - 58663 [ACK] Seg=1 Ack=518 Win=63744 Len=8

Window size walue: 64248
[Calculated window size: 64248]
Checksum: 8xB351 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
v Options: (12 bytes), Maximum segment size, Mo-Operation (NOP), No-Operation (MOP), SACK permitted, No-Operation (NOP), Window scale
v TCP Option - Maximum segment size: 1468 bytes
Kind: Maximum Segment Size (2)
Leneth: 4
MSS Value: 1468
TCP Option - No-Operation (MNOP)
TCP Option - No-Operation (MNOP)
TCP Option - SACK permitted
TCP Option - No-Operation (MNOP)
TCP Option - Window scale: 7 (multiply by 128)

L T L T
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MTU 1500
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O =EEsAREES x | +

C

() https//ec2-13-58-219-225.us-east-2.compute.amazonaws.com/index2.html 7

) EamE=HEL g | (G) EFREEENE A..

LR OB

EliEEE ec2-13-58-219-225.us-east-2.compute.amazonaws.com it 7 KA BB S S E0OME -

 ZRELOEEREZEAN AT FEETEEEES -
o EEZESEACEHEN  FRETNESEESENE -
« EEEDUAEREWEN A RETE Proxy (7% - fBEE Firefox 3 FFFEVAEES -

EEo
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MTU 1492
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Ethernetl _
VirtvalBox Hogt-Only Network

)

tore=pergiztent

F.
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MTU 1492

Wa. Tiime

8.864656

Soure
192.168.21.126

Destination

Frotocol

Length  Info
54 58663 = 443 [RST, ACK] Seg=519 Ack=1 Win=8 Len=0

692 226.219589 192.168.21.126 13.58.219.225 TCP 54 58678 -+ 443 [ACK] Seg=1 Ack=1 Win=262656 Len=0

693 226.225329 192.168.21.126 13.58.219.235 TLSv1.3 571 Client Hello

694 226.467848 13.58.219.225 192.168.21.126 TCP 68 443 - 5BA78 [ACK] Seg=1 Ack=518 Win=63744 Len=0

695 226.469271 13.58.219.225 192.168.21.126 TLSv1.3 1586 Server Hello, Change Cipher Spec, Application Data, Application Data
696 226.469274 13.58.219.225 192.168.21.126 TLSv1.3 296 Application Data, Application Data

697 226.469483 192.168.21.126 13.58.219.225 TCP 54 58678 -+ 443 [ACK] Seq=518 Ack=1695 Win=262656 Len=0

698 226.480446 192.168.21.126 13.58.219.225 TLSv1.3 118 Change Cipher Spec, Application Data

699 226.480997 192.168.21.126 13.58.219.225 TLSv1.3 630 Application Data

788 226.722558 13.58.219.225 192.168.21.126 TCP 68 443 - 58678 [ACK] Seq=1695 Ack=582 Win=64128 Len=0

781 226.722885 13.58.219.225 192.168.21.126 TLSv1.3 325 Application Data

Acknowledgment number (raw): ©
1608 .... = Header Length: 32 bytes (8)
CFlags: exee2 (SYN)
Window size walue: 65348
[Calculated window size: 65348]
Checksum: Bxbf68 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
~ Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, Mo-Operation (NOP), No-Operation (NOP), SACK permitted
v TCP Option - Maximum segment size: 1452 bytes
Kind: Maximum Segment Size (2)
Igng'l'h' A
MSS Value: 1452
> reropTIoT—To-Uperation (NOP)
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MTU 1492
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O sgEmzesgEFoTesTe x| +
<« C O & httpsi/fec2-13-58-219-225.us-east-2.compute.amazonaws.com/index2.html B vy

0 camE=ERE) EHERSEEE © ET2EZENE A)..

AR ENZ Z4EE P/ 0\(TEST SOC) Al

ABOUT =E#5th SHEERE
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EEE  AEER  AEER  AFER  AFER  AFER AFEER AFER AFER AFER
+EBER  ABER  AFEER AFER AFER ) AFER ) AFEH AFEH AFZEH AFE
o AFREH  AFEEH AEER AFER ) AFRER  AEER  AEER  AEER AEER . AE
BE#E  FE2ER . (1EER (1ZEER . A1ZER A1ZER 1EER.
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MTU 1493

C:ovTindowshevetendd=netsh interface ipwd =zet subinterface "Ethernet(0" mtou=149% store—persistent

L +E = (n]
4 PR=
I

B WWindowgheyetendienetsh interface ipvd zhow subinterface

HTU MediaSenseState IEUREO{MTCAE {ERSAMUTCA

| R
0 5 |II I_"I r:' |II :I' 5 5 :
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MTU 1493

Na. Tirne

Souice

Diestination

Protocaol

Length  Infa

2336 514.

818175

192.168.21.126

13.58.219.225

2324 513.585574 192.168.21.126 13.58.219.225 TCP 54 58783 - 443 [ACK] Seg=1 Ack=1 Win=262912 Len=0

2325 513.512821 192.168.21.126 13.58.219.225 TLSv1 733 Client Hello

2326 513.758961 13.58.219.225 192.168.21.126 TCP 60 443 » 58783 [ACK] Seq=1 Ack=688 Win=63616 Len=0

2327 513.758964 13.58.219.225 192.168.21.126 TLSv1 294 Server Hello, Change Cipher Spec, Application Data, Application Data
2328 513.76@757 192.168.21.126 13.58.219.225 TLSv1 118 Change Cipher Spec, Application Data

2329 513.767615 192.168.21.126 13.58.219.225 TLSv1 613 Application Data

2332 514.8082816 13.58.219.225 192.168.21.126 TCP 60 443 - 58703 [ACK] Seg=241 Ack=744 Win=64128 Len=0@

2333 514.6863821 13.58.219.225 192.168.21.126 TLSv1 325 Application Data

2334 514.869587 13.58.219.225 192.168.21.126 TCP 60 443 -+ 58783 [ACK] Seq=512 Ack=1303 Win=63616 Len=0

B EE:IEEASOCEEIE

Window size value: 65385
[Calculated window size: 65385]
Checksum: 8xbf68 [unverified]
[Checksum Status: Unverified]
Urgent pointer: 8
Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, Mo-Operation (NOP), Mo-Operation (NOP), SACK permitted
v TCP Option - Maximum segment size: 1453 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Walue: 1453
> TCP Option - No-Operation (NOP)
> TCP Option - Window scale: 8 (multiply by 256)
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MTU 1493
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O sisd=fmesgEtoesTs x | + _ ~
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MTU A% command

S

Linux
ifconfig
sudo ifconfig ethO mtu 1492

ubuntu@ip-172-31-33-231:~% ifconfig
ethf: flags=4163<UF, BR JCHBT RUMNING, MULTICAST= mtu 1300
inet 172.31.: sk 255.255 3.8 erddEd it 172.31.47.25
: :575e  prefixlen 64 scopeid Ox28<link=
ether Ba:b 37:5 euelen 1000 [Ethernet}

RX packets 157935

RX 5 drnpped D overruns 8 frame ©

T¥ packets 62408 bytes 15628707 (15.6 MB)

TX errors @ dropped @ overruns @ carrier 8 collisions @

Windows
netsh interface ipv4 show subinterface
netsh interface ipv4 set subinterface "Ethernet0" mtu=1500 store=persistent

C:yTinde enid=neteh interface ipvd show subinterface

MTU

ck Paendo-Interface 1

1Box Hozt-Only Network
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ik

Router MSS

MSS clamping

3 34

Interfaces / WAN {em0) = @

General Configuration

Enable

Descripticn

IPv4 Configuration Type

IPv& Configuration Type

MAC Address

MTU

Enable intarface

AN

Enter a deseription (name) for the intarface hare.

Static IPwd v
DHCPA w
YOO OO0

This field can be used to modify ("spoof" the MAC address of this interface.
Enter a MAC address in the following format:seooooooooce or leave blank.

If this field is hlank, the adapters dafault MTU will ba used. This is typically 1500 bytes but can vary in some circumstances.

MSS

1400 S

Speed and Duplex

B EE:IEEASOCEEIE

It a valua is entarad in this field, then MSE clamping for TCP connactions to tha value entered above minus 40 for IPvd (TCP/IPv4 headar size) and minus
60 for IPvH (TCR/IPvH header size) will be in effect.

Default (no preference, typically autoselact) v

Explicitly set speed and duplex mode for this intarface.
WARNING: MUST be s&t to autoselect (automatically negotiate speed) unless the port this interface connacts to has its speed and duplex forced.

19



MTURIRE- B e A

« MSS = MTU -40 (20 Byte for TCP + 20 Byte IP) -
« N TCP MSS my#m Sl -
- JBEME MTU R Z MSS 15 O
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Incapsula Router
GRE
TCPP?EEMGU
,— e . Ll -MSS 146
- BITEE client s MTU -
SYN
P-MSS 142

K

« A Layer3ith MSS B (LE&REH - EATMRE) - & corers e

SYN
CP.ME -
TCP-MS5 1460 SYN
TCP-MSS5 1460

Infrastructure
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