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ELK Security

Nginx

Reverse proxy with login func.

ModSecurity

Web server and WAF 
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➢ Elasticsearch

▪ 資料儲存、搜尋使用

▪ RESTful API

➢ Logstash (or Beat 家族)

▪ inputs → filters → outputs

▪ Parse

➢ Kibana

▪ 視覺化

▪ 圖表
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https://www.elastic.co/guide/en/elasticsearch/reference/current/configuring-stack-security.html 5
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使用keystore儲存密碼，避免於kibana.yml 的 config 檔存入明碼。
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https://www.imperva.com/learn/performance/reverse-proxy/
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https://www.imperva.com/learn/performance/reverse-proxy/



▪ Nginx pronounced as “ Engine X ”.

▪ 原先是設計用來服務 static files，但經過改進目前功能已相當完整，可並駕Apache。

▪ 常用於 reverse proxy, load balancer, mail proxy and for HTTP caching.
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19https://news.netcraft.com/archives/category/web-server-survey/



20https://serverguy.com/comparison/apache-vs-nginx/



21https://serverguy.com/comparison/apache-vs-nginx/
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https://serverguy.com/comparison/apache-vs-nginx/



▪ 架構 差異：
Apache : select (block)
Nginx : epoll (non-block)

▪ Apache : Serves static content using the file-based method.

▪ Nginx : At serving static content, Nginx is the king! 

By default, NGINX handles file transmission itself and copies the file into the 
buffer before sending it.
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▪ 動態資源：需求轉發到 Application Server，由 Application Server 處理完後，在
response 回去，由 Web Server 進行 Response，最後回到 User 端。

▪ Application Server：以程式語言建立出之 Server，並且可以靜態跟動態解析。

▪ Apache : 能夠自己處理動態內容( 如PHP…等)，也可以 pass 到後端 application server。

▪ Nginx : 無法自己處理動態內容 (輕量導向)，皆須 pass 到後端 application server。
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▪ Centos

▪ sudo yum install epel-release

▪ sudo yum install nginx

▪ Ubuntu

▪ sudo apt install nginx
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▪ Centos & ubuntu

▪ /etc/nginx/nginx.conf

▪ /etc/nginx/conf.d/xxx.conf

▪ 使用 reverse proxy 功能，

log format 記得加入欄位：

$http_x_forwarded_for，

記錄正確之 client IP。
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▪ Kibana (ELK) web application server

Listen on 127.0.0.1:5601

▪ Nginx server

Listen on 0.0.0.0:443 and 0.0.0.0:80
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Nginx

Auth 平台
(Python 

Flask) 

登入帳密

取得 token

驗證token

驗證成功
進入ELK
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偵測



Use reverse proxy module
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▪ 使用 auth_request module ，使用者須先認證(登入)，才可進入允許的連結(kibana)
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▪ auth_request module

▪ If the subrequest returns a 2xx response code, the access is allowed. 

▪ If it returns 401 or 403, the access is denied with the corresponding error code.

Default response code = 200
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37https://owasp.org/Top10/



▪ A04:2021-不安全設計這是 2021 年版本的新類別，並特別針注在與設計相關的缺失。
如果我們真的希望讓整個產業"向左移動"＊註一＊，那我們必須進一步的往威脅建模，
安全設計模塊的觀念，和安全參考架構前進。

▪ ＊註一: Move Left 於英文原文中代表在軟體開發及交付過程中，在早期找出及處理相
關問題，同 Shift Left Testing。＊

▪ A04:2021-Insecure Design is a new category for 2021, with a focus on risks related 
to design flaws. If we genuinely want to "move left" as an industry, we need more 
threat modeling, secure design patterns and principles, and reference architectures. 
An insecure design cannot be fixed by a perfect implementation as by definition, 
needed security controls were never created to defend against specific attacks.
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https://owasp.org/Top10/A04_2021-Insecure_Design/


▪ A08:2021-軟體及資料完整性失效這是 2021 年版本全新的類別，並在軟體更新，機敏
及重要資料，和 CI/CD 管道中並沒有做完整性的確認為前提做假設並進行評估。在評
估中影響權重最高分的 CVE/CVSS 資料都與這類別中的 10 個 CWE 對應到。2017 年版
本中不安全的反序列化現在被合併至此類別。

▪ A08:2021-Software and Data Integrity Failures is a new category for 2021, 
focusing on making assumptions related to software updates, critical data, and 
CI/CD pipelines without verifying integrity. One of the highest weighted impacts 
from Common Vulnerability and Exposures/Common Vulnerability Scoring System 
(CVE/CVSS) data mapped to the 10 CWEs in this category. A8:2017-Insecure 
Deserialization is now a part of this larger category.
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https://owasp.org/Top10/A08_2021-Software_and_Data_Integrity_Failures/


▪ A10:2021-伺服端請求偽造這個類別是在業界問卷排名第一名，並在此版本內納入。
由資料顯示此問題有較低被驗測次數和範圍，但有高於平均的威脅及影響權重比率。這
個類別的出現也是因為業界專家重複申明這類別的問題相當重要，即使在本次資料中並
沒有足夠的資料去顯示這個問題。

▪ A10:2021-Server-Side Request Forgery is added from the Top 10 community survey 
(#1). The data shows a relatively low incidence rate with above average testing 
coverage, along with above-average ratings for Exploit and Impact potential. This 
category represents the scenario where the security community members are telling 
us this is important, even though it's not illustrated in the data at this time.
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https://owasp.org/Top10/A10_2021-Server-Side_Request_Forgery_%28SSRF%29/


41
https://www.trendmicro.com/en_us/devops/21/k/overview-owasp-top-10-2021.html



https://owasp.org/www-project-modsecurity-core-rule-set/
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▪ 一套已經成形的網站，修補程式漏洞勢必牽動複雜的設計變更，比較經濟的作法即是

Virtual Patching，不直接針對程式本體修補，而是導入WAF (Web Application Firewall)，

為符合是類需求，ModSecurity 開發平台提供規則設定語言 SecRules。

▪ 使用者可自行定義切合實需的規則，即時監控、記錄所有出入http通訊封包。

▪ 基於 ModSecurity 之普遍性，OWASP(Open Web Application Security Project) 專案維

護核心規則集(Core Rule Set)，縮寫CRS，能抗衡一般類別的漏洞攻擊手法，CRS 在

ModSecurity 官網免費釋出，當然也有需付費的規則集。

43https://www.twcert.org.tw/newepaper/cp-67-2548-0b788-3.html



https://github.com/SpiderLabs/ModSecurity 44



▪ ModSecurity 係普遍應用之公開網頁程式防火牆 (WAF)，可搭配OWASP(Open Web

Application Security Project)維護的免費核心規則集(Core Rule Set：CRS)，初始設計

為Apache HTTP Server之模組，後續發展成http封包過濾軟體，亦支援Microsoft IIS、

NGINX等伺服器平台。

▪ ModSecurity是防火牆引擎，單靠引擎無法偵測惡意特徵，需要搭配時常更新的檢測規

則。

▪ 其商用CRS維護者Trustwave SpiderLabs研究室，新加坡電信下轄資安公司。

45https://www.twcert.org.tw/newepaper/cp-67-2548-0b788-3.html



https://coreruleset.org/
46



▪ CRS 將WAF規則分四等，每項規則均配賦 ID、等級、重要性、偵測條件，經由crs-

setup.conf組態值設定所需安全等級Paranoia Level 1～4，預設值Paranoia Level 1(PL1)

為通用性防護規則，誤判率最低，隨等級提高其累加安全限制更為嚴苛，至PL4可謂最

偏執，甚或阻擋相當數量的合法請求。
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▪ PL 1: Baseline Security with a minimal need to tune away false positives. This is CRS 
for everybody running an HTTP server on the internet. If you encounter a false 
positive on a PL 1 system, please report it via GitHub.

▪ PL 2: Rules that are adequate when real customer data is involved. Perhaps an off-
the-shelf online shop. Expect false positives and learn how to tune them away.

▪ PL 3: Online banking level security with lots of false positives. From a project 
perspective, false positives are accepted here, so you need to be able to help 
yourself by writing rule exclusions.

▪ PL 4: Rules that are so strong (or paranoid) they are adequate to protect the crown 
jewels. Use at your own risk and be prepared to get a large number of false 
positives.

▪ https://coreruleset.org/20211028/working-with-paranoia-levels/



▪ https://docs.microsoft.com/zh-tw/azure/web-application-firewall/ag/application-
gateway-crs-rulegroups-rules?tabs=owasp32
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https://coreruleset.org/installation/
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https://www.nginx.com/blog/compiling-and-installing-modsecurity-for-open-source-nginx/
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⚫ 可以分別設定於不同 server 的conf

⚫ 或分別啟用不同 rule set
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SecRuleEngine On|Off|DetectionOnly

DetectionOnly: process rules but never executes any disruptive actions (block, deny, drop, allow, proxy 

and redirect)
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正常查詢



未啟用 modescurity
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未啟用 modescurity
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啟用 modescurity
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啟用 modescurity

65



▪ 未啟用 modescurity

▪ 找尋sql版本

▪ admin' UNION SELECT 1, sqlite_version(), 1 --
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未啟用 modescurity



▪ 啟用 modescurity

▪ 找尋sql版本

▪ admin' UNION SELECT 1, sqlite_version(), 1 --
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69

啟用 modescurity
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▪使用 Parameterized Query (or Parameterized Statement)

▪ (X) SELECT * FROM user WHERE username='{username}' and password='{password}’

▪ (O) SELECT * FROM user WHERE username=:username and password=:password

▪使用 ORM (Object-Relational Mapping) 套件

▪ user.query.filter_by(username= ' {username} ', password= ' {password} ').first()

▪使用 WAF

▪ 商用 WAF (F5, Citrix, FortiWeb…etc)

▪ ModSecurity
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74https://owasp.org/www-project-modsecurity-core-rule-set/



▪ https://news.netcraft.com/archives/category/web-server-survey/

▪ https://serverguy.com/comparison/apache-vs-nginx/

▪ http://nginx.org/en/docs/http/ngx_http_auth_request_module.html

▪ https://www.nginx.com/blog/compiling-and-installing-modsecurity-for-open-
source-nginx/

▪ https://coreruleset.org/installation/
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https://news.netcraft.com/archives/category/web-server-survey/
https://serverguy.com/comparison/apache-vs-nginx/
http://nginx.org/en/docs/http/ngx_http_auth_request_module.html
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https://coreruleset.org/installation/

