il
EEEk

—
-~



oS AER&E

R Public IP




What is my ip
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GO gle Wihat is my ip b4

Qg LDER BDER QHE [MSE 5 I

#1739 4,390,000 000 18555 (FI SRR 0 025 7

1B & © Limitthis search to English language results. Learn more about filtering by language

What Is My IP Address
. hitps:whatismyipaddress.com - BESEER

What |s My IP Address - See Your Public Address - IPv4 & IPv6

Find out what your public IPv4 and IPv6 address is revealing about you! ky IP address
infarmation shows your IF location; city, redion, country, ...
IP Lookup - Update Wy IP Location - IP Addresses: Archives - Internet Speed Test

% WhatlshylP.com
hitps theevcwhatismyip.com - SR EEEE

What Is My IP? Best Way To Check Your Public IP Address

Lse this IP address lookup tool to find the location of any IP address. Get details such as the
ariginating city, statefregion, postal/zip code, country name, ..

m APt
hitps:wwwhatismyip.comtw s . - SESEHEE
What is my IP?

Wty IP address is. 66.249 72200 U5,
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https://ipinfo.io/

EN=R XFhR
+ https:.//ipinfo.io/ + curl https://ipinfo.io/

root@abuntu2204:~# curl https://ipinfo.ic/
140112.3.82 {
Tip"o M140.112.3.827,
"hostname": "davisyvoupc.cc.ntu.edu.tw”,
"city": "Taipei”,
hostname: "davisyoupc.cc.ntu.edu.tw", ! I'E:,.:,IEE-H“ i “Tﬂi‘ﬁa’ﬂﬂ” .

R "country”: TV, o
city: "Taipei", "log": ! 478,121 .5318"

ip: "148.112.3.82",

region: "Taiwan", "org”: "AS1T7716 National Taiwan University”,
cne”: MAsia/Taiper™,
"readme”: "https://ipinfo.ic/missinganth™

country: "TW",
loc: "25.8478,121.5319",
org: "AS17716 National Taiwan University",

timezone: "Asia/Taipei"”,

Your IP 884.4 AS151689 11114




TelnetMylP.com

telnet TelnetMylP.com

roct@ubunt

"comment”: "#4# Your IP Address is 140.112.3.82 (31373 #HH"

Bl Ell

"family™: "1

https ¥.convergeone.com/”

root@ubuntu2204:~# ssh TelnetMyIP.com

{

"comment”: "## Your IP Address is 140.112.3.82 (16872) ##",

github.com/
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TraceRoute 7[R
H 14 IP 24 B[ FE ping, TraceRoute A o] F[3%

Windows)

(For

Z\ jti/\”’ g "E‘ (-‘6 httpsy/mww.csientu.edu.tw
SO ANE LBEHA

=2 G T ESRREWRAA

Department of Computer Science & Information Engineenng

C:hlzershnzers=ping wyw.czie.ntv.edu.tw

EfRE 140.
EFEE 140.1
EFEE 140.112

o ng 7% H }@ Ping wuw.csle ntu.edu.ty [140.112.30.261 (6F 32 {iSEeHAyEmD):
fITeh "#F'

Vlgershneer=tracert -d wyw.cgie.ntu.edu.ty

ElFEES B
BEE wyv.czie.ntu.edu.tw [140.112.30.26]
TraceRoute NS  |NEETESE

|
|
o
=1 me
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TraceRoute 7 BJ&H 2R
(Windows)

» —2EH = Ping Request & with TTL=1, 2, 3 ... >
“Kalbe 1+

» FEIZEFEHEE(Routing) TTL - 1 » When TTL=0 £ E
#=F > FREHEsEsE Y TTL Exceeded To Src IP

Ma. Time TTL Soie Destination Frotocol  Length  Info

Mo Fespons
134 Time-to-live exceeded (Time to live exceeded in transit)
186 Echo (ping) request id=@x@8&l, seq=54/13824, ttl=1 (no respons
134 Time-to-live exceeded (Time to liwe exceeded in transit)
166 Echo (ping) request id=@@@@l, seq=55/14688, ttl=1 (no respons
134 Time-to-live exceeded (Time to liwe exceeded in transit)
no Fespons
118 Time-to-live exceeded (Time to liwve exceeded in transit)
186 Echo (ping) request id=Gx@8&1, seq=57/14592, ttl=2 (no respons
118 Time-to-live exceeded (Time to liwve exceeded in transit)
186 Echo (ping) request id=Gx@8&1, seq=58/14848, ttl=2 (no respons
118 Time-to-live exceeded (Time to liwve exceeded in transit)
reguest 1d=Bxbeal, segq=59/151e¥l, ttl=2 (no respons
2.834853 253, 1a.4.1.2 CH 1168 Time-to-live exceeded (Time to liwe exceeded in transit)
LE35636 AL . L3a, 186 Echo (ping) request id=Gx@8&l, seq=66/15368, ttl=3 (no respons

o 2. 836626 2531 146.112.6.6 16.4.1.2 CW 118 Time-to-live exceeded (Time to liwve exceeded in transit)
186 Echo (ping) request id=@x@8&l, seq=61/15616, ttl=3 (no respons
5 2.838245 253,11 149,112.8.69 18.4.1.2 ICHF 118 Time-to-live exceeded (Time to liwve exceeded in transit)




TraceRoute &

(Windows)

cE

==
PAE
2 BN

N .
+ Node7(TTL=7) £ &Iz www.csie.ntu.edu.tw
« ‘H[C]f€ Ping
No. Time TTL Source Destination Protocol Length Info
31 5.086953 610.4.1.2 140.112.30.26 ICMP 106 Echo (ping) request 1d=0x0001, seq=68/17408, ttl=6 (no
I 32 5.088550 248,1 140.112.149.122 10.4.1.2 ICMP 70 Time-to-live exceeded (Time to live exceeded in transit)
33 5.089491 610.4.1.2 1460.112.30.26 ICMP 106 Echo (ping) request id=exee01, seq=69/17664, ttl=6 (no
I 34 5.094509 248,1 140©.112.149.122 10.4.1.2 ICMP 70 Time-to-live exceeded (Time to live exceeded in transit)
35 5.095390 6£10.4.1.2 140.112.30.26 ICMP 106 Echo (ping) request 1d=0x0001, seq=70/17920, ttl=6 (no
36 5.999691 248,1 140.112.149.122 10.4.1.2 ICMP 70 Time-to-live exceeded (Time to live exceeded in transit)
37 6.112039 /7 10.4.1.2 140.112.30.26 ICMP 106 Echo (ping) request 1d=6x0801, seq=/1/181/6, ttl=/7 (rep
38 6.113151 58 140.112.30.26 10.4.1.2 ICMP 106 Echo (ping) reply id=0x0001, seq=71/18176, ttl=58 (re
39 6.114395 7 10.4.1.2 146.112.30.26 ICMP 106 Echo (ping) request 1d=0x0001, seq=72/18432, ttl=7 (rep
49 6.115353 58 149.112.30.26 10©.4.1.2 ICMP 106 Echo (ping) reply id=ex0001, seq=72/18432, ttl=58 (re
41 6.116647 710.4.1.2 146.112.30.26 ICMP 106 Echo (ping) request id=0x0001, seq=73/18688, ttl=7 (rep
L 42 6.117645 58 140.112.30.26 10.4.1.2 ICMP 106 Echo (ping) reply id=0xeed1, seq=73/18688, tt1=58 (re
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TraceRoute Z R

HEHRY IP K[ ping, TraceRoute FL7k i it A
Zl|7zz£. (For Windows)

N2 E “— C 2% ntu.edu.tw
=S NEHE

C:vTzershnzer=ping wwy.ntu.edu. tw

Ping Jit [ fE eu.ty [140.112.8. 1161 (£ 32 {7CHoRAD:

ne <1 M= <1 M=

TraceRoute 7K 2 AT/ (NI
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TraceRoute 7 EI1EH 22
(Windows)
+ Node6(TTL=6) . &I|7Z www.ntu.edu.tw

* Al [E[fE Ping

No. Time TTL Source Destination Protocol Length Info
853755 16.4.1.2 146.112.8. ICMP 106 Echo (ping) request id=8x0001, seq=86/22016, ttl=5 (no response
054781 140.112.0.209 108.4.1.2 ICMP 70 Time-to-live exceeded (Time to live exceeded in transit)
055872 10.4.1.2 146.112.8. ICMP 106 Echo (ping) request id=@x0001, seq=87/22272, ttl=5 (no response
057326 1490.112.0.209 10.4.1.2 ICMP 70 Time-to-live exceeded (Time to live exceeded in transit)
058270 10.4.1.2 140.112.8. ICMP 106 Echo (ping) request id=@x0001, seq=88/22528, ttl=5 (ho response
n59310 140.112.0.209  10.4.1.2 TCMP 70 Time-to-live exceeded (Time to live exceeded in transit)
request id=0x0001, seq=89/22784, ttl=6 (no responsd
request id=0x0001, seq=90/23048@, ttl=6 (no responsd
request id=@x0001, seq=91/23296, ttl=6 (no responsd
request 1id=0x@001, seq=92/23552, ttl=7 (no responsd
request id=@x0001, seq=93/23808, ttl=7 (no responsq
request id=@x0001, seq=94/24064, ttl=7 (no responsq

31 5.0692706
32 8.757156
33 12.7572..
34 16.7607..
35 20.7571..
36 24.7571..

ENEENIENE N — B0 — O — 6
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Linux Ubuntu 22.04

I't:u:rt"'ﬁ'nbnn'tu ‘3'*# 'tlac-f' untr WWW . C S '— ntn
trac "qutr
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TraceRoute 7 EI1EH 22
(Linux)
+ —2RaEH =1[& UDP £, with TTL=1, 2, 3 ... >
2K EfE 0.02 7
+ UDP Src Port [&] 7 » Dst Port &2 1

No. Time TTL
. 0000
.0PB732
.00B792

2.001497
.001545
0.002205
WLl S5E
p.002746
.002883
1.003234
.003296
0.0A3876
.003925
p.005675
.0B5752
6 0.006491
.0B6540
3 0.007914

Src Port  Destination Dest Port Protocol Length Info
.16.211 82 149.112.30.26 EELEVI 51 47582 » 33434 Len=9
.16.254 8 .28.16.211 33434 TCMP 110 Time-to-live exceeded (Time eec in transit)
.16.211 82 149.112.30.26 33434 UDP 51 47582 » 33434 Len=9
.16.254 8 .28.16.211 33434 ICMP 110 Time-to-live exceeded (Time ead in transit)
.16.211 82 149.112.30.26 33434 UDP 51 47582 » 33434 Len=9
.28,16,254 8 ,28,16,211 33434 TCMP 110 Time-to-live exceeded (Time N=l=ls in transit)
uDP 51 47582 > 33435 Len=Y
ICMP 110 Time-to-live exceeded (Time ead in transit)
upp 51 47582 » 33435 Len=9
ICMP 110 Time-to-live exceeded (Time eed in transit)
ubpp 51 47582 » 33435 Len=9
TCMP 110 Time-to-live exceeded (Time eac in transit’
upp 51 47582 » 33436 Len=9
ICMP 70 Time-to-live exceeded (Time ead in transit)
upp 51 47582 » 33436 Len=9

Source

[
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L

Ad¥.1b. 211 82 149.11/7.50. .20
.112.6.69 8 .28.16.211
.28.16.211 82 140.112.30.26
.112.0.69 .28.16.211
.28.16.211 82 140.112.30.26
.112.0.69 .28.16.211
.28.16.211 140.112.30.26
.112.0.201 8 .28.16.211
.28.16.211 82 140.112.30.26
.112.0.201 .28.16.211
.28.16.211 82 140.112.30.26
.112.0.201 8 .28.16.211
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ICMP 70 Time-to-live exceeded (Time eed in transit]
UDP 51 47582 » 33436 Len=9
ICMP 70 Time-to-live exceeded (Time eec in transit)
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TraceRoute Y EJERZ2
(Linux)
+ Node6(TTL=6) . %I|7% www.csie.ntu.edu.tw
+ [2|J& ICMP Type3 Codel0

Time TTL Source Src Port  Destination Dest Port Protocol Length Info
25 0.011132 5163.28.16.211 47582 140.112.30.26 33438 UDP 51 47582 » 33438 Len=9
26 9.305470 249,1 140.112.149.122 47582 163.28.16.211 33438 ICMP 70 Time-to-live exceeded (Time to live exceeded in transit)
27 ©.,305588 5 163.28.16.211 47582 140.112.30.26 33438 UDP 51 47582 » 33438 Len=9
28 0.546608 249,1 140.112.149.122 47582 163.28.16.211 33438 ICMP 70 Time-to-live exceeded (Time to live exceeded in transit)
29 0.546711 5 163.28.16.211 47582 140.112.30.26 33438 UDP 51 47582 » 33438 Len=9

30 ©.773563 249,1 140.112.149.122 47582 163.28.16.211 33438 ICMP 70 Time-to-live exceeded (Time to live exceeded in transit)
. 0 103.28.10. 3 .30.26 S UDF =

32 9.774619 59,1 140.112.30.26 47582 163.28.16.211 33439 ICMP 79 Destination unreachable (Host administratively prohibited

33 ©.774677 6 163.28.16.211 47582 140.112.30.26 33439 UDP 51 47582 —» 33439 Len=9

34 0.775476 59,1 140.112.30.26 47582 163.28.16.211 33439 ICMP 79 Destination unreachable (Host administratively prohibited

35 0.775525 6 163.28.16.211 47582 149.112.30.26 33439 UDP 51 47582 » 33439 Len=9

36 ©.776797 59,1 140.112.30.26 47582 163.28.16.211 33439 ICMP 79 Destination unreachable (Host administratively prohibited

b

Frame 36: 79 bytes on wire (632 bits), 79 bytes captured (632 bits)
Ethernet II, Src: Cisco 30:7d:2e (70:e4:22:30:7d:2e), Dst: VMware 1f:ff:b5 (00:0c:29:1f:ff:b5)
Internet Protocol Version 4, Src: 1460.112.30.26, Dst: 163.28.16.211
Internet Control Message Protocol
Type: 3 (Destination unreachable)
Code: 10 (Host administratively prohibited)
Checksum: ©x5b92 [correct]
[Checksum Status: Good]
Unused: 60000000
> Internet Protocol Version 4, Src: 163.28.16.211, Dst: 140.112.30.26
> User Datagram Protocol, Src Port: 47582, Dst Port: 33439
v Nata (9 hutec)

N

<




Linux Ubuntu 22.04

root@ubuntu-Y%:~# tracercute www.ntu.e
traceroute to www.ntu. edu.tw (140. ll'
- - 1 [ ' (. H59
0. 48 7ms
0.715ms
0. 799ms
*
FH * +

1
.'I‘:|
3
I"-1-
5
5
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TraceRoute 1 E1EH2EZ
(Linux)
+ Nodeb (TTL=5) £ #l]7Z www.ntu.edu.tw

& HE|H

VARN J N

0. Time TTL Source Src Port  Destination Dest Port Protocol Length Info
19 0.006266 4 163.28.16.211 52767 140.112.8.1: 33437 UDP 51 52767 » 33437 Len=9
20 ©.007497 251,1 140.112.0.169 52767 163.28.16. 33437 ICMP 70 Time-to-live exceeded (Time to live exceeded in transit
21 ©.007573 4 163.28.16.211 52767 140.112.8.1: 33437 UDP 51 52767 » 33437 Len=9
22 ©.008350 140.112.0.169 2 163.28.16. 33437 ICMP 70 Time-to-live exceeded (Time to live exceeded in transit
23 0.008397 163.28.16.211 140.112.8.1: 33437 UDP 51 52767 » 33437 Len=9

24 0.009320 251.1 140.112.0.169 : 163.28.16. 33437 TCMP 70 Time-to-live exceeded (Time to live exceeded in transit

25 ©.009369 .28.16. - -8. 33438 UDP
26 4.457499 .28.16. . -8, 33438 UDP
27 7.460646 .28.16. - -8. 33438 UDP
28 10.4625.. .28.16. . -8, 33439 UDP
29 13.4656.. .28.16. - -8. 33439 UDP
30 16.4665.. .28.16. . -8, 33439 UDP

16



Protocol for TraceRoute

* Windows
+ ICMP Ping

* Linux
« UDP
* FreeBSD
+ UDP
* Cisco Router
* PR
+ Juniper
* FHERD
* Mikrotik Router
* [PHESE

17



TraceRoute by TCP

* IracelCP.exe

+ https://github.com/OxcafedO0d/tracetcp/releases/tag/
v1.0.3

« SR BT Fer 0] TCP Port 80/443, Hi—
7E 1] DLEIZE.

g AKEE H]JIEA 22

C:h\Isershuseri\Documents=tracetcp.exe www.ntu.edu. tw

T11 ing route to 140.112.8.116 [www.ntu.edu.tw] on|port 80
ver a maximum of 30 hops
1 1 ms 1 ms 2 ns 10.4.1.1
2 4 ms 7 ms A ms 163 54 [gatewayl63-16.ntu.edu. tw]

3 2 ms 3 ms ms 140.11
4 2 ms 2 ms 3oms 140,11

5 4 mz 2 ms 3 me 140.112.0.20

6 Destination Reached in 3 ms. Connection established to 140.
Trace Complete.







http-ping

+ https://www.coretechnologies.com/products
/http-ping/

20



http-ping

28
* -t
* 574
+ http-ping.exe -t 140.112.237.5:8081
* -Q

+ Ping with HEAD instead of GET (to avoid
downloading the content):

« g1 http-ping -g
https.//www.coretechnologies.com/products/Al
waysUp/AlwaysUpUserManual.pdf

21



http-ping

28l
* -I
+ Follow Redirects
« HIL

+ D:\>http-ping http://www.yahoo.com

1> Reply: [301/Redirected (permanent)] bytes=8 time=66ms
2> Reply: [301/Redirected (permanent)] bytes=8 time=50ms
3> Reply: [301/Redirected (permanent)] bytes=8 time=50ms

*

*

*

D:\>http-ping -r http://www.yahoo.com

1> Reply: [200/0K] bytes=706284 time=1701ms
2> Reply: [200/0K] bytes=706322 time=1488ms
3> Reply: [200/0K] bytes=706383 time=1149ms

*

*

*

*

22



* B2

http-ping

2L 5B
= &

+ TrueNAS: http://172.16.0.21/ will redirect to
http://172.16.0.21/ui/

x S:\Tools>http-ping.exe 172.16.0.21

+ 1> Reply:
x 2> Reply:
x 3> Reply:
x 4> Reply:

*

302/Redirected] bytes=138 time<10ms
302/Redirected] bytes=138 time<10ms
302/Redirected] bytes=138 time<10ms
302/Redirected] bytes=138 time<10ms

x S:\Tools>http-ping.exe -r 17/2.16.0.21

+ 1> Reply:
x 2> Reply:
x 3> Reply:
x 4> Reply:

200/0K]
200/0K]
200/0K]
200/0K]

bytes=14334 time<10ms
bytes=14334 time<10ms
bytes=14334 time<10ms
bytes=14334 time<10ms

23



http-ping

=0

\

* P
+ Through a proxy server:

+ #): http-ping -p http://142.4.15.25:3128
https.//www.coretechnologies.com

24



Nmap/Nping
https://nmap.org



S0 e L

ER J 1171 7in

nmap

« [A4GES: arp
+ nmap-sn 140.112.3.0/29

AL

35 i




=N gt o B

AN 4 111 /in

nping

x [F4EEZ
s nplng —-arp 140 112. 3 0/29

ng --arp 140.112.7

17:36 HILIREFRE

WlzerzhugeriDezktopinmap-7.92=nping --icnp 140.112.3.0/29
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