
網管工具
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如何得知使用者
目前使用之 Public IP
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What is my ip
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https://ipinfo.io/

網頁版

 https://ipinfo.io/

文字版

 curl https://ipinfo.io/
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TelnetMyIP.com

 telnet TelnetMyIP.com

 ssh TelnetMyIP.com
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TraceRoute
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TraceRoute 之限制

 目的 IP 需有回應 ping, TraceRoute才可到達. (For 

Windows)

 台大資工首頁

 Ping 有回應

 TraceRoute可到達
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TraceRoute 封包觀察
(Windows)

 一次發出三個 Ping Request 封包 with TTL= 1, 2, 3 …，每
次間隔 1 秒

 封包經過路由器(Routing) TTL – 1，When TTL=0封包被丟
棄時，路由器需發出 TTL Exceeded To Src IP
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TraceRoute 封包觀察
(Windows)

 Node7(TTL=7) 已到達 www.csie.ntu.edu.tw

 有回應 Ping
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TraceRoute 之限制

 只要目的 IP 不回應 ping, TraceRoute就永遠無法
到達. (For Windows)

 台大首頁

 Ping 無回應

 TraceRoute永遠無法到達
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TraceRoute 封包觀察
(Windows)

 Node6(TTL=6) 已到達 www.ntu.edu.tw

 卻不回應 Ping
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Linux Ubuntu 22.04

 台大資工
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TraceRoute 封包觀察
(Linux)

 一次發出三個 UDP 封包 with TTL= 1, 2, 3 …，
每次間隔 0.02 秒

 UDP Src Port 固定，Dst Port 每次加 1

13



TraceRoute 封包觀察
(Linux)

 Node6(TTL=6) 已到達 www.csie.ntu.edu.tw

 回應 ICMP Type3 Code10
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Linux Ubuntu 22.04

 台大首頁
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TraceRoute 封包觀察
(Linux)

 Node5 (TTL=5) 已到達 www.ntu.edu.tw

 無回應
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Protocol for TraceRoute

 Windows
 ICMP Ping

 Linux
 UDP

 FreeBSD
 UDP

 Cisco Router
 待確認

 Juniper
 待確認

 Mikrotik Router
 待確認
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TraceRoute by TCP

 TraceTCP.exe

 https://github.com/0xcafed00d/tracetcp/releases/tag/

v1.0.3

 只要對方是網站, 就會回應 TCP Port 80/443, 就一
定可以到達.

 台大首頁: 可順利到達
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http-ping
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http-ping

 https://www.coretechnologies.com/products

/http-ping/
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http-ping

參數
 -t

 持續

 http-ping.exe -t 140.112.237.5:8081

 -q

 Ping with HEAD instead of GET (to avoid 

downloading the content):

 範例: http-ping -q 

https://www.coretechnologies.com/products/Al

waysUp/AlwaysUpUserManual.pdf
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http-ping

參數
 -r

 Follow Redirects

 範例1

 D:\>http-ping http://www.yahoo.com

 1> Reply: [301/Redirected (permanent)] bytes=8 time=66ms

 2> Reply: [301/Redirected (permanent)] bytes=8 time=50ms

 3> Reply: [301/Redirected (permanent)] bytes=8 time=50ms

 D:\>http-ping -r http://www.yahoo.com

 1> Reply: [200/OK] bytes=706284 time=1701ms

 2> Reply: [200/OK] bytes=706322 time=1488ms

 3> Reply: [200/OK] bytes=706383 time=1149ms
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http-ping

參數
 範例2

 TrueNAS: http://172.16.0.21/ will redirect to 
http://172.16.0.21/ui/   
 S:\Tools>http-ping.exe 172.16.0.21

 1> Reply: [302/Redirected] bytes=138 time<10ms

 2> Reply: [302/Redirected] bytes=138 time<10ms

 3> Reply: [302/Redirected] bytes=138 time<10ms

 4> Reply: [302/Redirected] bytes=138 time<10ms



 S:\Tools>http-ping.exe -r 172.16.0.21

 1> Reply: [200/OK] bytes=14334 time<10ms

 2> Reply: [200/OK] bytes=14334 time<10ms

 3> Reply: [200/OK] bytes=14334 time<10ms

 4> Reply: [200/OK] bytes=14334 time<10ms
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http-ping

參數
 -p

 Through a proxy server:

 範例: http-ping -p http://142.4.15.25:3128 

https://www.coretechnologies.com

24



Nmap/Nping
https://nmap.org

25



設備盤點
nmap

 同網段: arp

 nmap -sn 140.112.3.0/29

 不同網段: ping

 nmap -sn 140.112.3.0/29
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設備盤點
nping

 同網段

 nping --arp 140.112.3.0/29

 nping --icmp 140.112.3.0/29
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