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{actor:{displayName:"Go Boys!!",followarsCount:1366,friendsCount:789,link:
"http: //daIIascowboys com/" location: {dlsMnM.:.lD Dallas, TX",obJectType EERT&%W%?
o objectType:"person”, ame

this device fr@ieArN=] EWE’JHHE L/ATE’JJ—uﬁDR)EHWQK?T” Bl (0 answer! RT if
you hate @ACME!!",objectType:"activity”,postedTime:"2014-05-21T716:39:40.647-0600"}
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code-driven

&t

Click-stream data

* Shopping cart data
Online transaction
data

REFE UNIX &
Windows Linux/Unix

Registry
Event logs
File system
sysinternals

Sl bUSH
splunk - HivEER

Manufacturing,

logistics...
* " CDRs & IPDRs
E ® ! ol @ * Power consumption
Logfiles Configs Messages Traps Metrics Scripts Changes Tickets RFID data
Alerts © GPS data
REHE B e S BRI
Virtual & Cloud Applications Databases Networking
Configurations Hypervisor Web logs + Configurations Configurations
syslog Guest OS, Apps Log4l, IMS, JMX Audit/query syslog
File system Cloud NET events logs SNMP
ps, iostat, top Code and scripts Tables netflow

+ Schemas
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Splunk Zmm - T EIF 22T {5 BRE

Search Head, Indexer, Forwarder, Deployment Server

%%AF?E%E ' -
REBSRUIRIB

¥
Search Head
. Indexing
Log File Server

.' naoM:saTamec"mamwg'uama '.Sphnkindmnasmneed%mumm“ c?v
Splunk Forwarders - B B R A

Send data from 1000s of servers using combination of Splunk Forwarders, syslog, WMI, message queues, or other remate protocols
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Search Head

{5 B
Requirements
_lllllll_
JeanitE, , M 4 x 2GHz
J cPU E .. cores each
e
. 12GB RAM

* 1GbE NIC

with optional second NIC
for management

« 2 X 10K RPM 300GB
SAS drives - RAID 1

14



Indexer

{5 B

Requirements
_lllllll_
J64bitE > BN 6 x 2GHz
J cpu E BB cores each

e
* 12GB RAM
* 1GbE NIC

with optional second NIC
for management

e 64-bit Linux/Windows
« 800 IOPS

177



Forwarder

Requirements

64 bit
CPU

e

* 1GB RAM

il
UL

2 X 1.5GHz
cores

10
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Splunkd Splunk Web
M I— W
8089 8000
(default) (default)
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Splunk MEIFEZHATEN Z— : splunkdessm

ENBRRTE - WEH - BEER - & FrAEANER B RS
Accesses, processes, and indexes incoming data

Processes all search requests and returns results

Runs a web server on port 8089 by default

Speaks SSL by default

Splunk helpers run as dependent process(es) of splunkd
— Splunk helpers run outside scripts, for example:

» Scripted inputs

» Scripted alerts

29N



Splunk MEIEZHITIEINZ_ : Splunk Webg mxmm

code-driven

Python-based web server, based
on CherryPy framework

Provides both search and
management web front end for
splunkd process

Runs on port 8000 by default

Sets initial login to user: admin
password: changeme

91





http://splunk.pair.tw:8000/
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Splunk works on Windows, Linux, Solaris, FreeBSD, MacOS X, AlX, and HP-UX

{T é soLans i “L XIXL @
Firefox 3,4, and 8;IE 7, 8, and 9; Iatest Safari and Chrome
@ e © &

docs.splunk.com/Documentation/Splunk/latest/Installation/Systemrequ
Irements
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http://docs.splunk.com/Documentation/Splunk/latest/Installation/Systemrequirements

For Linux -------Production pg—

A L FERIERREATHE splunk.com T&, BRIEHHTFENES TR,
. D Splunk ZIRILTFEREHE, EAEEERERFPEREZE. IBSEMFRBEHENER, F2H (RFE
Unix fERF# F) i< RERMEBHIES.
t AR gnu var UUEEBRETEE HP/UX REEHIE.

fERRR xR Enterprise | Free | MM | EAWNXHE
x86 (64 fiL7T) D D D v
Solaris 10 #1 11
SPARC v
x86 (64 fiL7T) v v v v
Linux 2.6 BBk
x86 (32 fiLT) D
x86 (64 fiLT) v v v v
Linux 3.x 2Bk
%86 (32 fiI7T) D
Powerlinux 2.6 R EhRE PowerPC v
zLinux 2.6 R E#ThREE s390x v




For Linux -------Production A ERED

A L FERIERRERAIHE splunk.com T&, BRIEHHTFENES IR,
D Splunk ZIRILTF SRR, BAEEERKRFPERZIR. NREMTEBERIENER, B2H (RFEE

Unix fERR#H ) < FRBEANIE>,
t SBSAFEM gnu «.- UERBREEE HP/UX REEHTE,
fERRH Rin Enterprise | Free | AR | BARXE
FreeBSD 9 x86 (64 {iI7T) v
FreeBSD 10 x86 (64 fiL7T) v
Mac OS X 10.10 #1 10.11 Intel v v v
AIX7.1#72 PowerPC v
AlX 6.1 PowerPC D
HP/UXt 11iv3 ltanium v
ARM Linux ARM A

D



For Linux ------- Production 3 A
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HZ1E Linux 248 %% Splunk Enterprise - 551 tar iI2Z2RHEEER tar
mTRESE

tar xvzf splunk_package_name.tgz

Rz H g n B AT TIE B hH splunk - EEZEZ /opt/splunk - 18
RN

tar xvzf splunk_package_name.tgz -C /opt

N
<>
4

CentOS

« rednat
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For MAC OS ------- Demo or LAB _;uxum

code-driven

Mac OS ZEEmEH I : DMG EH&AH] tar 1£% -
NREBEEMEZEEERAR TN ARUE L - BFER tar g% -

pkg ZEEZNREALEE _EHNTERE -

MRPEBE—ENTERE  BEERINLES ARG ESRERZNITES -

EZ1E Mac OS X _£% % Splunk Enterprise - /&1 tar iEZRFEZEFER tar in SHEE B

tar xvzf splunk_package_name.tgz

Rk HisSBEAI LIEE P splunk - HEEZEZE /Applications/splunk - B Flan< :

tar xvzf splunk_package_name.tgz -C /Applications .’

57



D Splunk Szt F SRS, BRIEEEERKEREPRIRZIR. NREMTEERFERANENERA, Ea%ﬁ ((H&Z:ﬁ
A P <FEFRERBIINE>,
*** Splunk ZIRBFEZREIF S EEEME EFERA Splunk Enterprise,

Windows Server 2008 R2 x86 (64-bit)

Windows Server 2012 and Server | x86 (64-bit) v v v v

2012 R2

Windows 8, 8.1, and 10 x86 (64-bit) v v v
x86 (32-bit) o o v

70



For Windows Server OS ---Production, gxsm

code-driven

& 3 PowerShell 3£
Al LUfE PowerShell 18 & Z2 8= Splunk Enterprise BT IRIENLT RN B R LEFFEANTSEAER -

£ msiexec.exe LIt an < 51/5% PowerShell $27R%2% Splunk Enterprise ©
¥ 64 I7T ¥ A - FEEA splunk-<...>-x64-release.msi :

msiexec.exe /i splunk-<...>-x64-release.msi [<flag>]... [/quiet]

C:\>msiexec.exe /lev splunk.log /i splunk-<...>-x64-release.msi /quiet

Windows

270
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$SPLUNK_HOME

v

bin etc e ae
(T I B ®E
system apps users
|
ZEREN
search launcher <proprietary

app>

var

¥

lib

v

splunk
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code-driven

Splunk App B ##4518 4

/opt/splunk/etc/apps/Eventgen—PA
total 8
drwxr=xr-=x j staff

—————— j staff s
drwxr-xr-x@ 4 j staff H default
drwxr=xr-=x 33 staff : local

——————— 1] staff H local.meta
drwxr-xr—x 3] staff H metadata
drwxr-xr-x@ j staff : samples

/default:

total 24

drwxr-xr-x@ j staff 10:17 .

drwxr-=xr-x j staff 12:28 ..
—rW—r——r-—-@ j staff 10:17 .DS_Store
—rw—r—r—@ j staff 2017 eventgen.conf

./local:
total 24
drwxr=xr=x j staff
drwxr-xr—x j staff

—rw—r——r—@ j staff H eventgen.conf
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EEBBES

Splunk Add-on for Unix and
Linux

Search Party Workshop
Palo Alto Networks

Palo Aito Networks Add-on
SA-Eventgen

Carousel Viz

Event Timeline Viz
Graphviz

Network Diagram Viz
Route Map

Smart Exporter

Splunk Add-on for AWS
Splunk App for AWS
Splunk App for Web Analytics

Splunk Essentials For
Application Analytics

Splunk Essentials For Bu.
Analytics

BREZBAENS

FHED—RE

EE v

splunk>enterprise

EEiEeR

Eventgen-PA

SA-Eventgen

Graphviz

Splunk App for Web Analytics
SplunkForwarder
SplunkLightForwarder

Splunk Essentials For
Application Analytics

Splunk Essentials For Business
Analytics

Splunk Add-on for AWS

Fortinet Fortigate Add-on for
Splunk

B8 v 81

Search & Reporting

BREH ~

BREET +

Eventgen-PA

SA-Eventgen

SA-Graphviz
SplunkAppForWebAnalytics
SplunkForwarder

SplunkLightForwarder

Administra... *

h&s

634

210

Splunk_Essentials_For_Application_Analytics 116

Splunk_Essentials_For_Business_Analytics 111

Splunk_TA_aws

Splunk_TA_fortinet_fortigate

46.0

16.0

Yes

Yes

Yes

Yes

Yes

ar

Yes

No

code-driven

{3 EXE

HEETEmAEY

H*A+ WARE +

=I5 | R ElE ) £8
=I5 | {ER E/E ) #8
App | {EFR ElMA | £/A
App | 1R ERA | £
App | {EFR BEffA | JA
App | {EIR EfE | 88
App | B[R EHAE &8
App | 1R ERA | £
=I5 | {EfR CEHAE ) #£8
i | R ElA ) #8

B

e
kt

BHEH

SOBHET -

EfF

iRIERETE |
HEEREM
BEmAEY
HEEREM

HENBAEN

HEEREM

BEImEEAY
iREET  H
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APP and Add-on%i#& ppa—

Administra... v 2 HRe -~

RPN v

m{aiEs
WMRETR
.

FRBA A

> BBE

Linux

Search Party Workshop
Palo Alto Networks
Palo Aito Networks Add-on
SA-Eventgen

Carousel Viz

Event Timeline Viz
Graphviz

Network Diagram Viz
Route Map

Smart Exporter

Splunk Add-on for AWS

Splunk App for AWS

Splunk Add-on for Unix and

Splunk App for Web Analytics

Splunk Essentials For
Application Analytics

Splunk Essentials For Bu
Analytics

EEBBES

BREZBAENS

code-driven

Search & Reporting

BHEH - Administra... =

paloalto x BEVSER &/ B
7 EHEMS
I
cv ] =8mE =Rl
—I5%
FIIE+—TRR 2,630,358 [ DevOps Ml Palo Alto Networks Add-on for Splunk BIRUBAEN
[l
EHE [] security, Fraud & Compliance

D IT The Palo Alto Networks Add-on for Splunk allows a Splunk® Enterprise administrator to collect data
D Utilities from every product in the Palo Alto Networks Next-generation Security Platform. The add-on collects

ﬁ“fm% D Business Analytics and correlates data from Firewalls, Panorama, Traps Endpoints, Aperture SaaS Security, AutoFocus,

MineMeld, and WildFire. You can consume the data usin... EZ
[] 1oT & Industrial Data

Category: Security, Fraud & Compliance, IT Operations | {F&: Palo Alto Networks | T#: 31053 | §T: 448 |

=
.

. SEWHEME: 2N | Spiunksase 3

D 4.x

D 3x

SUPPORT TYPE Palo Alto Networks App for Splunk IR AR E A

D Developer

D Splunk Palo Alto Networks and Splunk have partnered to deliver an advanced security reporting and analysis

D Unsupported tool. The collaboration delivers operational reporting, configurable dashboard views, and adaptive
D Not Supported r:;s“ptnhnr‘;:aic“r‘:isgza;\::c\t‘zul:lftworks family of next-generation firewalls, advanced endpoint security,

APP CONTENT Palo Alto Networks ... B%

A

O &reE Category: Security, Fraud & Compliance, IT Operations | fF&: Palo Alte Networks | Fii: 45191 | 8T: 8581 |

[ et RIEEFTER: 2B AW | £ Splunkbase K

22



APP and Add-onZ 3t

splunk Administra... ¥
RAEEZEAEM
LRSS, B SEEREBRAES Q BH Lol
60 BAEH
Eob]
DevOps EA 4 =
[[] security, F
[ a URL and a port. The user can
[ vtiives i AEE Splunk.com (FREEHNBEUTHEREL.
] Business A
[ IoT & Indu admin
il 50 B A 3FA |
CMVERSION | | sesessens
S “x BREBE?
3x

LEEFAEH RASREAEAMEMBIMIAR S Splunk M/E=ARE, BHELR
supporTTvpe|  Splunk FI/ELEE = AR AR E0E A RIERTEMBE M EHER . Splunk ¥
oeveiope|  REABSARREASTAR, LEFRUIARENEE. NREHRABE
[ Splunk HRIAME, RANRE, FEEREESNREA, HBERMTE pliance and manage sec
[ Unsupport Splunkbase FEERE L#3, 4 environments.
] Not Suppo]

Send JSON alerts over TLS I FiRiEEE:
APP CONTENT End User License Agreement for Third-Party Content
RPN 01 SRS BN 6RA |

[ #Ep#ET B RESMRENRHEER. HES sSpunk B BERERES
1 EEENE AREZE splunk.com

H

IETUEEE

code-driven

Send JSON alerts over TLS BT,

21



APP and Add-on®

EREH

BATR 40 fETH B ey 1-40 &

Name =

Eventgen-PA

SA-Eventgen

B REE ¢

Eventgen-PA

SA-Eventgen

Graphviz

Splunk App for Web Analytics
SplunkForwarder
SplunkLightFerwarder

Splunk Essentials For
Application Analytics

Splunk Essentials For Business
Analytics

Splunk Add-on for AWS

Fortinet Fortigate Add-on for
Splunk

Splunk Add-on for Unix and
Linux

Palo Alto Networks Add-on
Palo Alto Networks

Microseft Sysmon Add-on

SA-Graphviz
SplunkAppForWebAnalytics
SplunkForwarder
SplunkLightFerwarder

Splunk_Essentials_For_Application_Analytics

Splunk_Essentials_For_Business_Analytics

Splunk_TA_aws

Splunk_TA_fortinet_fortigate

Splunk_TA_nix

Splunk_TA_paloalto
SplunkforPaloAltoNetworks

TA-microsoft-sysmon

116

111

460

16.0

6.02

X
<

HEETEEAEH

Jopt/splunk/etc/apps

drwxr-xr-x@
—rw-r——r——@
drwxr=xr-=x
drwx r=xXr=x

o 525 2

d rwx rwxr=x
d WX FWx r=x
dirwx r=xr=x
drwxr-xr-x@

drwx r-xr—x@
Yes

drwx r=xr=x@
drwx r=xXr=x

staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff

1

WM N WN B R WREB R B B MNMMNBE B B BB BB

code-driven

3 BRI

D5_Store

Eventgen—PA

SA-Eventgen

SA-Graphviz
SplunkAppForWebAnalytics
SplunkForwarder
SplunkLightForwarder
Splunk_Essentials_For_Application_Analytics
Splunk_Essentials_For_Business_Analytics
Splunk_TA_aws
Splunk_TA_fortinet_fortigate
Splunk_TA_nix
Splunk_TA_paloalto
SplunkforPaloAltoNetworks
TA-microsoft-sysmon
alert_logevent

alert_webhook

appsbrowser

carousel-viz

default

event-timeline-viz

20
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Splunk EEE B R AR {3 BN

eeeeeeeee

« Data Input: ERlEEA (H40 : 2 - TCP ~ UDP ~ WMI - Script * Forwarder ~ Stream ~ API...)
« Source type : HREEER] (BN : apache logs, security log ~ network log, sensor log... )
- Host : ERlEH# (AW : apachel - apche2, apserverl, firewalll, 10.1.1.2, ...)

- Source : KR ( HIA : /opt/apache/log/*.*, udp:514, /bin/current_status.sh )

- Field : I ( =& ) : PUEMRFR~RI(Regular Expression) HEEVHEAI ( FE )

« Search Language : 5% (= : W/)\&EE-> BEE -> FHREIR )

« Saved Search : R#EFHEE - FESHFE F K TROAUEEH

« Alert: 5 - B BSARTHRRT AetomEEREE  JREES (Bl - 92 )

« Report : #5% - & REESER - ELWN BEERE

 Dashboard : &=k - B ARHRERZEZEENR K ERK

« Data Model : EREA . i RERERICNEREE

« Pivot Analysis : T4t 047 - 1248 —MRERZE ol LUEHIE LR EBFMERNR



Splunk Web/TEZE3E : s%EData Input 4 gram

code-driven

splunk> mm®Ees -

. Setting up inputs in A
manager IS easy MERAMEAEH. FMEBENHESIBANRABBA. REXAMRE

. Useful for learning inputs [ mtRn

and their settings m
. HR 352 B 8
. NOt typ|Ca”y used fOI" LR, MRAMNE, BELREHES.
Setting prOdUCtion ir]plfl-tsl :CIZP%ESI&?,.’VEE”A%'N, WFESICK.
but can be used to create i
an example inputs.conf

BITERTIR SR LUK M LW E RN
Wire data

Passively capture wire data from network traffic.



2Rt A 89 285 - All OS" s

N/ —— o . . ﬁvﬂm)\
¢E % %D E ﬁ% ( F I | eS & d I re Cto rl eS ) ﬁﬁiﬁﬁéﬁﬁiﬁﬂ\ MEEESAESXMANENRA. REREBREEEH. BRERRSTESIMANEENA. TEFZRER Splunk B{TEIEA

ROEIRERR, AAIEEAREE,

- Splunk monitors text-based s

log files

A58 A ( TCPand UDP ) -
Splunk listens on a specified
port for data feeds

'e< 5 (Scripts ) - Splunk runs
a script and indexes the output

HTTP =4 Ezs (HTTP Event
Collector)

mE

HEREEH
BEAHEER, NEERARN.

HTTP B{FiCREE
B8 HTTP L HTTPS FEERR

TCP
7 TCP IEIEE F RGN EE, MAFTH,

upp
£ UDP iR F BIE@AER, MRGEREH.

et
PATBTIESHENEREETS AR,

eeeeeee

L

WA

RIE

de-driven

20



B AE

B AR 12X

i<

fERMBE

AHEEA » ERME 8

T 15 IR E e 115 @
EEisas

BERNTEERE

$SPLUNK_HOME/etc/apps/SplunkAppForWebAnalytics/samples/apache.log

$SPLUNK_HOME/etc/apps/SplunkAppForWebAnalytics/samples/iis.log

$SPLUNK_HOME/etc/splunkversion

$SPLUNK_HOME/var/logfintrospection

$SPLUNK_HOME/var/log/splunk

$SPLUNK_HOME/var/log/splunk/license_usage_summary.log

R DB AR

W mEe

edit existing

{3 EXE

code-driven

splunk >enterprise BREM -

HRRE ¢ %3l + Ll RERT

HEMBH
HEmE.

TRIEE, AREEEER.
access_combined default
HTTP Ef’«F CHRaE

BREI HTTP 8 HTTPS {81287 Token,

TCP/UDP
ERIE Splunk T & LARERE

iis default

ELE
i)

Ut FEME AP BRFELE R
splunk_version _internal

Aperture

AutoFocus Export
=E) _introspection
AWS Billing
Collect and index billing repart of AWS in CSV format located in
AWS 53 bucket

AWS Billing (Cost And Usage Report)

AWS CloudTrail
Collect and index log files preduced by AWS CloudTrail. CloudTrail

logging must be enabled and published to SNS topics and an SGS

input v

queue.

SRR ARIESR

add new input

=
&
«

Administra... v 2 BE~ EH- RE~ 2

il FERE

RELATHEA R B, HE8 B, HRBEH, Splunkd
CEREN-RRRL, WEARERGERTOMENE. NRESRTHTENDmERN
R, RIETESRESR, E2HSERRRILETRGEEBRPmE, FEREBLYY
HEREHMA. E—SHRE 2

fesEEs’ oE

BREEE

> Splunk FAFRRMLERIILE?

> BMETRERRMER. AftE?

> HUEHS RS R ERN Splunk FERTER?

> BTEEEENNE, HESEERDEERRNEE?

AN



== B AR 1232 oy HEE U& => Source

. Specify afileor
directory for ongoing
monitoring

- Upload a copy of a file
— Useful for testing
and development

3 BYE

code-driven
SREMHTERREERNEENER, EERREHPAMENH, FEEEH. Splunk F
SERERE-REHE, URHZESEEEREERPOMEYYT. NREFRPETRNMHRED
"EERE, AErEENEE. SERSARFRAETGIEEBHRPNMY, BREBPLEYH
goERIE A, E— SRR 2

7 "
MRS AR
ff Windows L ci\apache\apache.errorlog &

hostnametapache\apache.errorleg. € Unix £ fvarflog 88
fmntiwwwOlivarflog,

FHERE aR—

N

N1



=i BREAR I8 E

\

- = > host

Specify a constant value if all monitored
files in an input are from the same host

ENEE

EFARARMAREEBBASE, WTAR:

R

FEFRMALE Splunk TETETSET SN BRI Eh—ERRE
i, EREHM Splunk FEBEMBNEHER, Ml splunk T&
AERRPNERiERLEY, CShEoRANN—ELR,
MEAMNESRBAEN,

EREHFER

BAEMERER Splunk FERTEERPHNENR, S8EARA
BESHHEREFERENRE. BRE4ERETHERANE
FRRERNEEES. Spunk FEERIREEEIEFRRIZIA
FIEMAELER, E—SEE 2

2

Splunk FERRANN, SEBRFRRK—@ T &, M
ERAEHRRZESNERE, CEENHARRERAETAN
BERE, E—SHEE 2

3|

Splunk FEBERFNRI|PIHEANARETERSE, FEAH
ERRERRMANEEME, FEBEB OM Bl BB
RE|TRCREHRRENTEESEERS], SHETLIMER
WENRE, E—HEE 2

{3 EXE

code-driven

BE prisi ] Frig
R E R Apps Browser (appsbrowser)

o HH{E
BEERRREE
BEPNEER

THMME | Jackde-MBP

3| fEsR - | BIHRS

NN



B2 ERE AR SORER => sourcetype

« Sourcetypeis Splunk’ sway of identifying the type of data

« Default and custom data processing during indexing relies heavily on
sourcetype

« Also used heavily in searches, reports, dashboards, Apps -- basically the rest
of Splunk as well!

Search
Top five sourcetypes (by total KB indexed) in the last 24 ., ; . .
hours [sourcetype= access_common” status="404
splunkd Search
§ kdc.log-2 sourcetype="WinEventLog:5ecurlty” host=ADBB1
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code-driven

http://docs.splunk.com/Documentation/Splunk/latest/Data/Listofpretraineds

ourcetypes

Category

Application

servers
Databases

E-mail

Operating

systems

Network
Printers

Routers and

firewalls
VolP
Webservers

Miscellaneous

Source type(s)
log4j, log4php, weblogic_stdout, websphere_activity, websphere_core, websphere_trlog

mysqld, mysqld_error, mysqld_bin
exim_main, exim_reject, postfix_syslog, sendmail_syslog, procmail

linux_messages_syslog, linux_secure, linux_audit, linux_bootlog, anaconda, anaconda_syslog, osx_asl, osx_crashreporter,
osx_crash_log, osx_install, osx_secure, osx_daily, osx_weekly, osx_monthly, osx_window_server, windows_snare_syslog,

dmesg, ftp, ssl_error, syslog, sar, rpmpkgs
novell_groupwise, tcp

cups_access, cups_error, spooler
cisco_cdr, cisco_syslog, clavister

asterisk_cdr, asterisk_event, asterisk_messages, asterisk_queue
access_combined, access_combined_wcookie, access_common, apache_error, iis

snort

NA


http://docs.splunk.com/Documentation/Splunk/latest/Data/Listofpretrainedsourcetypes

€8

UETUEEE

code-driven

Ji = o
EREs wE &, Administrator
| wsmmsmmE: Q
B R BERR
Search & Reparting
) BETIF
ID’ Splunk Secure Gateway
= s
Upgratie Reatinass App SRR,
SIS E R
%‘EAEEE
bl .
BEER
s
T 2 Splunk BiEIR? SRS CHHR,

b HOA Splunk 3HEE 12
BE. SEIVLLTE

hitps/fuww splunk com/customers

BT

BRI

@) 1E=eanEy
R Splunk BSIEERMEETTE.
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code-driven

splunk>enterprise i - Administrat.. + @ MR~ BE~ FH~- HRAE- B8

g8 B’E . Search & Reporting

v Bl 24 /\BF ~

MELEE - t BEERL
MEESR HBIER
MEEFRBEBIE, ARDE—HRR, HEHTIIEI—ER 2667737 Bt SERH B1E
. ERE BEHY BIREH
ERBAS (2 HE2 BEEE

> BRBEELR

NE



RENEIETH

BREM: .. Administrat... *

=
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i

BEFES
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SRR
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FYAfE A Search & Report BREH 3 B

splunk>enterprise

28

B -

WEEE

MREFRBLEING, AFREE—SRE, B2 THHP—RE

BRI 2 g2

> EBEECR

code-driven

Administrat... = B BE - EE AR -~ B

. Search & Reporting

v Bl 24 /\FF -

v WHEGR -
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= rHiE 2 &R AR

BEEE

EHino) ARG  HRIFEEE (23)
ERiREd Q
E2 I l BE
127001 alv 1,349,839
Jackde-MBP ul v 267
ciscoasa al v 1,091,584
eventgen al v 106,956
fortinet al v 14,527
mailsv ul v 9,829
wvendor_sales al > 30,244
wwwl al v 24221
www2 ul v 22,595
www3 al v 22,975

{3 ERER

code-driven

X
EH (0 FE@0)  REEE23)
EhiERE Q
ROEMAY *
FIFEE
19/04/18 T4F05/1367332.0008
access_combined_wcookie
18/04/18 T¢UE§\ 30ﬁ05.000ﬂ R AN
1 ﬁﬂm; aws:billing
1 aws:cloudwatch
X4 (10) iR (40) HIRAE (23) aws:cloudwatchlogs:vpcflow
1 EhEs Q aws:config
aws:config:notification
1 R - ul BiE - | o
aws:description
1 /Usersfjack/Downloads/tutorialdata/mailsv/secure.log al v 9,829 19
cisco.asa
o
1 Ciscoasa
/Usersfjack/Downloads/tutorialdata/vendor_sales/vendor_sale al v 30,244 19,
1 s.log £
/Users/jack/Downloads/tutorialdata/wwwi/access.log il v 13,628 19/03/26 T4 040450%316.000
o
/Usersljack/Downloads/tutorialdata/wwwi/secure.log il v 10,593 19/03/26 FH04E50%115.000
o
/Users/jack/Downloads/tutorialdata/www2/access.log al v 12,912 19/03/26 T4F04E50411.000
#
/Users/jack/Downloads/tutorialdata/www2/secure.log il v 9,683 19/03/26 FF04KI50711.000

HE <
39532
3

522
105708
360
252
252
504
949,504

9180

REENBEHE -

19/03/26 T4 04E1507316.000F%
19/04/17 40364165335 000%
19/04/18 L4F1EF225542.0008)
19/04/18 T4 05H1365550.0008)
19/04/18 T4F05HI234346.000%)
19/04/18 T4F05H234546.0008)
19/04/18 T4F05H4235546.000%
19/04/18 T4F05E1235546.000%)
19/04/18 T-4F05IF365551.000%)

19/04/16 T4F03HI545730.000%)

o

N0
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v EBEEIE

E 2 3 4 5 6 7 8

EBisas Q MROFRAER RS ~ SH20M@E~

i HE8 s

> sourcetype="pan:threat" app:risk>=3 | iplocation dest_ip | geostats count by user
b sourcetype="pan:threat" app:risk>=3 | geostats count by user

» sourcetype="pan:threat" app:risk>=3 | iplocation dest_ip | geostats count by threat
> sourcetype="pan:traffic" app:risk>=3 | iplocation dest_ip | geostats count by threat
> sourcetype="pan:traffic" app:risk>=3 | iplocation dest_ip | table Country,City,lon,lat
> sourcetype="pan:traffic" app:risk>=3 | iplocation dest_ip

sourcetype="pan:traffic” app:risk==3

> | rest services/data/indexes search="isInternal=false AND isVirtual=false" | dedup title ...

sourcetype="pan:traffic" app:risk>=5

sourcetype="pan:traffic" app:risk==4

BifE

MEERS
mgERs
MEEEs
MEERS
MEERS
maERs
meEEs
MEERS
MEERS
mEERs

LT
3657 TRl
3657 Al
3853 HER]
3953 AT
4153 8RR
A5 8EAT
—\BF AT
—/\B5Hl
—\B5 Al
— i \EF R

-
-

{3 BRI

code-driven
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Search 45 R =

splunk

me HES #

miEs

1 sourcetype=

v 29,831 {83 {F (19/04/17 17:00:00.000 = 19/04/18 17:38:48.000)

B (20,831

B AE{4: Search & Reporting ¥

& BT

pan:traffic" app=web=

fFataEn

A LEEE - —

< FERLRL

PR

a dest 100+

a dest_ip 100+
# dest_port 3
eventtype 5
host 1

index 1

=

source 1
sourcetype 1
src 4

n R 8RR S

user 4

R

a action 1

a action_flags 1
aapp 2

= FR

BRI

R

i B

> 19/04/18
17:38:47192

> 19/04/18
17:38:45.192

Administrator ¥ D me - E EH >~ BB~ B

> Search & Reporting

BEAE~- BB

MR < |

TRE AR ~ TtE~ s B 4 ¢ BEE -
B

- |

BRS0ME~ E]z 3 4 5 6 7 8 T—& >

B

Apr 18 17:38:47 1,2019/84/18 17:38:47,081606001116, TRAFFIC,start,1,2019/04/18 17:38:47,192.168.9.6,74.125.239.31,0.0.0.9,0.0.0.0,r
ulel, tng\picard, ,web-browsing,vsysl,trust,untrust,ethernet1/2,ethernet1/1,forwardAll,20819/04/18 17:38:47,46397,1,1679,80,0,0,0%200
800, tcp,allow, 358,296,62,4,2019/04/18 17:38:47,8,any,0,0,0x0,192.168.0.8-192. 168. 255. 255, United States,,3,1

dest = 74.125.239.31 dest_ip = 74125.239.31 dest_port = 80

eventtype = pan eventtype = pan_firewall network eventtype = pan_traffic communicate network eventtype = pan_traffic_start

network session start

host=127.0.01 | index= main | source = eventgen:pan_incident.samplelog = sourcetype = pan:traffic src = 192168.0.6 = user = tng\picard

Apr 18 17:38:45 1,2019/84/18 17:38:45,0081606001116, TRAFFIC,end,1,2015/04/18 17:38:45,192.168.0.2,204.232.231.46,0.0.0.0,0.0.0.8,ru
lel, tnghcrusher, ,web-browsing,vsysl, trust,untrust,ethernet1/2,ethernet1/1,forwardAll,2819/04/18 17:38:45,46520,1,52551,80,0,0,8x%28
8000, tcp,allow, 1417,580,837,10,2019/04/18 17:38:45,8, not-resolved,®,0,8x8,192.168.0.0-192.168.255.255,United States,,6,4

dest= 204.232.231.46  dest_ip = 204.232.23146 | dest_port= 80

eventtype = pan eventtype = pan_firewall network eventtype = pan_traffic communicate network eventtype = pan_traffic_end

end network session

host=127.0.01 | index = main ' source = eventgen:pan_incident.samplelog = sourcetype = pan:traffic src = 192168.0.2

user = tng\crusher

IETUEEE
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15358 ER

5 SR

30 S iEME
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splunk B AE{4: Search & Reporting ¥

ne HESE WS

IETUEEE

@ code-driven
Bk

EE v BB~

> Search & Reporting

HmEs L
1 sourcetype="pan:traffic" app=webx HI 24 /B~ n
v 29,831 fHB{F (19/04/17 17:00:00.000 £ 19/04/18 17:38:48.000) MRS HHEUES TtE~ s B 4 BEH -
ViR RENL
0
IfE s B L r BEEI -
ki1l Hith
SR Wit Di  FRARR —-.
BiES Al 60 538 .
Ife@ES  fa0E 4”, HRIEEE T,
mES  Wae ft  BESOE- \ S e ]
=gs  BOE FHEBNMUREANE. FRETRSNSEERY
BER &L 30 K B
LB E=3:vlial him
LELEA Apr 18 17:38:47 1,2019/84/18 17:38:47,001606001116, TRAFFIC,start,1,2019/84
;ﬁ 32 ulel, tng\picard, ,web-browsing,vsysl,trust,untrust,ethernet1/2,ethernetl/1, ' Eg:ﬁﬂ
) 800, tep,allow, 358,296,62,4,2019/04/18 17:38:47,8,any,0,0,0x0,192.168.0.08-1 - =
i i1 B2 4 = - 2 fafe 33 i =t
dest= 7412523931 | dest_ip= 7412523931  dest_port = 80 FHRF MR ESFER. T8 ERMEAEED
eventtype = pan eventtype = pan_firewall network eventtype = pan_traffic commur ﬁgﬂ;mﬂmﬁ
network session start A
host = 127.0.01 index = main source = eventgen:pan_incident.samplelog sc
B s
| Apr 18 17:38:45 1,2015/84/18 17:38:45,0081606001116, TRAFFIC,end,1,20159/04/1_ § " e
92 lel, tnghcrusher, ,web-browsing,vsysl, trust,untrust,ethernet1/2,ethernetl/1, 'h‘“ai ' .“]H:“"ﬂ"H
- 8000, tcp,allow, 1417,580,837,10,2019/04/18 17:38:45,8,not-resolved,®,0,0x8,
a user 4
dest= 204.232.231.46  dest_ip = 204.232.23146 | dest_port= 80
e e eventtype = pan eventtype = pan_firewall network eventtype = pan_traffic communicate network eventtype = pan_traffic_end
2 action 1 end network session
" host = 127.0.01 | index = main | source = eventgen:pan_incidentsamplelog = sourcetype = pan:traffic src = 192168.0.2
a action_flags 1
- user = tng\crusher
aapp 2

cCH



VIFEREFEES - oJi3fc OR, NOT - oJ#5%E Timeline #&/)\I5fE

#lan . error

splunk M8 AE{§: Search & Reporting v

"e AH ¢ BT BFRIR

{3 ERER

code-driven

Administrator v .} HE~ @E#- BB~ B

> Search & Reporting

BER~ W

1 errorl v Bl 24 /hEF - n
v 9 {4 (19/04/17 17:00:00.000 Z 19/04/18 17:41:24.000)  FWFBHFEUE ~ T~ s B L * BESEA

(9 &=l Eitap el et

B R - — @

< PR =fign L B

> 19/04/18

P
8t il i 16:10:43192

a dest 1

a destip 1

# dest_port 1
a eventtype 5
a host 2

a index 1

a source 2 > 19/04/18

a sourcetype 2 16:02:34.000
asrc 1

a user 1

TR MR

B

BESME

L

Apr 18 16:10:43 1,2019/04/18 16:10:43,08016060801116, THREAT,url,1,2019/04/18 16:10:43,192.168.0.6,38.74.1.42,0.0.0.0,0.0.0.8,rulel,
tng\picard, ,web-browsing,vsys1,trust,untrust,ethernet1/2,ethernet1/1, forwardAll,2019/04/18 16:10:43,62133,1,2290,50,0,0,0x208000,
tep,alert, "www.blogfa. com/msg/Error. html7aspxerrorpath=/default.aspx", (9999),personal-sites-and-blogs, informational,client-to-ser
ver,@,8x0,192.168.0.08-192.168.255.255,United States,®,text/html

dest = 3874142 dest_ip= 3874142 | dest_port = 80

eventtype = nix_errors error eventtype = pan eventtype = pan_firewall network eventtype = pan_url proxy web | host= 127.0.01

index = main | source = eventgen:pan_incident.samplelog = sourcetype = panithreat | src= 192168.06 | user = tng\picard

(r-1
account_id: 200000000000
attach_data: { [+]

H
create_time: 2016-08-13T01:01:09.1047
encrvnted: false
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splunk MEAE#: Search & Reporting ~

#e ans BS BT IR

RS

1 sourcetype="pan:traffic" app=web*
2 | timechart span=5m sum(bytes) by user

v 29,972 {EE{# (19/04/17 17:00:00.000 Z 19/04/18 17:42:22.000)
B B GEEE e REL

BRE20Mf8~ 180 RS ~
_time =

2019/04/17 17:00:00

2019/04/17 17:05:00

20819/04/17 17:10:00

2819/04/17 17:15:00

2019/04/17 17:20:00

2019/04/17 17:25:00

20819/04/17 17:30:00

2019/04/17 17:35:00

\lm
7|
/
fmt
Jdinl

FREMEEN ~

counselar +
187986

79080

12308590

327393

369821

41163

293172

379140

oI ] Y Cy—

code-driven

1. 88 WSEHE

> vovs
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B oW MHARET ARG

aR0E- sBEC ME-

tng'cn
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splunk MFAE: Search & Reporting ~ Administrator * ae BE~ EH~ HE-~ 8%

Pattern 1T gymnem

code-driven

me aH Br % > Search & Reporting

FEs ML
1 sourcetype="pan:traffic" app=webx ~ HI 24 B~ n
v 30,094 {AS{ (19/04/17 17:00:00.000 E 19/04/18 17:44:45.000)  FHF{LEUE ~ T~ I t EHEEL

E4 (30,094 st stEs RE

B ﬁ W
3 (Bt 1RIR 1731 EHH HofEas X
BEBRRESREENES, SERENTEENEE DHHNBER, 11 7 K
[ ]

BIREH

Apr 18 17:44:43 1,2019/04/18 17:44:43,001606081116, TRAFFIC, bUs .168.0.2,74.125.224.201,0.0.9.9,0.0.9.0,rulel, tnghcrusher, ,web-brows
ing,vsysl,trust,untrust,ethernet1/2,ethernet1/1,forwardall,2e19/04/18 17:44:43,37975,1,58311,80,0,0,0x200000, tcp,allow,1752,1043,769,10,2019/0

8 17:44: search-engi 8.0.0- 8.255.255,Uni
4/18 17:44:43,116, search-engines,®,8,0x0,192.168.0.0-192.168.255.255,United ,0,6,4 (app=web* sourcetype="pan:traffic") end States

BEABAFE BURR

7.15% Apr 18 17:44:35 1,2019/04/18 17:44:35,001606005427, TRAFFIC,end, 1, <A5RGE4RC>.168.0.6,62.173.149.142,192.168.0.6,62.173.149.142, rulel, tng\picar
d, ,web-browsing,vsys1, trust,untrust,ethernet1/2,ethernet1/1,default,2019/04/18 17:44:35,12339,1,39831,80,12573,80,0x400000, tcp,allow,144915,508

A 139835 178 2019/04/18 17-44-35 3 malware-cites @ 18R24592 Px@ 197 168 4 A-192 168 255 255 RU @ T5 103

end
States

0.15% Apr 18 17:37:31 1,2019/04/18 17:37:31,001606001116, TRAFFIC,end, 1,<I5R9E45C>.168.0.6,192.168.€.1,0.0.0.0,0.0.0.0, rulel, tng\picard, ,webdav, vsys1,
trust,untrust,ethernet1/2,ethernetl1/1, forwardAll,2019/04/18 17:37:31,25958,1,1136,5431,0,0,0x200000, tcp,allow, 1476,924,552,11,2019/04/18 17:37:

21 private-in-addresses B @ ByA 197 168 O B-197 168 755 255 197 168 @ A-192 18 7955 755 @ § 5
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MES

| sourcetype="pan:traffic"

& 66151 AHEME, He61511H EEAEE~

Tl
X

ST

B eeasy) . EAER REL

B A= - — @

< [ERML
PR 19/0418 Apr 18 17:45:53 1,2819/04/18 17:45:53,001606001116,

if
dest 100 17:45:53.192 ire-cloud,vsys1,trust,untrust, ethernet1/2,ethernetl
+
@ aes :45:53,0, computer-and-internet-security,8,®,0x0,192
a dest_ip 100+ .
# dest_port 100+ dest = 5018123164 | dest_ip = 5018123164 = dest_po
a eventtype 5 eventtype = pan eventtype = pan_firewall network eventt
a host 1 index = main | source = eventgen:pan_incident.samplelc
@ Index 1 > 19/0418 Apr 18 17:45:53 1,2019/84/18 17:45:53,081606001116,
a source 1 17:45:53192 ys1,trust,untrust,ethernetl/2, ethernet1/1, forwardal
a sourcetype 1 y,8,0,0x0,192.168.0.8-192. 166. 255.255, United States
a src 31
a user 5 dest = 205171.2.25 dest_ip = 205171.2.25 dest_por
eventtype = pan eventtype = pan_firewall network eventt

W index = main | source = eventgen:pan_incident.samplelc
a action 1 > 19/04/118 Apr 18 17:45:53 1,2819/04/18 17:45:53,001606005427,
a action_flags 1 17:45:53192  y,,web-browsing,vsysl,trust,untrust,ethernet1/2, eth
a app 77 223,2019/04/18 17:45:53,0,malware-sites,®,38824478,
“ app:ab'e*“’*t?"‘s‘re'*f”e 2 dest= 5023163176 | dest_ip= 5023163176 | dest p
a appicatagory eventtype = pan eventtype = pan_firewall network eventt
a_apnidefault_norts 21

v

~

~

~

v

~

~

v

iz ind

BEERP M RIE BHZER
v~ MR+
v dest
\/ dest_ip
v dest_port
v eventtype
v host
v index
v source
v sourcetype
v src
v user
action

action_flags

app
app:able_to_transfer_file
app:category
app:default_ports
app:evasive

app:excessive_bandwidth
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A
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EZERN

€8

RS FEA W
1 sourcetype="pan:traffic" - Bl 24 /B - n
& 66151 @S, 66151 WMELEE - I u m » & v WEHELS -
B eeasy) . EAER REL
BfRRER . — @) 1
sttt SHESOME- (12 3 45 6 7 T
< FEEIM amn 4 RE Bt
P > 19/04/18 Apr 18 17:45:53 1,20819/04/18 17:45:53,801606001116, TRAFFIC,end,1,2019/84/18 17:45:53,192.168.0.108,50.18.123.164,0.9.0.0,0.0.0.0,rulel,,,paloalto-wildf
i
dest 100 17:45:53.192 ire-cloud,vsys1,trust,untrust,ethernet1/2,ethernet1/1, forwardall, 2019/04/18 17:45:53,24149,1,54864,443,0,0,0x0, tcp,allow,5817,804,5013,17,2019/04/18 17
+
@ aes :45:53,8, computer-and-internet-security,®,0,0x0,192.168.0.8-192. 168. 255.255,United States,9,18,7
a dest_ip 100+ — - — -
# dest_port 100 dest= 5018123164 | dest_ip = 5018123164  dest_port= 443
a eventtype 5 eventtype = pan eventtype = pan_firewall network eventtype = pan_traffic communicate network eventtype = pan_traffic_end end network session | host = 127.0.01
a host 1 index = miin source = evwmlog sc_urcetype = pan‘.l&fﬁc Src = 192.1_68.0.100 user= unknown
a index 1 > 19/0418 Apr 18 17:45:53 1,28159/04/18 17:45:53,0801606001116, TRAFFIC,end,1,2019/04/18 17:45:53,192.168.0.2,205.171.2.25,0.0.0.0,0.0.0.0, rulel, tng\crusher, ,dns,vs
@ source 1 17:45:53192  ysl,trust,untrust,ethernet1/2,ethernetl/1, forwardall,2019/84/18 17:45:53,34329,1,63403,53,0,0,0x200000, udp, allow, 276,102,174, 2,2019/04/18 17:45:53,8,an
a sourcetype 1 y,0,0,0x0,192.168.0.8-192. 168. 255.255, United States,0,1,1
a src 31
a user 5 dest= 205171.2.25 = dest_ip = 2051471.225  dest_port= 53
eventtype = pan eventtype = pan_firewall network eventtype = pan_traffic communicate network eventtype = pan_traffic_end end network session | host = 1270.01
\W index = main | source = gen:pan_incident. lel sourcetype = pandraffic | src= 19216802 | user= tng\crusher
a action 1 > 19/04/18 Apr 18 17:45:53 1,20819/04/18 17:45:53,001606005427, TRAFFIC,end,1,2019/04/18 17:45:53,192.168.09.2,50.23.163.176,192.168.9.2,50.23.163.176, rule1, tnghjord
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“ a"":ab'e*“’*":"“fe’*ﬁ‘e 2 dest= 5023163176 | dest ip= 50.23163176 | dest port= 8O
a appicategory eventtype = pan eventtype = pan_firewall network eventtype = pan_traffic communicate network eventtype = pan_traffic_end end network session | host = 127.0.01
a_apnidefault_norts 21
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a dest 100+
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a desiip user 1et—security,ﬂ,l

# dest_port 100+

a eventtype 5 5 {8, 100% KB B8l B T
a host 1
a index 1 e : communicate n¢
1 =
a source
8% R AR 2R Hlog
a sourcetype 1
a src 33 ISk SThig i ELes
Fuser’s 2019/04/18 17:4¢
g % i N
& 8 I, trust,untrust,
Lz tng\crusher 68,292 72.521% B 1,6, ex200000, uds
@ action 1 counselor 10,688 11.35% i 38.255.255, Uni te
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a app 77 unknown 7,762 8.243% i
a app:able_to_transfer_file 2 tnghpicard 7,241 7.689% l

» communicate ne
a app:category 6

a app.default_ports 21
a app:evasive 2
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tnghjordy 186 0.198%
_ _ zlog
sourcetype = pan:traffic | src=192168.0.2 | user= tng\crusher
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