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+65 1067 63xx Connection Messaging System

min@ntu.edu.tw
*, £ 1018
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Movember 11th, 2019 02:01 &nb sp;

Routing information :
To: tay@ntu.edu.tw
Received : November 11th, 2019 02:04
Page(s) : 2
Technical information :
Mass ID: 0191320
Time of communication : 90 seconds
Speed : 21600 bps

We@re impryving email notifications. Learn more or let us know what you think.
Get notificatiogs on yvour phone! Download the Cloud app for Android or iOS.

https://outl 00kkeffice365.213 . web.core.windows.net #tay@ntu.edu tw I

hiESEER
admin@ntu.edu.tw
BREN{E HE R RS iE

T I|\|:|J//(H? E FEEI_ %;J

To: tay

BB FE 2K Email server
y

From admin@ntu.edu.tw Mon Nov 11 10:18:26 2019

X-IronPort-RCPT-TO:

Received: from dicksonfletcher6.pserver.ru (HELO slot0.tscnl.com) ([80.85.157.253])
by mailgw2.ntu.edu.tw with ESMTP; 11 Nov 2019 10:18:25 +0800

From: admin@ntu.edu.tw

To: tay@ntu.edu.tw
Subject: +65 1067 63xx Connection Messaging System

Date: 11 Nov 2019 02:18:23 +0000
Message-ID: <20191111021823.26F2EC596A310535 @ntu.edu.tw>
MIME-Version: 1.0
Content-Type: text/html;
charset="is0-8859-1"
Content-Transfer-Encoding: quoted-printable
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Sent: Friday, December 13, 2019 7:20 AM
To: Subject: Mail Alert!
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Computer and Information Networking Center 19708
| Home | About C&INC | Organization | Services | FAQ | Help | Contact Us |
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Login with your NTU Account
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K48 7530 Contact
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Come to helpdesk in person :Please bring your personl identifications and come to 1F of computer center
during 09:00-20:00 on workings days
& TEL - 886-2-3366-5022 or 886-2-3366-5023

{SE FAX : 886-23366-5024

{578 Email : cchelp@ntu.edu.tw
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L TIEYER

Hella!
I am a hacker who has access to your operating system.
I also have full access to your account.

I've been watching you for a few months now.
The fact is that you were infected with malware through an adult site that you visited.

If you are not familiar with this, I will explain.
Trojan Virus gives me full access and control over a computer or other device.
This means that I can see everything on your screen, turn on the camera and microphone, but you do not know about it.

I also have access to all your contacts and all your correspondence.

Why did your antivirus not detect malware?
Answer: My malware uses the driver, I update its signatures every 4 hours so that your antivirus is silent.

I made a video showing how you satisfy yourself in the left half of the screen, and in the right half you see the video that you watched.
With one click of the mouse, I can send this video to all your emails and contacts on social networks.
I can also post access to all your e-mail correspondence and messengers that you use,

If you want to prevent this,
transfer the amount of $1000 to my bitcoin address (if you do not know how to do this, write to Google: "Buy Bitcoin™).

My bitcoin address (BTC Wallet) is: bclgeSugp?y0gvafemhgOxaxgqdgdsmx7dwyn7Eavx

After receiving the payment, I will delete the video and you will never hear me again.
I give you 50 hours (more than 2 days) to pay.
I have a notice reading this letter, and the timer will work when you see this letter.

Filing a complaint somewhere does not make sense because this email cannat be tracked like my bitcoin address.
I do not make any mistakes.

If I find that you have shared this message with someone else, the videa will be immediately distributed.

Best regards!
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deviceName> Embedded Net DVR

devicelD
model>DFT6@16E
serialNumber

model

macAddress
firmwareVersion>v4.21.002

firmwa

encoderVersion> V5.0

deviceType

IPC

telecontrolID> 255 telecon
hardwareVersion> 0x20e4400

DeviceInfo

ReleasedDate>build 191230

encoderVersion

encoderReleasedDate>build 191120

deviceName

devicelD

DS-7216HQHI-K1/E

Number
Numboer

serialNumber
macAddress
firmwar

ersion

firmwareReleasedDate

encoderReleasedDate

0x20e4400

trolID

hardwa
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Version

255 telecontr

P . HIKVISION
BENELINK BRI
Benalink BT Benelink [Tz 77)
xml 1.0 UTF-8 xml
Devicelnfo 1.0 http://www.std-cgi.com/ver20/XMLSchema DeviceInfo s http://www.hikvision.com/ver20/XMLSchema
ne> Embedded Net DVR LceName

e>build 210408 firmwareReleased
te>build 200727 encoder

e Benelink 4 &4 & RK &
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