DNS
EDNS Client Subnet (ECS)
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R
davisyou@ntu.edu.tw
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DNS i& i® 3 %

lterative . (root)
. tw.
Recursive
[ ] <
User Client edu.tw.
Initial Requestor DNS Resolver
8.8.8.8

DNS Query: 168.95.1.1
www.ntu.edu.tw AR Lt

Authoritative DNS Server
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DNS i s @#78 + Firewall

( ¥ 4 3% Iterative/Recursive Query)

*} *J‘ i Port 53
+ Iterative Query 34 i & * Authoritative DNS Server
(*.ntu.edu.tw)

« W uFF 2 IP(F * Authoritative Server) » ¥ £ b 4+ 2
Authorltatlve DNS Server

* Recursive Query =4 B ¥z ;0 DNS Resolver
« B wm 2
+ [ ¥+t Port 53
+ Iterative Query 34 f* #2 } Authoritative DNS Server (*.)

x 1 vF 4 2 IP(F » DNS Resolver) » # # i+ 4+ 28 DNS
Resolver

+ Recursive Query 33 ¥ & *t DNS Resolver
x B w2k TG H *‘ﬁ % ae @ * & p DNS Resolver

# RIEZTA2 R
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Partial Forward

. (root)

Ilterative

S

(o

Recursive

[ ]l —>

—

.qSer Client Resolver
Initial Requestor 1,112 2544
DNS Query:
www.ntu.edu.tw
www.ibm.com

lterative . (root)

dbm.com
~

O
@)
3

R rsiv
=Sl Resolv

(Forward)
%7€ Domain(*.ibm. c§r§)8 -

(& B ] Resolver IP # Authoritative DNS £f¢H)
Authoritative DNS
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Stub Resolver
(All Forward)

) Recursive
Recursive (Forward)

D ]
2 l 11

User Client

v Stub
Initial Requestor BaCEE

DNS Query: (systemd-resolved)
www.ntu.edu.tw

XHHR Linux #PTEREEA Stub Resolver -
HHY: $#2£t DNS Cache IffE Authoritative Server
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Ubuntu OS

TR

+ ~# netstat -Inptu

ruutﬂuhuntu22ﬂi ~# Htt\tit -lnptu

On s (unl\ SETVETS )

PID/Program name
‘) 36/ 5y /st emd - rr\ul\ 5
o Jusr/sbir

State
LISTEN
LISTEN

Foreign Address
(}.{_}.{_}.U,*
O0.0.0.0:%*

+ Resolver 3% Z_
/etc/resolv.conf
nameserver 127.0.0.53

+ Daemon: systemd-resolved

~# s¥stemctl status systemd-
resolv

S TV
%{%& ),5_

0.0.0.0:* 9Jﬁfsvsttmd resolve

+ By %+ & %_Forward DNS

/etc/netplan/50-cloud-init.yaml

network:
ethernets:
ens160:
addresses:

nameservers:
addresses: [8.8.8.8]



Ubuntu OS
Stub Resolver(DNS Cache) Test

x PR E N
+ PR 247 www.abc.com
~# dig a www.abc.com
x« BECY - BALE B2 DNS Query 3¢ - €444 7 1 i digdp 4
~# tcpdump -n port 53

+ %17 Stub Resolver(systemd-resolved) DNS Cache » &3 % - =% 3 4t & » *h 33 &
x BlERE B 2.
+ ¥ :Z resolv.conf f§ %

~# nano /etc/resolv.conf
nameserver 127.6-6-53 8.8.8.8

o EATRE BRI
+ TRH 5%

+ %] Linux g X & OS-level DNS Cache » # =% dig & 7 #t# & *t3§ I
x+ ¥ kx systemd-resolved

systemctl restart systemd-resolved

L% [etc/resolv.conf B & = 47 4o 8
~# cat /etc/resolv.conf

% Yol 7

*



ECS i& 1778 4

Recursive

EDNS Cllent Subnet (ECS
DAtE R #]Er Resolver zz@ib% E

-

User Client
Initial Requestor

DNS Query:
www.ntu.edu.tw

% Yol

DNS Resolver
8.8.8.8
168.95.1.1

Authoritative Server
EDNS Client Subnet (ECS) |
X Authoritative Server &5 $& EDNS

sk [ EDNS. Client Subnet s B 548 ECS NTU



EDNS
(Extension Mechanisms for DNS)
* 1999# % — BDNS 2£ ¥ % 22 2% F - i
T EDNS
« DNSSEC

+ EDNS Client Subnet (ECS)
+ DNS Cookie

P A E

+ Win 2008R2 DNS 7 %

Y 2l :



EDNS Client Subnet (ECS)

+ RFC 7871

+ https://developers.google.com/speed/public-
dns/docs/ecs

+ Use EDNSo option to convey Client IP Subnet
to Authoritative DNS Servers.

+ Authoritative DNS Servers can return differing
answers based on Client’s Geo IP Location.
x LI F IR F4 0 8 DNS PR E
+ Used For Content Delivery Networks(CDN)
+ Can be safely ignored.

Y 2l : NTU



EDNS Client-Subnet Extension

4 &> //f /,l
= ) -
X 4% I

+ DNS Resolver
+ Pass Client IP to Authoritative DNS Server

+ Authoritative Server
+ Based on Client [P » & Jx4 32 i~ ¥ (24772 & IP

+ If DNS Resolver not Support ECS, Authoritative
Server will use DNS Resolver IP instead.

%&%ﬁ Y- 1 NTU



EDNS Client-Subnet Extension
WOAAR 2L 3R R T
+ Privacy and Security Issue

+ Because ECS provides User Client network
information to upstream Resolver, it will reveal
Client's location.

+ Cloudflare CEO Matthew Prince cited privacy
concerns as reason for 1.1.1.1 to not support ECS.

% Ref.
https://en.wikipedia.org/wiki/EDNS_Client_Subnet

+ BIND s 37517 2 £ ¥ ECS
+ HiNet DNS 168.95.1.1 % % ¥

%&%ﬁ Y- 12 NTU



BIND Don't Support ECS

EDNS Client Subnet (ECS) for Resolver Operators -

Getting Started
a0

ISC has implemented EDMNS Client Subnet {ECS) for Resolvers in the BIND Supported Preview {-5) edition. This
feature is not available in public {Open Source] BIND

BIMD does not have an authoritative ECS feature

At one time, BIND did offer an experimental ECS feature for authoritative zones. This was not practical to
deploy and has been removed from all versions of BIND from .13 .0 onwards.

+ https://kb.isc.org/docs/edns-client-subnet-ecs-
for-resolver-operators-getting-started

%{\%ﬁ ig’ s



BIND Don't Support ECS

+ BIND g Significant Features Matrix

+ https://kb.isc.org/docs/aa-01310

Feature fa.20 9.18 9.18-5 Q.16 Eol (9.16-5EolL
new stable |current stable |current stable
ECMNS buffer size changed from 4096 all all 9.16.8 9.16.8
to 1232 bytes [DNS Hag Day 2020}
ECNS Client-Subnet (ECS) for resolver -—- all -—- all, updated
9.16.10-5
ECMNS Client-Subnet (ECS) option -—- -—- removed  |[removed
support for authoritative servers
EDNS EXPIRE option now includes new - - - -—-
AXFR and IXFR
14 NTU
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#t v : BIND Zone File View
(Split Horizon)
« * % Authoritative DNS Server & % i Jx %
e KmIP > 2474172 B 2%
"f’ﬁf] % [P 4 3% * Resolver [P 2 %7
7 % # EDNS Client Subnet.

PR w



BIND Zone File View
(Split Horizon)

acl intranet { 192.168.100.0/24; };
acl internet { ! 192.168.100.0/24; any; };

view "lan" {
match-clients { "intranet"; };

zone "centos.davis" {
type master;
file “named.centos.davis.lan”; <==# * % F Zone File

5

view "wan" {
match-clients { "internet"; };

zone "centos.davis" {

type master;
file "named.centos.davis.wan"; <==# * 7 F Zone File

%;\% L %’_’ 16



BIND Zone File View
(Split Horizon)

/var/named/named.centos.davis.lan p % :

IN SOA ns.centos.davis. root.ns.centos.davis.
( 811209091 3600 3600 3600 300 )

IN NS ns.centos.davis.
ns IN A 192.168.100.200

www IN A 192.168.100.252

/var/named/named.centos.davis.wan p % :

@ IN SOA ns.centos.davis. root.ns.centos.davis.
( 811209091 3600 3600 3600 300 )

IN NS ns.centos.davis.
ns IN A 140.112.2.200

www IN A 140.112.2.252

%;% L ,g, 17



DNS Open Resolver
Public DNS Resolver
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Open/Public DNS Resolver

+ HiNet

+ 1Pv4:168.95.1.1
+ IPv6: 2001:b000:168::1 ~ 2001:b000:168::2

+ TANet

+ IPv4:140.111.233.5,163.28.6.1

+ [Pv6: 2001:288:0:233::5, 2001:288:1:1006:163:28:6:1
+ Cloudflare

* 1.1.1.1
+ Yandex (https://dns.yandex.com/)

+ 1Pv4:77.88.8.8, 77.88.8.1
+ [Pv6: 2202:6b8::feed:off, 2a02:6b8:0:1::feed:off

%;\% L ig, 19



Google

o IPV4
+ 8.8.8.8 (google-public-dns-a.google.com)
x 8.8.4.4 (google-public-dns-b.google.com)
+ IPv6
*+ 2001:4860:4860::8888
*+ 2001:4860:4860::8844

+ https://developers.google.com/speed/public-
dns?hl=zh-tw

+ https://developers.google.com/speed/public-
dns/faq?hl=zh-tw#locations

%‘\%« ig’ =



Quadog

+ Malware Blocking, DNSSEC Validation (this is the most typical
configuration)

+ [Pv4:9.9.9.9, 149.112.112.112
+ IPv6: 2620:fe::fe, 2620:fe::9
+ HTTPS: https://dns.quadg.net/dns-query
+ TLS: tls://dns.quadg.net
+ Secured w/ECS: Malware blocking, DNSSEC Validation, ECS enabled
+ [Pv4:9.9.9.11, 149.112.112.11
x IPv6: 2620:fe::11, 2620:fe::fe:
+ HTTPS: https://dns11.quadg.net/dns-query
+ TLS: tls://dnsn.quadg.net
+ Unsecured: No Malware blocking, no DNSSEC validation (for experts
only!)
+ [Pv4:9.9.9.10, 149.112.112.10
x [Pv6: 2620:fe::10,2620:fe::fe:10
+ HTTPS: https://dns10.quadg.net/dns-query
+ TLS: tls://dns10.quadg.net

https://www.quad9.net/service/service-addresses-and-features/
b ST T — i NTU

N



OpenDNS

+ OpenDNS (https://www.opendns.com/)
¥ 208.67.220.220 (Resolver2.0OpenDNS.com )
+ 208.67.220.222 (Resolver4.OpenDNS.com )
+ 208.67.222.220 ( Resolver3.OpenDNS.com )
x 208.67.222.222 ( Resolver. OpenDNS com )

+ Family Shield Servers: re4g = A ~ & & #c§8 4
b

x 208.67.222.123 (resolveri-fs.opendns.com )

¥ 208.67.220.123 (resolver2-fs.opendns.com )

« IPv6 § % 2 H . 2620:0:ccc:2, 2620:0:ccd::2

%‘\%« ig’ 2




Open/Public DNS Resolver

+ Public DNS Server List

+ https://dnschecker.org/public-dns
+ https://dnschecker.org/public-dns/tw

Software /

IP Address Lecation ASN Number Version DNSSEC  Reliability
101101101101 Taipei, Taipei AS1316271C 101 YEs 99 %
fwnic-public-dng. dwnic. fw Taiwan Nefwork Information Cenfer
101.102.103 1047 Taipei, Taipei ASTIBE21E 101 YEs 100 %
fwhnic-public-ong. twnic. tw Talwan Networf information Cenfer
113.186.55.1300C7 Taipei, Taipeid  AS9919C7 dnsmasg-2 45 es 86 %
113,796 55 ¢ 30,1 static. spargnet. net Mew Cenfury infoComm Tech Co,

Lidh
168.95.1.1CF Taipei, Taipeil ASIE20 o YES 73 %
cins. hinet. net Data Communication Business Groug
168.95 1921 Taipei, Taipei AS34620E o YEs 75 %
hintp? . finet. net Data Communicalion BUSINESS Groupa
220.128.231.900 Taipei, Taipeil ASI4E20 o Mo g%
220-128-237-00 hinet-in hinet net Data Communication Busingss Groun
59124 722100 Taipei, Taipei ASIME2 _ Mo B2 %
S0-124-7 2-270 hingt-ip. hinet. net Daia Communication Business Groug
11361224 13 Taichung, AS17B09C o YEs 59 %
T13-67-224-1 3. veelime.com Taichung CF VEE TIME CORF

Talwan Acadermic Network [ TANef)

5@ ) )‘ 5 2037101 Taipei, Taipeic’ AS1659C _ Mo 3%
“ v
o



Open/Public DNS Resolver

+ Use of DNS Resolvers for World(i# * %u2*
+ https://stats.]labs.apnic.net/rvrs

@ opendn: @ onedns @dn:zpzi @ 11ddn: Wleuels @ areenteamdns @reustar H

Zoom: [ 1h|[1d ||5d || 1w || 1m | [3m || 6m | [ 1y || max | ®ooglepdns @ cloudflare

Average Interval {days) 7]
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Open DNS Resolver ?
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frl ks

tddress:

nslookup
download.microsoft.com

> download.microsoft.com

dns.ntu.edu. tw
140.112.254 .4

IR ERVEE

EiE:

hddresses:

el267] .decd. akanaiedge .net

2001 :288:6:8b: 13171
2001 :288:6:a9: : 3171
163 .28 . 224 206
download.microsoft.con
dlc-shim.trafficnanager.net
main.dl.ms.akadns. net
download.microsoft.con.edeekey. net

= download.microsoft.con

(GEES

tddress:

dns.google
8.8.8.8

A ISR

ETE

hddresses:

bliaczes:

el267] .dscd.akamaiedge .net

2001 :288:6:8b: 3171
2001 :288:6:a9::317f
[es. L. 224 . AUE
download.microsoft.com
dlc-shim.trafficnanager.net
main.dl.mg.akadns. net
download.microsoft.con.edegekey.net 8

> download.micro=oft.com
(@ HR%%: resolver?.opendns.con
dddress:  208.67.220.220

SR |

S el2671 .dscd.akamaiedge . net

Addresses: 2001 :288:6:8b::317f
2001288689 :3171
163.28.224 206
download.microzoft.con

dlc-shim.trafficmanager.net
main.dl.ms.akadns.net
download.microsoft.com.edgekey.net

= download.microsoft.con

fRIBRER: [140.111.233.5]
dddress: 140.111.233.5

EAEIEE |

2 el267] .decd.akanaiedge . net

bddresses:  2001:288:6:a9::317f
2001 :288:6:8b: :317f
163,28, 224,206
download.microzsoft.con
dlc-shim.trafficmnanager.net
main.dl.ms.akadns. net
download.microsoft.comn.edgekey . net




nslookup
download.microsoft.com

= download.microsoft.com = download.microsoft.com

ONe . One. one . one (B iRss: dnz=9.quad9.net
ddress: 1.1.1.1 bddress:; 9.9.9.90

22 R IEIE |
. i el12671 .dscd. akamaiedge .net
timeout was 2 seconds. Addresses:  2600:1417:76:585::3171
: el267] .d=cd.akamaiedge .net 2600:-1417-76:581 - 317f

23.47.5.194 23.47.5.194
liases: download.microsoft.com download.microzoft . com

dlc-shim.trafficmanager.net dlc-shim.trafficmanager.net

main.dl.ms.akadns.net main.dl.ms.akadns.net
download.microsoft.com.edgekey.net download.microsoft.com.edpekey . net

= download.microzoft.com

fEIFRES:  dns.hinet.net Resolver A% #& ECS
dddress: 168.95.1.1

esm T |

S el2671 .dscd . akamaiedge . net

tddresses: 2600:1417:1b:182::3171f
2600:1417:1b:18f::317f
23,220,197 211

41 1ases: download.microsoft.com
dlc-shim.trafficnanager.net
main.dl .ms.akadns.net
download.microsoft . com.edgekey.net B




Where is Akamai CDN Server
163.28.224.206 @ ¥ R

«+ Tracert + Shodan

https://www.shodan.io/h
0st/163.28.224.206

download microsoft.com

Hosthames .
akamai.download microsoft.com
Domains MICROSOFT.COM
+ IP Whois
https://www.whois365.com/tw Country Taiwan
/1p/163.28.224.206 ity Taipet
inetnum: 163.28.0.0 - 163.28.253.255 Organization Ministry of Education Computer Center
netname: T-EDU.TW-NET
descr: Ministry of Education Cgmputer Center Taiwan Academic Network (TANat)
descr: 12F, No 106, Sec.2,Hoping E. Rd., ISP

Information Center

ASN AS51659
‘@ j‘» 28 AN U
4\ 4;)"*\ ,



Where is Akamai CDN Server
23.47.5.104 @HI1Net

«+ Tracert + Shodan

194

e

.hinet.net
.hin

Hostnames
£ Domains
+ [P Whois
https://www.whois365.com/tw o
City

/ip/23.47.5.194

Akamai Technologies, Inc. AKAMAI (NET-23-32-0-0-1) 23.32.0.0 - 23.67.255.255
Akamai International, BV AIBY (NET-23-47-0-0-1) 23.47.0.0 - 23.47.7.255

Crganization
ISP

ASN

%;\% L ig, 29

fy _ e https://www.shodan.io/h
' 0st/23.47.5.194

a23-47-b6-194.deploy static. akamaitechnologies.com
download microsoft.com
akamai.download microsoft.com

AKAMAITECHNOLOGIES .COM MICROSOFT.COM

Taiwan

Yuanlin

Akamai Intermational, BY

Akamai Technologies, Inc.

AS16625



Where is Akamai CDN Server
23.220.197.211 @Hi1Net

x lracert

rt 23.% ol

+ [P Whois

https://www.whois365.com/tw
/ip/23.220.197.211

NetRange: 23.192.0.0 - 23.223.255.255

CIDR: 23.192.0.0/11

NetName: AKAMAI

NetHandle: NET-23-192-0-0-1

Parent: NET23 (NET-23-0-0-0-0)

NetType: Direct Allocation

OriginAS:

Organization: Akamai Technologies, Inc. (AKAMAI)
){u%'gf’

)

+ Shodan

https://www.shodan.io/host/2
3.220.197.211

Hostnames

Domains

Country

City

Organization

ISP

ASN

ar3-220-197-

211.deploy static. akamaitechnologies.com
download. microsoft.com
akamai.download microsoft.com

AKAMAITECHNOLOGIES.COM

MICROSOFT.COM

Talwan
Taipei
Akamai Technologies, Inc.

Akamai Technologies, Inc.

AS16625 _ _'I'U



Akamai CDN @# 5 %
_r g\. 3 L S

4 TCPView - Sysinternals: www sysinternals.com -7 x|
File Options Process View Help
Hx =
Process PID | Protocol | Local Address | Local Port | Remote Address Remote... | State Sent P... | Sent Bytes Rcvd Pa... | Revd B... v.4
') firefox.exe 3716 TCP 140.131.320.129 49346 163.28.5.26 80 STABLIS... 56 203,03 496,797,
(@ .exe 3580 UDP 127.0.0.1 1900 X % 36 17,232 54 25,3!
CE : 1196 TCP 140 131 20,129 3389 218 192.248.98 52557 ESTABLIS... 112 414,582 36 36!
5 System 4 Upa oo — 2 1,050 6 Kl
@ firctox.exe 3716 T 7601.17514.101119-1850 _Update Sp_Wavel -GRMSP1.1_D¥D.iso =10] x| 262 o
5 System 4 U ---davis\Downloads¥7601.17514.101119-1850_Update_Sp_Wavel-GRMSP1.1_DVD.iso 206 1 21
msvchostexe 1196 & \ Ei SOt //d 0w nload microsoft.com/download D74 /FO AFB5316-2062-494 A- AB78-7FB0D4461 3577760 4 1:
o .. 576 < “%1 Avv: 50008 MBA 91 GE I [=]
. 576
.. 576 )
)¢ :g TEEENR | 3&@' #E |8
. 270 (I 8.81 MB/s ...
.76 (1% 26%
b 420 4
; g;l;::;exe 320 JERL : 01:03 Tgs : 02:46
Q System 4
i System 4
5 System 4 = =
i System 4 BaiEE ¢ 7.49 MB/s Fi93%E © 8.81 MB/s
5] System 4
5 System 4
7 gvchost.exe 724
B svchost.exe 1196 wE | E |

Y 2l 2 NTY)



Akamai CDN @HiNet
T fE R i

=1&] x|

lﬁ#*

rocess Local Port | Remote Address Sent Bytes YA

firefox.exe 3716 TCP 140.131.30.129 49451 203.69.138.181 3, 5 ,3
vchost.exe 3580 UDP 127.0.0.1 1900 * X 72 34,464 108 50,7
lsvchost.exe 1196 TCP 140.131.30.129 3389 218.192.248.98 62631 ESTABLIS... 65 86,520 60 9,5¢
% 7601.17514.101119-1850_Update_Sp_Wavel-GRMSP1.1_D¥D iso B =101 x| 4
C:\Users\davis\Downloads\7601.17514.101119-1850 Update_Sp Wavel-GRMSP1.1_DVD.iso %i

-t //d ovnload microsoft com/download AN AFBS5316-3062-404 A-AB78-7FB0D4461357/7601.17514.101119-1850_Update Sp_Wavel-GRMSP1.1_DVD iso )

19 Auh: 605 MBN 01 GE

?ﬁ§m|§g|

0% |
SR 01:08 Rgs : 04:15:04
BaiiErE : 1.4 KBis SEiiEE ©  130.2 KBis

][] [o]] [ [ o] {omn] [ ] o] [ (o] (7] [owr) [ ][] [ ] ] (] g || o] ]S

%

oyt

Fe - 2 NTU




I i\‘. ;Euj -

+ &% 72 [ [P 3, Gateway i+ % % Router > DNS Server
168.95.1.1
x T Win7 SP1
http://download.microsoft.com/download/o/A/F/0AFB5316-3062-

494A—AB78 7FBoD4461357/7601.17514.101119-1850_Update_Sp_Wavei-
GRMSP1.1_DVDi.iso

“ae | p | DN | Akamai@HiNec| < fin

o~ ® i 163.28.16.44 168.95.1.1 203.69.138.171 7.59 MB/#;)
PN 120.96.32.21 168.95.1.1  203.69.138.181 31 KB/#)
& ﬁr 210.60.141.173 168.95.1.1  203.69.138.171 9o KB/#)
I 140.131.30.129 168.95.1.1 203.69.138.171 130 KB/#)

+ % Akamai CDN @HiNet Fi13 QoSE Z > F Rk IP 2
HiNet * = » # 5 € # '

Y 2l z NI



Open DNS Resolvers Compare

Resolver IP EDNS Client DNSSEC
Subnet Validate

Google 8.8.8.8
Cloudflare 1.1.1.1 X \%
HiNet 168.95.1.1 X X
TANet 140.111.233.5 \Y \Y
163.28.6.1
Quadg 0.9.9.9 X \Y%
OpenDNS 208.67.220.220 \Y

208.67.220.222
208.67.222.220
208.67.222.222

NTU DNS 140.112.254.4 X X

Y 2l &



=4 DNS Resolver 3k 7% 3%

+ 12 % L DNS EDNS Client Subnet + DNSSEC
Validate z. Open DNS Resolver

« 2% "H »p [P RETp {7283k 22 DNS Resolver

« 4751 R A F 7 Partial/All Forward to # # 2 £ 3 ECS
2_ Resolver ()4 168.95.1.1)
x Fp3f: Forward 2_ ¢ ECS i ¥ &+ % 1@ i% .....

+ "2t § _HiNetsb & v #* = » F Q|7 2Z23x3K T_ig *

e
168.95.1.1

%&%ﬁ Y- 35 NTU



4@ P38 DNS Resolver
7 % + ¥ EDNS Client Subnet

Y 2l



DNS Resolver
% % #+ 32 EDNS Client Subnet

x D3 g Akamai CDN z. FQDN » 4% w
o 1P nt 287 (4ot ERIES %)

x 2 % 32 339378 FQDN 2. Authoritative
Server k & ;7 EDNS Client Subnet

+ P {7 23k Authoritative DNS Server + 31 &
k3

%;\%ﬁ ;g, 37



¥} & %3975 FQDN =z
Authoritative Server
Google # i+

%;\% e %e, 38



Check DNS Resolver IP and
EDNS Client Subnet
« FQODN

o-o.myaddr.google.com
or

o-o.myaddr.l.google.com

+ Query
+ TXT record type

%;\% & )g., 39



Check DNS Resolver IP and

EDNS Client Subnet
- dlg 0- omyaddr google cm TXT @8.8.8.8

10ns; +Lmd

D status: NOERROR, id:
il t1195 gr rd r1‘ g RY: ', " ANSWER : 2, AUTHORITY

l.UUUUIt

. 60 ! 17 2 P
.google.com, 60 ! X canst ' ERFER - DN S Client Subnet

@ dig 0-0. myaddr google com TXT @168 05.1.1

t@ubuntu2204 . ~# dig o-o.mvaddr.l,.google,com TXT @168,.95,1.1

1G 9,18 . 18-0ubuntu0.22 .04, 1-Ubuntu <<>> o-o.mvaddr.l.goog om TXT @168.95.1.1
ions; +cmd

status: NOERROR, e
'ANSWER: 1 , AUTHORITY: O, ¢ 1

-0, mxaddr 1. google.com,

R SECTION;
Ir.1.google.com. 60 ! 2001:b000: 180:8 esolver. IP N-I-U




Check DNS Resolver IP and
EDNS Client Subnet

co<<> Dig 9018, 18-0ubuntul. 22 .04, 1-Ubuntu <<>> ¢-o.myaddr.l.google.com TXT @1.1.1.1
- ﬂluh 1 options; +cmd
(Got answer:
., ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 3046
., flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ONAL:; 1

fliU\ ;udp:

© ANSWER SECTION:
‘o, myaddr.l.google,com, 52 IN TXT "YAO0: chD0 801024 3296 flc&" S Resolver IP

* C 1g 0-0.myaddr.google.com @140.111.233.5

y@ubuntu2204:;~# dig o-o.myaddr.l.google.com TET @140.111.233.5

3 6,18, 18-0ubuntud. 22,04, 1-Ubuntu <<>> o-0.myaddr.1,.google. com TXT @140,111.,2
opti ions: +cmd

RY, status; NOERROR, id: 3655¢
1, ANSWER: 2, AUTHORITY 0, 1

; udp

g ic com. 60 IN 140,111 .34 135" :
.google.com, 60 IN "ednsO-client-subnet 140,112.3.0/2¢ S Client:Subnet




Check DNS Resolver IP and
EDNS Client Subnet

+ dig o-o.myaddr.google.com TXT @9.9.9.9

root@ubuntu2204:~# dig o-o.myaddr.l.google.com TXT @9,9.9.9

oo <<s> Dir 9,18, 18-0ubuntud, 22,04, L-Ubuntu <<>> ¢g-o.myaddr.1.google.com TXT @9.9,9.9
. global options: +cmd

. (ot answer;
., ->>HEADER<<- opcode: QUERY, status:; NOHRROR, id: 15290
o flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL; 1

.. OPT PSEUDOSECTION:

. EDNS: version: O, flags:; udp: 512

.7 QUESTION SECTION:

:0-0.myaddr, |, google, com, IN TXT

.o ANSWER SECTION:
o-0.myaddr.l.google.com, 60 IN TXT "119,31.179,35"

dig 0-o.myaddr.google.com txt @208.67.220.220
root@ubuntul4:~# dig o-o.myaddr.google.com txt @208.67.220.220

; <<>> DiG 9,18,28-0ubuntuld, 24,04, 1-Ubuntu <<>> o-0.myaddr,google.com txt @208.67,220,220
;; global options: +cmd

o ot answer;
oo ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 47797
oo flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: (O, ADDITIONAL: 1

:; OPT PSEUDOSECTION:

: EDNS: wversion: (0, flags:; udp: 1410

i QUESTION SECTION:

c0-0.myaddr. google. com, IN TXT

. ANSWER SECTION:
&.i0-0.myaddr. google. com. 60 IN TXT "Jafdedc: 63 64" ] !?!;!‘Irj
Wo-o.myaddr.google.com. 60 IN TXT "ednsO-client-subnet 140,112.3,0/24" S Client S e




Check DNS Resolver IP and
EDNS Client Subnet

+ _dig o-o.myaddr.google.com TXT @140.112.254.4

root@ubuntu2204 . ~# dig o-o.mvaddr.l.google.com TXKT @140,112.254 .4

s DIG 9, L\ lk-ﬂuhuntu} 22,04, 1-Ubuntu <<>> g-0.myvaddr, 1. google.com TXT @140.1

. - opcode: QUERY, status: NOERROR, id: 52886
;7 flegs; qr rd JERY: 1, ANSWER: 1, AUTHORITY: O, / ONAL: 1

1dr.1.google. cor

R SECTION:
1r.1,google.com, 60

ot@ubuntu2204;~# dig o-o.myaddr.1l,google.com TXT @172.16.0.1

..’:.1

<> DlH 9.18,18-0ubuntud,. 22,04, 1-Ubuntu <<>> o-o.myaddr.l.google.com TXT @172.16.0.1
-wtluns +cmd

- ypead ]UERI status: NOERROR, id: 4516
.- flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

. OPT P\EUDO\EZ :
flags:; udp: 4096

IN

) .dr.l.goﬁgla.com. 60 IN X "140,112.3



Y 2l

=539 F 7R FODN =
Authoritative Server
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Check DNS Resolver IP -
Authoritative DNS Server ~ EDNS Client Subnet

+ https://www.tanetcdn.edu.tw/
« FAQ

4 {o] BYISDNS Resolverfal IR#8 5 S EEDNS Client SubnetfiBEHY ? O
sEcER R

1. B8 B https://www. whatismyip.com.tw/iw/IE 0 B O 8K H EAURY 1P &0 (EX: 212.50.60.218)
2. TR ESIm % (A < IR 2008 A 15 < "dig whoami tanetcdn.edu.tw TXT"
3. TEEDNSE B R b A —I8 "ecs"tB - B4 212.50.60.0/24(BE1 7 IPEHILHE) BIEEZE ; EHFEE  BIAZE -



Check DNS Resolver IP -
Authoritative DNS Server ~ EDNS Client Subnet

2 dig whoami.tanetcdn.edu.tw TXT @8.8.8.8

rt@ubuntu?204 . ~# dig whoami, tanetcdn,edu, tw TXT @8,8 8.8

; <<>» DiG 9,18, 18-0ubuntul, 22,04, 1-Ubuntu <<>> whoami , tanetcdn,edu, tw TXT @8,8,8.8
;; global options: +cmd

. (ot answer:

o -»>HEADER<<- opcode; QUERY, status; NOERROR, id; 54413

.- flags: qr rd ra ad; QUERY; 1, ANSWER; 3, AUTHORITY: 0, ADDITIONAL; 1

;; OPT PSEUDOSECTION:

. EDNS: version: O, flags:; udp: 512
;; QUESTION SECTION:
;whoami ., tanetcdn.edu. tw. ! TXT

:; ANSWER SECTION; _
whoami . tanetcdn. edu. tw, 20 ) X 1p” "192.178.36.133"

whoami . tanetcdn, edu, tw, 2( ) X "ns" "cdn-niu-cdrs02
whoami, tanetcdn, edu, tw, 20 ) X "ecg" "140.112.3.0/24

</ A 46
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Check DNS Resolver IP -
Authoritative DNS Server ~ EDNS Client Subnet

« 7 P& EDNS Client Subnet & ;= & ¥ & 7

root@ubuntu2204;~# dig whoami, tanetcdn,edu, tw TXT @8,.8.8.8

c <> DG 9,18, 18-0ubuntu®, 22,04, 1-Ubuntu <<>> whoami, tanetcdn.edu, tw TXT @8.8.8.8
; global options: +cmd

; Got answer:

- ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 3660(

o flags: qr rd ra ad; QUERY: 1, ANSWER: 3, AUTHORITY:

. OPT PSEUDOSECTION;

: EDNS: version; O, flags:; udp:
- QUESTION SECTION:

whoami . tanetcdn. edu. tw, ) TXT

- ANSWER SECTION:

whoami . tanetcdn. edu. tw, "ip" "74.125.41.67"
whoami , tanetcdn. edu, tw, "ng" "cdn-niu-cdrs04”

T TR

whoami, tanetedn, edu, tw, "ecs

S\ 47
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Check DNS Resolver IP -
Authoritative DNS Server ~ EDNS Client Subnet

+ dig whoami.tanetcdn.edu.tw TXT @1.1.1.1

root@ubuntu?204:~# dig whoami.tanetcdn. edu.tw TXT @1,1.1.1

o <> D1 9,18, 18-0ubuntu0.22.04 . 1-Ubuntu <<>> whoami.tanetcdn,.edu.tw TXT @1.1.1.1
;. global options: +cmd

;3 Got answer;

.. -»>HEADER<<- opcode: QUERY, status: NOERROR, id: 39933

;; flags; gr rd ra ad; QUERY: 1, ANSWER: 3, AUTHORITY; O, ADDITIONAL; 1

s OFT P?EUDDSEFTIDN:
- BDNS: version: O, flags:; udp; 1232
:; QUESTION SECTION:
swhoami , tanetcdn, edu, tw, I TXT

&NKWER SECTION:
h oami, tanetedn, edu, tw. 20 ) ( ”ip” "162.158.241, 547

|’
who ﬁml tanetcdn.edu. tw, 20 ! "ng cdn-niu-cdrs(2”
whoami . tanetcdn, edu. tw, 20 ! X "ecg" "M

%;‘%& ;g, 48 NTU



Open DNS Resolver
EDNS Client Subnet Support

)3 Resolver IP EDNS Client
Subnet

Google 8.8.8.8 \%

Cloudflare 1.1.1.1 X

Hinet 168.95.1.1 X

TANet 140.111.233.5 \Y
163.28.6.1

Quadg 0.9.9.9 X

OpenDNS 208.67.220.220 \Y

208.67.220.222
208.67.222.220
208.67.222.222

NTU DNS 140.112.254.4 X

%; *.\%_?, 49



B 7 28 2% Authoritative
DNS Server

+ 3t e iplax

50



i8R 32

+ Authoritative Server J 3| X p DNS
Resolver z_ Iterative Query

« BRI P FETE T
+ dns.opt.code ==

v Additional records
v <Root>: type OPT
Name: <Root>
Type: OPT (41)
UDP payload size: 1400
Higher bits in extended RCODE: @x00
EDNS@ version: ©
Z: 0x8000
Data length: 11
v Option: CSUBNET - Client subnet
Option Code: CSUBNET - Client subnet (8)
Option Length: 7
Option Data: ©P0118008c7083
Family: IPv4 (1)
Source Netmask: 24
Scope Netmask: ©
Client Subnet: 140.112.3.0

Fg . —




‘-—v
nl.
iz

3

5 4

Ilterative

idv.tw.

User Client _
140.112.3.82 DNS Resolver ---  buda.idv.tw.
8.8.8.8 rl
DNS Query: 168.95.1.1
pcl.cc.buda.idv.tw cc.buda.idv.tw.
| —
Authoritative Server
140.112.3.82
(BIND)

%%\ ag’ 52 NTU



DNS Resolver
8.8.8.8

No. Time udp.stream  Source Src Port  Destination Dest Port Protocol Length Info
1 0.000000 0 146.112.3.82 35179 8.8.8.8 53 DNS 78 Standard query 0x0002 A pcl.cc.buda.idv.tw
2 ©.019571 1173.194.93.4 61962 140.112.3.82 53 DNS 100 Standard query ©xe36b A pCl.cc.bUDa.iDV.Tw OPT
3 0.067625 1140.112.3.82 53 173.194.93.4 61962 DNS 168 Standard query response @xe36b A pCl.cc.bUDa.iDV.Tw A 140.112.3.
4 0.072917 0 8.8.8.8 53 140.112.3.82 35179 DNS 94 Standard query response @x@002 A pcl.cc.buda.idv.tw A 140.112.3.

Recursive Interative 1 8.8.8.8.pcap

%&%ﬁ Y- 53 NTU



[terative DNS Query

+ No 2. Mt e 2% Resolver £_% &£ # ECS

v Domain Name System (query)
Transaction ID: @xe36b
v Flags: ©x0010 Standard query

@... vvvv +vuv «... = Response: Message is a query
.000 09... = Opcode: Standard query (@)
..0. .... .... = Truncated: Message is not truncated
..® .... .... = Recursion desired: Don't do query recursively
.0.. .... = 7: reserved (@)
tees suse 2aal ... = Non-authenticated data: Acceptable
Questions: 1 v Additional records
Answer RRs: © ~ <Root>: type OPT
Authority RRs: @ Name: <Root>
Additional RRs: 1 Type: OPT (41)
v Queries UDP payload size: 1400

Higher bits in extended RCODE: @x00
EDNS® version: @
> Z: 2x800e0
Data length: 11
~ Option: CSUBNET - Client subnet
Option Code: CSUBNET - Client subnet (8)
Option Length: 7
Option Data: ©00118008c7003
Family: IPv4 (1)
Source Netmask: 24

%;%ﬁ )%Z, Scope Netmask: @ EIZ% EDNS Client SUbMU

Client Subnet: 146.112.3.0

> pCl.cc.bUDa.iDV.Tw: type A, class IN




[terative DNS Reply

+ No3

v Domain Name System (response)
Transaction ID: @©xe36b
v Flags: 0x8410@ Standard query response, No error

l... «vvv vves +... = Response: Message is a response
.00@ @... .... .... = Opcode: Standard query (0)
1. vv. oo = Authoritative: Server is an authority for domain
..0. .... .... = Truncated: Message is not truncated
..® .... .... = Recursion desired: Don't do query recursively
. @... .... = Recursion available: Server can't do recursive queries
.0.. .... = Z: reserved (0) v Answers
..9. .... = Answer authenticated: Answer/autho > pcl.cc.buda.idv.tw: type A, class IN, addr 140.112.3.82
..1 .... = Non-authenticated data: Acceptable + aAuthoritative nameservers
R . 0000 = Reply code: No error (@) > cc.buda.idv.tw: type NS, class IN, ns nsl.cc.buda.idv.tw
Questions: 1 v Additional records
Answer RRs: 1 > nsl.cc.buda.idv.tw: type A, class IN, addr 140.112.3.82
Authority RRs: 1 v <Root>: type OPT
Additional RRs: 2 Name: <Root>
v Queries Type: OPT (41)
> pCl.cc.bUDa.iDV.Tw: type A, class IN UDP payload size: 1232

Higher bits in extended RCODE: ©x00
EDNSO version: @

> Z: Bx8000
Data length: 11

v Option: CSUBMET - Client subnet
Option Code: CSUBMET - Client subnet (8)

Authoritative Server {EFE7$% EDNS oetten Leneth: 7

Option Data: @@@L180@88c7063

FLa][E|fE EDNS Client Subnet Family: IPvd (1)

{:%\) EA AR ECS 55 coope ewmans 0 NTU

Client Subnet: 148.112.3.8



Mo.

DNS Resolver

168.95.1.1

Time udp.stream Source
1 0.000000 0146.112.3782
2 0.007197 161.220.8.21
3 0.007415 1140.112.3.82
4 0.008440 0 168.95.1.1

Src Port  Destination Dest Port Protocol Length Info
48628 168.95.1.1 53 DNS
46188 140.112.3.82 53 DNS

53 140.112.3.82 48628 DNS

78 Standard query ©x0005 A pcl.cc.buda.idv
89 Standard query @x4dca A pcl.cc.buda.idv
53 61.220.8.21 46188 DNS 105 Standard query response @x4dca A pcl.cc
94 Standard query response @x0005 A pcl.cc

tw

.tw OPT

.buda.idv.tw A 140.112.3.82 OPT
.buda.idv.tw A 140.112.3.82

+ Recursive_Interative_1_168.95.1.1.pcap

Y 2l
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[terative DNS Query/Reply

No 2.

v Domain Name System (query)
Transaction ID: ©@x4dca
> Flags: 0x0810 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: 1
v~ Queries
» pcl.cc.buda.idv.tw: type A, class IN
v Additional records
~ <Root>: type OPT
Name: <Root>
Type: OPT (41)
UDP payload size: 512
Higher bits in extended RCODE: @x@@
EDNS@® version: @
> Z: Bx8008
Data length: @

Y& EDNS
A7 % EDNS Client Subnet

Y 2l

Nos.

v Domain Name System (response)

57

Transaction ID: @x4dca
> Flags: ©x8410 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: 1
v Queries
> pcl.cc.buda.idv.tw: type A, class IN
v Answers

> pcl.cc.buda.idv.tw: type A, class IN, addr 140.112.3.82

v Additional records
v <Root>: type OPT
Name: <Root>
Type: OPT (41)
UDP payload size: 1232
Higher bits in extended RCODE: @x@@
EDNS@ version: @
> Z: Bx8000

Data length: ©



DNS Cache TTL(Time To Live)
DNS zz4x 2 & v 5 24 3%

Y 2l



DNS Cache TTL

iz ¥ Authoritative DNS Server

* Record 7 4 T
<name> [ttl]] IN <type> <data>

pa 1800 IN A 140.112.2.200
* Record & 4 T
pc1 IN A 140.112.2.200

+ Priority 1: i J% Zone File X =_
$T'TL 3600

x+ Priority 2: & Jx SOA % <
@ IN SOA dns.fido.net. admin.fido.net. (2024102701
360000 3600 360000 3600)

%;\% & ig, 59



# % TTL %4822 FQDN

~# dig resolver-identity.cloudfront.net

ANSWER SECTION;

IEHUIEEI identity,cloudfront. . net,| 10| IN A 140,112.3,82

%‘ ,«M =



DNS Cache TTL
@User Client(Windows)

+ Display cached DNS records
+ ipconfig /displaydns

+ Clear cached DNS records
+ ipconfig /flushdns

+ 3 Cache e %
* 4p % : ping pci.buda.idv.tw
+ # Cache it#

x 4p % : nslookup pci.buda.idv.tw

%{% & ig, 61



DNS Cache TTL
@User Client(Linux)

+ Nno OS-level DNS caching on Linux

+ Ref. https://www.makeuseof.com/view-and-flush-dns-
cache-on-linux/

+ systemd-resolved: for Ubuntu
~# resolvectl show-cache
~# resolvectl flush-caches
~# resolvectl statistics
+ nscd (name service caching daemon)
~# strings /var/cache/nscd/hosts | uniq
~# /[etc/init.d/nscd restart
+ dnsmasq
~# journalctl -u dnsmasq
~# systemctl restart dnsmasq

%;\% L ig, 62



DNS Cache TTL
@User Client(Linux)

+ 7 Cache e %
+ ping pci.buda.idv.tw

+ dig a pci.buda.idv.tw
x dlg a pc1 buda idv.tw @127.0.0.54

-lnptu
/ SETVErS)
Foreign &ddrr\\ State PID/PIUUIJM name
LISTEN :
LISTEN
LISTEN
LISTEN
LISTEN

O
O]

+ dig a pci.buda.idv.tw @8.8.8.8

R VA 63
Y e



DNS Cache TTL
@DNS Resolver

+ Linux
~# dig a pc1.buda.idv.tw @140.112.254.4

;; ANSWER SECTION:

pcl . buda. idv. tw. 1800

140.112.2.200
- ANSWER SECTION:
pcl,buda. idy. tw,

- ANSWER SECTION;
ncl, buda. idv, tw, 1669

140.,112.2,200

140,112,2,200

+ Windows

nslookup -debug pci.buda.idv.tw 140.112.254.4




DNS Cache TTL
DNS £ & 4 »cpF /&
* Bt 4 3P R TTL 3k = p& RF

+ When DNS Resolver , User Client Z_ = 7'5'3 7.
pL X Ze sz B 3g e 4k (s Cache)

+ Best Practice for DNS 4% $ #
¢ B #5723 L 5% TTL (5] 604))
pa 60 IN A 140.112.2.200

%{% " ig, 65
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4@ B 38 DNS Resolver
T %3 &5 Servers ?
168.95.1.1
8.8.8.8



~ = DNS Resolver IP 7

Iterative . (root)

o

~___
- 254.65
— tw.
Recursive —
C o iy | ASKSUT
[ ] — ==
< — 1
10 - 254.69 ~_
User Client 140.112.254.4= = *bg
Initial Requestor - L —
DNS Query: L4 Load Balance 4£f% Authoritative DNS Server
www.ntu.edu.tw DNS Resolver

HiNet 168.95.1.1
Google 8.8.8.8

ZetesfEl B

%@ﬁ %’L 67 NTU



417 P32 DNS Resolver

T %5 &5 Server?

+ = ;21 §1* dns callback online, dnslog
platform PR 72

&% Fr3ip 2 Arecord kB33 2. Resolver [P
+ = ;% 2: DNS Authoritative Server # & 3% 3§ 4% ©_
Domain > ¥ %2 ;7 Resolver IP

+ Amazon CloudFront # & resolver-
identity.cloudfront.net

x+ = ;%3: L% DNS Record Cache TTL
+ & ¥ DNS Cache TTL *FL% » 3 — =X 34 [ xé?j‘ug
Cache E FIFFRF R R » 1 €424k
x L3 847 FerCacheTTL =/ > 7 & 77 5
& & Server

Y 2l = NTU



»

= ;% 1: dns callback online,
dnslog platform

+ Google #% “dns callback online” or “dnslog platform”

+ https://webhook.site/

+ nslookup 3740b559-92c4-4fa3-9a59-bod709e63334.dnshook.site

140.112.254.4
+ # 8E:8.8.8.8 % L

#3bf2d
140.112.254 .71
(] ‘9 Webhook.site  Docs &API  CustomActions  WebhookScript  Terms & Privacy  Support I024/12/23 17-39:07
B 3740bEED - o Share ) Schedule th Form Builder [1 CSV Export LF Custorm Actions #ad115 140.112.254 .65
2024/12/23 17:39:08
Request Details
Host | 149.112.254.69' Whais Shodan  Metify 1 #cc2c7 140.112.254 .66
Date [2004112723 173551 (1 8] B
- Size 55 bytes
e IC fc506b1e-f1b8-4396-9882-Ticfecdc99c5 #204b 140.112.254.66
140.112.254 .69 ¢ eTIbo-aodb-geos-Tittcacsoe 20241923 17-36:58
202411223 17:35:51 MNote & Add Mote

#76ca 140.112.254.65
202412423 17:38:57

- 69 #c506
f:! l%{\ )g' 140.112.254 .69
o A ATA T 1705519



= ;2 1: dns callback online,
dnslog platform
+ https://dig.pm/

Domains

ipv6.1433.eu.0rqg.

subdomain:b42161c3db.ipve. 1433 eu.org.

token:biZijor/b8iasm
Get SubDomain | Get Results I (Click to Copy)

Results

@D ©s to refresh results.

Record,Client... Filter |
# Record Client Time
0 b42161c3dbipvib.1433.eu.0rg. 140112.254.659[ 5384 &16M] 2024/12/23 T45:43:28

Y 2l = NI



% 2: DNS Authoritative Server 3 & &
F@ :F‘ Domain * ¥ %257 Resolver IP

+ dig a resolver-identity.cloudfront.net @140.112.254.4

root@ubuntu2d-desktop:~# dig a resolver-identity.cloudfront.net @140,112,254 .4

;<> Di 9,18, 28-0ubuntu, 24,04, 1-Ubuntu <<>> a resolver-identity.cloudfront net @140,112,254 .4
., global options; +cmd

. ot answer;

., ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 55876

., flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

.- OPT PSEUDOSECTION:

. EDNS: version: O, flags:; udp:; 1232

- COOKIE: 18c4a8528d4193100100000067693051c2972e6317b55995 (good)
. QUESTION SECTION:

cresolver-identity.cloundfront. net, IN A

. ANSWER SECTION:
resolver-identity.cloudfront.net., 5 IN A 140.112.254.71

.- ANSWER SECTION:
resolver-identity.cloudfront . net, 10 IN A 140,112,254,65

.. ANSWER SECTION;
resolver-identity.cloudfront net, 10 IN A 140,112,254, 66

- ANSWER SECTION:
resolvar identity,cloudfront net, 6 IN A 140,112,254 .69




= 7% 2: DNS Authoritative Server 3% i+ &
:q 7 _Domain ° ¥ % 7 Resolver IP

+ dig a resolver-identity.cloudfront.net @8.8.8.8
+ dig a resolver-identity.cloudfront.net @168.95.1.1

* 4% H2h
+ 8.8.8.8168.95.11 % m 7 v &

% Yol 2



= ;%3: Record Cache TTL

* Linux
+ ~# dig a pci.buda.idv.tw @140.112.254.4

;» ANSWER SECTION:

pcl.buda.idv. tw. 1800 IN A 140.112.2.200

+ Windows

+ nslookup -debug pci.buda.idv.tw 140.112.254.4

: dnz.ntu.edu.tw

i 140.112.254 .4

avail. _
, additional = 0

= l4ﬂ.112.£.£ 0

mins)
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