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DNS 運作架構
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DNS連線@新世代 Firewall
(需可分辨 Iterative/Recursive Query)
 外對內 Port 53

 Iterative Query 詢問校內 Authoritative DNS Server 
(*.ntu.edu.tw)
 僅允許特定 IP(官方 Authoritative Server)，可禁止私架

Authoritative DNS Server

 Recursive Query 詢問校內 DNS Resolver
 應全面禁止

 內對外 Port 53
 Iterative Query詢問校外 Authoritative DNS Server (*.)

 僅允許特定 IP(官方 DNS Resolver)，可禁止私架DNS 
Resolver

 Recursive Query 詢問校外 DNS Resolver
 若全面禁止，可限制使用者僅能使用校內 DNS Resolver

 ※僅觀察發起方連線
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Partial Forward
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Stub Resolver
(All Forward)
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※新版 Linux 幾乎預設皆有 Stub Resolver

目的: 提供 DNS Cache 功能



Ubuntu OS
預設值

 ~# netstat -lnptu

 Resolver 設定
/etc/resolv.conf
nameserver 127.0.0.53

 Daemon: systemd-resolved
~# systemctl status systemd-
resolved

 By 網卡設定 Forward DNS
/etc/netplan/50-cloud-init.yaml

network:
ethernets:
ens160:

addresses:
….
nameservers:
addresses: [8.8.8.8]
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Ubuntu OS
Stub Resolver(DNS Cache) Test

 測試案例 1.
 測試解析 www.abc.com

~# dig a www.abc.com

 開啟另一個視窗觀察 DNS Query 封包，重複執行上述 dig 指令
~# tcpdump -n port 53

 預期結果:
 因有 Stub Resolver(systemd-resolved) DNS Cache，僅有第一次有封包向外詢問

 測試案例 2.
 更改 resolv.conf檔案

~# nano /etc/resolv.conf
nameserver  127.0.0.53 8.8.8.8

 重複執行測試案例 1步驟
 預期結果:

 因 Linux預設無OS-level DNS Cache ，每次 dig 皆有封包向外詢問

 重啟 systemd-resolved
systemctl restart systemd-resolved

 觀察 /etc/resolv.conf還原成初始值
~# cat /etc/resolv.conf
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ECS 運作架構

8

User Client 

Initial Requestor

Authoritative Server

1

10

DNS Resolver

8.8.8.8

168.95.1.1

Recursive

Iterative

DNS Query:

www.ntu.edu.tw

.  (root)

tw.

edu.tw.

ntu.edu.tw.

2

3

4

5

6

7

8

9

tw.

edu.tw.

ntu.edu.tw.

www.ntu.edu.tw.

EDNS Client Subnet (ECS)

※ Authoritative Server僅需支援 EDNS

就可回應 EDNS Client Subnet，但不代表支援 ECS

EDNS Client Subnet (ECS) 

以此封包判斷 Resolver 是否支援 ECS



EDNS
(Extension Mechanisms for DNS)

 1999年第一個DNS 延伸安全協定發布，稱
作 EDNS

 應用

 DNSSEC

 EDNS Client Subnet (ECS)

 DNS Cookie

 支援

 Win 2008R2 DNS 不支援
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EDNS Client Subnet (ECS)

 RFC 7871
 https://developers.google.com/speed/public-

dns/docs/ecs

 Use EDNS0 option to convey Client IP Subnet 
to Authoritative DNS Servers.

 Authoritative DNS Servers can return differing 
answers based on Client’s Geo IP Location.
 支援不同地理位置解析的權威 DNS伺服器

 Used For Content Delivery Networks(CDN)

 Can be safely ignored.

10



EDNS Client-Subnet Extension
支援條件

 DNS Resolver

 Pass Client IP to Authoritative DNS Server

 Authoritative Server

 Based on Client IP，依據地理位置解析不同 IP

 If DNS Resolver not Support ECS, Authoritative 
Server will use DNS Resolver IP instead.
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EDNS Client-Subnet Extension
尚未被廣泛支援原因

 Privacy and Security Issue

 Because ECS provides User Client network 
information to upstream Resolver, it will reveal 
Client's location.

 Cloudflare CEO Matthew Prince cited privacy 
concerns as reason for 1.1.1.1 to not support ECS.

 Ref. 
https://en.wikipedia.org/wiki/EDNS_Client_Subnet

 BIND最新版仍不支援 ECS

 HiNet DNS 168.95.1.1 不支援
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BIND Don’t Support ECS

 https://kb.isc.org/docs/edns-client-subnet-ecs-
for-resolver-operators-getting-started
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BIND Don’t Support ECS

 BIND 9 Significant Features Matrix

 https://kb.isc.org/docs/aa-01310
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補充: BIND Zone File View
(Split Horizon)

 用途: Authoritative DNS Server 支援依據不
同來源 IP，解析出不同結果.

 限制:來源 IP僅支援使用 Resolver IP 判斷，
不支援 EDNS Client Subnet.
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BIND Zone File View
(Split Horizon)

acl intranet { 192.168.100.0/24; };
acl internet { ! 192.168.100.0/24; any; };

view "lan" {
match-clients { "intranet"; };

zone "centos.davis"  {
type master;
file “named.centos.davis.lan”; <==使用不同 Zone File

};
};

view "wan" {
match-clients { "internet"; };

zone "centos.davis"  {
type master;
file "named.centos.davis.wan"; <==使用不同 Zone File

};
};
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BIND Zone File View
(Split Horizon)

/var/named/named.centos.davis.lan內容:
@      IN     SOA    ns.centos.davis. root.ns.centos.davis. 
( 811209091 3600 3600 3600 300 )

IN      NS      ns.centos.davis.
ns       IN      A       192.168.100.200
www  IN      A       192.168.100.252

/var/named/named.centos.davis.wan內容:
@     IN     SOA    ns.centos.davis. root.ns.centos.davis. 
( 811209091 3600 3600 3600 300 )

IN      NS      ns.centos.davis.
ns       IN      A       140.112.2.200
www  IN      A       140.112.2.252

17



DNS Open Resolver
Public DNS Resolver
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Open/Public DNS Resolver

 HiNet
 IPv4: 168.95.1.1
 IPv6: 2001:b000:168::1 、2001:b000:168::2

 TANet
 IPv4: 140.111.233.5, 163.28.6.1
 IPv6: 2001:288:0:233::5, 2001:288:1:1006:163:28:6:1

 Cloudflare
 1.1.1.1

 Yandex  (https://dns.yandex.com/)
 IPv4: 77.88.8.8, 77.88.8.1 
 IPv6: 2a02:6b8::feed:0ff, 2a02:6b8:0:1::feed:0ff
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Google

 IPv4
 8.8.8.8 (google-public-dns-a.google.com)

 8.8.4.4 (google-public-dns-b.google.com)

 IPv6
 2001:4860:4860::8888

 2001:4860:4860::8844

 https://developers.google.com/speed/public-
dns?hl=zh-tw

 https://developers.google.com/speed/public-
dns/faq?hl=zh-tw#locations
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Quad9
 Malware Blocking, DNSSEC Validation (this is the most typical 

configuration)
 IPv4: 9.9.9.9, 149.112.112.112
 IPv6: 2620:fe::fe, 2620:fe::9
 HTTPS: https://dns.quad9.net/dns-query
 TLS: tls://dns.quad9.net

 Secured w/ECS: Malware blocking, DNSSEC Validation, ECS enabled
 IPv4: 9.9.9.11, 149.112.112.11
 IPv6: 2620:fe::11, 2620:fe::fe:11
 HTTPS: https://dns11.quad9.net/dns-query
 TLS: tls://dns11.quad9.net 

 Unsecured: No Malware blocking, no DNSSEC validation (for experts 
only!)
 IPv4: 9.9.9.10, 149.112.112.10
 IPv6: 2620:fe::10,2620:fe::fe:10
 HTTPS: https://dns10.quad9.net/dns-query
 TLS: tls://dns10.quad9.net
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OpenDNS

 OpenDNS  (https://www.opendns.com/)
 208.67.220.220 （Resolver2.OpenDNS.com）

 208.67.220.222 （Resolver4.OpenDNS.com）

 208.67.222.220 （Resolver3.OpenDNS.com）

 208.67.222.222 （Resolver1.OpenDNS.com）

 Family Shield Servers: 阻擋成人、惡意軟體網
站

 208.67.222.123 （resolver1-fs.opendns.com）

 208.67.220.123 （resolver2-fs.opendns.com）

 IPv6 實驗性質：2620:0:ccc::2, 2620:0:ccd::2
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Open/Public DNS Resolver

 Public DNS Server List

 https://dnschecker.org/public-dns

 https://dnschecker.org/public-dns/tw
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Open/Public DNS Resolver

 Use of DNS Resolvers for World(使用統計)

 https://stats.labs.apnic.net/rvrs
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如何選擇最佳
Open DNS Resolver ?

25



nslookup
download.microsoft.com
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Google TANet教育部

NTU OpenDNS

Resolver 支援 ECS

Resolver 支援 ECS

Resolver 支援 ECS



nslookup
download.microsoft.com
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Cloudflare
Quad9

HiNet
Resolver 不支援 ECS



Where is Akamai CDN Server
163.28.224.206 @教育部

 Tracert

 IP Whois
https://www.whois365.com/tw
/ip/163.28.224.206

 Shodan

https://www.shodan.io/h
ost/163.28.224.206
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Where is Akamai CDN Server
23.47.5.194 @HiNet

 Tracert

 IP Whois
https://www.whois365.com/tw
/ip/23.47.5.194

 Shodan

https://www.shodan.io/h
ost/23.47.5.194
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Where is Akamai CDN Server
23.220.197.211 @HiNet

 Tracert

 IP Whois
https://www.whois365.com/tw
/ip/23.220.197.211

 Shodan
https://www.shodan.io/host/2
3.220.197.211
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Akamai CDN @教育部
下載速度正常
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Akamai CDN @HiNet 
下載速度偏慢
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下載測試

 使用不同 IP 網段, Gateway 在區網 Router，DNS Server 
168.95.1.1
 下載Win7 SP1
http://download.microsoft.com/download/0/A/F/0AFB5316-3062-
494A-AB78-7FB0D4461357/7601.17514.101119-1850_Update_Sp_Wave1-
GRMSP1.1_DVD.iso    

 結論: Akamai CDN @HiNet 疑似有 QoS 設定，若來源 IP 非
HiNet用戶，可能會被限速.
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單位 IP DNS Akamai@HiNet 下載速度

台大區網 163.28.16.44 168.95.1.1 203.69.138.171 7.59 MB/秒

亞東 120.96.32.21 168.95.1.1 203.69.138.181 31 KB/秒

德霖 210.60.141.173 168.95.1.1 203.69.138.171 90 KB/秒

台藝大 140.131.30.129 168.95.1.1 203.69.138.171 130 KB/秒



Open DNS Resolvers Compare

廠商 Resolver IP EDNS Client 
Subnet

DNSSEC
Validate

Google 8.8.8.8 V V

Cloudflare 1.1.1.1 X V

HiNet 168.95.1.1 X X

TANet 140.111.233.5
163.28.6.1

V V

Quad9 9.9.9.9 X V

OpenDNS 208.67.220.220 
208.67.220.222
208.67.222.220
208.67.222.222

V V

NTU DNS 140.112.254.4 X X
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結論: DNS Resolver設定建議

 使用支援 DNS EDNS Client Subnet + DNSSEC 
Validate 之 Open DNS Resolver

 使用”單位內 IP 網段”自行架設之 DNS Resolver

 特別注意是否有 Partial/All Forward to 其他不支援 ECS
之 Resolver (例如 168.95.1.1)
 待測試: Forward 之後 ECS 仍可正常運作 …..

 除非是 HiNet光世代用戶，否則不建議設定使用
168.95.1.1
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如何測試 DNS Resolver
是否支援 EDNS Client Subnet 
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DNS Resolver
是否支援 EDNS Client Subnet 

 查詢使用 Akamai CDN 之 FQDN，利用回
覆 IP位址判斷 (如上述測試結果)

 使用支援查詢特殊 FQDN之 Authoritative 
Server來顯示 EDNS Client Subnet

 自行架設 Authoritative DNS Server + 封包
側錄

37



提供查詢特殊 FQDN 之
Authoritative Server

Google提供
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Check DNS Resolver IP and
EDNS Client Subnet

 FQDN

o-o.myaddr.google.com

or

o-o.myaddr.l.google.com

 Query

 TXT record type
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Check DNS Resolver IP and
EDNS Client Subnet

 dig o-o.myaddr.google.com TXT @8.8.8.8

 dig o-o.myaddr.google.com TXT @168.95.1.1
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HiNet DNS

Google DNS

DNS Resolver IP
EDNS Client Subnet

DNS Resolver IP



Check DNS Resolver IP and
EDNS Client Subnet

 dig o-o.myaddr.google.com TXT @1.1.1.1

 dig o-o.myaddr.google.com TXT @140.111.233.5
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Cloudflare DNS

DNS Resolver IP

DNS Resolver IP
EDNS Client Subnet

TANet DNS



Check DNS Resolver IP and
EDNS Client Subnet

 dig o-o.myaddr.google.com TXT @9.9.9.9

 dig o-o.myaddr.google.com txt @208.67.220.220
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DNS Resolver IP

Quad9

OpenDNS

DNS Resolver IP
EDNS Client Subnet



Check DNS Resolver IP and
EDNS Client Subnet

 dig o-o.myaddr.google.com TXT @140.112.254.4

 dig o-o.myaddr.google.com TXT @172.16.0.1
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Pfsense DNS

NTU DNS

DNS Resolver IP

DNS Resolver IP



提供查詢特殊 FQDN 之
Authoritative Server

TANet CDN提供
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Check DNS Resolver IP、
Authoritative DNS Server、EDNS Client Subnet

 https://www.tanetcdn.edu.tw/

 FAQ
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Check DNS Resolver IP、
Authoritative DNS Server、EDNS Client Subnet

 dig whoami.tanetcdn.edu.tw TXT @8.8.8.8
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Google DNS

DNS Resolver IP

Authoritative DNS Server

EDNS Client Subnet



Check DNS Resolver IP、
Authoritative DNS Server、EDNS Client Subnet

 有時 EDNS Client Subnet 無法正常顯示
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Check DNS Resolver IP、
Authoritative DNS Server、EDNS Client Subnet

 dig whoami.tanetcdn.edu.tw TXT @1.1.1.1
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DNS Resolver IP

Authoritative DNS Server

EDNS Client Subnet

Cloudflare DNS



Open DNS Resolver 
EDNS Client Subnet Support

廠商 Resolver IP EDNS Client 
Subnet

Google 8.8.8.8 V

Cloudflare 1.1.1.1 X

Hinet 168.95.1.1 X

TANet 140.111.233.5
163.28.6.1

V

Quad9 9.9.9.9 X

OpenDNS 208.67.220.220 
208.67.220.222
208.67.222.220
208.67.222.222

V

NTU DNS 140.112.254.4 X
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自行架設 Authoritative 
DNS Server
+ 封包側錄
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偵測原理

 Authoritative Server 收到來自 DNS 
Resolver 之 Iterative Query

 觀察封包內容是否含有

 dns.opt.code == 8
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測試架構
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DNS Resolver
8.8.8.8
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Recursive_Interative_1_8.8.8.8.pcap



Iterative DNS Query

 No 2. 以此封包判斷 Resolver 是否支援 ECS

54 支援 EDNS Client Subnet



Iterative DNS Reply

 No 3
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Authoritative Server 僅需支援 EDNS

就可回應 EDNS Client Subnet

但不代表支援 ECS



DNS Resolver
168.95.1.1

 Recursive_Interative_1_168.95.1.1.pcap
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Iterative DNS Query/Reply

No 2. No3.
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支援 EDNS

但不支援 EDNS Client Subnet



DNS Cache TTL(Time To Live)
DNS 記錄異動何時生效
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DNS Cache TTL
依據 Authoritative DNS Server

 Record 有指定
<name> [ttl]   IN   <type>   <data> 

pc1      1800 IN       A        140.112.2.200

 Record 無指定
pc1                IN       A      140.112.2.200

 Priority 1: 依據 Zone File 設定
$TTL      3600

 Priority 2: 依據 SOA 設定
@   IN SOA dns.fido.net. admin.fido.net. (2024102701 
360000 3600 360000 3600)
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補充: TTL很短之 FQDN

~# dig resolver-identity.cloudfront.net
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DNS Cache TTL
@User Client(Windows)

 Display cached DNS records

 ipconfig /displaydns

 Clear cached DNS records

 ipconfig /flushdns

 有 Cache作用

 指令: ping pc1.buda.idv.tw

 無 Cache 作用

 指令: nslookup pc1.buda.idv.tw
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DNS Cache TTL
@User Client(Linux)

 no OS-level DNS caching on Linux
 Ref. https://www.makeuseof.com/view-and-flush-dns-

cache-on-linux/

 systemd-resolved: for Ubuntu
~# resolvectl show-cache
~# resolvectl flush-caches
~# resolvectl statistics

 nscd (name service caching daemon)
~# strings /var/cache/nscd/hosts | uniq
~# /etc/init.d/nscd restart

 dnsmasq
~# journalctl -u dnsmasq
~# systemctl restart dnsmasq

62



DNS Cache TTL
@User Client(Linux)

 有 Cache作用
 ping pc1.buda.idv.tw

 dig a pc1.buda.idv.tw

 dig a pc1.buda.idv.tw @127.0.0.54

 無 Cache 作用
 dig a pc1.buda.idv.tw @8.8.8.8
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DNS Cache TTL
@DNS Resolver

 Linux
~# dig a pc1.buda.idv.tw @140.112.254.4

 Windows
nslookup -debug pc1.buda.idv.tw 140.112.254.4
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DNS Cache TTL
DNS 異動生效時間

 最長生效時間: TTL 設定時間

 無任何清除 Cache 動作

 最短生效時間: 立即

 When DNS Resolver , User Client 之前都未有
此筆記錄之查詢記錄(無 Cache)

 Best Practice for DNS 記錄異動

 異動前建議先縮短 TTL (例. 60秒)

pc1    60 IN      A      140.112.2.200
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如何測試 DNS Resolver
實際有幾台 Servers ?

168.95.1.1

8.8.8.8
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台大 DNS Resolver IP 架構

67
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L4 Load Balance架構

HiNet 168.95.1.1

Google 8.8.8.8

架構同上



如何測試 DNS Resolver
實際有幾台 Server ?

 方法1:利用 dns callback online, dnslog
platform服務
 使用新註冊之 A record 來觀察詢問之 Resolver IP

 方法2: DNS Authoritative Server 提供查詢特定
Domain，可顯示 Resolver IP
 Amazon CloudFront 提供 resolver-

identity.cloudfront.net

 方法3: 觀察 DNS Record Cache TTL
 依據 DNS Cache TTL規範，第一次詢問後就會

Cache 直到時間結束，才會刪除該筆記錄
 觀察共有幾種不同的 Cache TTL時間，即表示有
幾台 Server
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方法1: dns callback online,
dnslog platform

 Google 搜尋 “dns callback online” or “dnslog platform”

 https://webhook.site/
 nslookup 3740b559-92c4-4fa3-9a59-b0d709e63334.dnshook.site 

140.112.254.4

 缺點: 8.8.8.8 不支援
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方法1: dns callback online,
dnslog platform

 https://dig.pm/
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方法2: DNS Authoritative Server 提供查
詢特定 Domain，可顯示 Resolver IP

 dig a resolver-identity.cloudfront.net @140.112.254.4
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方法2: DNS Authoritative Server 提供查
詢特定 Domain，可顯示 Resolver IP

 dig a resolver-identity.cloudfront.net @8.8.8.8

 dig a resolver-identity.cloudfront.net @168.95.1.1

 缺點

 8.8.8.8、168.95.1.1 偶而不回應
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方法3: Record Cache TTL

 Linux

 ~# dig a pc1.buda.idv.tw @140.112.254.4

 Windows

 nslookup -debug pc1.buda.idv.tw 140.112.254.4
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簡報完畢
謝謝
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