KUBERNETES

Kubernetes *L\ﬁEEE{’ETEﬁ
TE IT IRICIEWNE—F

BRI i B ]
Andy Chung

4
rﬁ:
iy
=2

uuuuuuuuuu




A\ 47

J 1l ~A




##78 Andy Chung

. IRNY SAREREEL M=
. SEETROBERAS-EERTEY e o
RIS IR B BRIl 2022 - EREEASKERSHAEHE—SA
. B HE -
. W\ B - Bg
MIMNRIEALS CSULB B8+ 2023 - BBEBE—E AR T REES ik EE A5
o EHEBELKRE (22%F) BA R Ay 75 5o ee ©
©OBUR - ®IE - MZE - B OB0 SOESERY 0024 - ARSI BRIEREEAGEAER -

o EEEEES -
SRRE - 2025 - Kubernetes A\ EEE/Ftem : £ IT I8
- BhEEZzAAIEEER RIERE—% -

- IRIREEREISRIANEEE
- BE—RARMRINEES
. fhk%ﬁ%\%?ﬁiﬁili%
- ZRERWERAAI A

: Kubernetes%%ﬁ%ﬁ%z\
- Java/SQL/ LDAP/ Scripting F3E

KUBERNETES



L EPANi

1. Fyf[75E4E Kubernetes $] i A5 2E
. Kubernetes Z8t& B A% T f#ATT
 EEPRE HEEE T

EHEE SR EH
MR R E

#45 CI/CD ks

. FRJREREG T 48

0N U~ WN

4 KUBERNETES



AR
Kubernetes 5 EE




P>
ab}
DII::I

735

Amazon Maintains Dominant
Lead in the Cloud Market

Worldwide market share of leading cloud infrastructure
service providers in Q3 2024"
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Kubernetes Cluster Hardware
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Kubernetes Dashboard
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Cycle view mode
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Workload Management

£ Kubernetes & - T{F& & ( Workload ) EIRZAREXZBAEN NI EREPRITEERNYG - LT2 6 BXE
MIFESHEE  SEASEHSERR

1.Pod ( &234 ) 4. DaemonSet ( SF:EEF4 )
‘Kubernetes & /\f T EFZ ES {1y - JERESEER (SVEEER ) ** LE T —(E Pod -
B2 AN S EL S ERRRNEE HERNTREEHNERIHREERASERTEES -

SAREARESMRIESER (#120 Deployment 2% Job ) 2KEIE -

2. Deployment ( #& ) 5.Job ( L)
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3. StatefulSet ( BAkAE4H ) 6. CronJob ( BE2I{E)
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Deployment

=—1@%Hg8 (Controller) - EFJHARERE EARRER WEE -
fE1R Pod RUBIE B ARAIRBE R S IRERMHAE -

apiVersion: apps/vl
kind: Deployment
metadata:

name: nginx

spec:
replicas: 53

selector:

matchLabels:
app: nginx

metacdata:

: nginx

e: nginx
: nginx:

PodB&Rs & H M= £ £

il
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Autoscaling
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{(Vertical Pod Autoscaler) CPU / Memory IRHIEEkK

HESZEHFE Node 812 (SEASE
iz )

Cluster Autoscaler

KIEER Pods 2= (HPA)

«iR#E CPU ~ RBERSEAZER - skBEI1E1ZE (1 QPS ) #8&FHZE replicas #E -

EHRN Deployment StatefulSet HEJR -

EH

St

Iy

allk




: keycloak

se: quay.io/keycloak/keycloak:26.2

¥

75: ["start™, "--health-enabled=true”

: 1b1
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ClusterlIP
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kind: Service
apiVersion: vl
metadata:

name: nginx
spec:

type: ClusterIP

ports:

- name: web

port:

nginx




NodePort
NodePort

v
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Public Subnet )

Port Range: 30000 - 32767 IEXIREAEER, BAE—{Ework nodefiEH:E
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kind: Service
apiVersion: vl
metadata:

name: nginx
spec:

type: NodePort

ports:

- name: web
port: ol
nodePort:

elLector:
pp: nginx




Load Balnacer

Ingress

LB kind: Service
@ .!|.li'-.".' rsi1on: IIu"].
metadata:

name: api

—)

\ LK .
( Ingress Controller ) Ly| : : LoadBalancer

[api.example.com] (example.com/foo) ( other name: http

[Pod] [Pod] w (P_od] [Pod] (Pod]
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Helm

Q ArtifactHUB E%EFF .
helm install wordpress oci://xxx/wordpress

Find, install and publish RZEEMH
Cloud Native paCkages helm uninstall wordpress

©)

wordpress % 97 || & Helm chart

Helm3$T &IhaE

ORG: Bitnami REPO: bitnami

— Chart.yaml

— charts

— templates

— deployment.yaml
— 1ingress.yaml
— service.yaml
— values.yaml

wordpress % 5| &b Helm chart

USER: groundhog2k REPO: groundhoglk

wordpress % 0| & Helm chart

UsER: pschichtel REPO: schichtel

wordpress % 0 || & Helm chart

ORG: [riftbit] REPO: riftbit

wordpress % 0| & Helm chart

D @ & & @

USER: ondrejsika REPO: sikademo

See all results (49)

i
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Z B A 2k Kubernetes-dashboard

# /N kubernetes-dashboard repository
helm repo add kubernetes-dashboard https://kubernetes.github.io/dashboard/
# /& a Helm Release named "kubernetes-dashboard" using the kubernetes-dashboard chart

helm upgrade --install kubernetes-dashboard kubernetes-dashboard/kubernetes-dashboard --create-namespace -
-namespace kubernetes-dashboard

% helm list -A
REVISION LUPDATED STATUS CHART APP VERSION
: 2825-85-25 86:42:84.81432066 B T de csi-driver-nfs-4.11.8

2025-85-18 89: 2314 B : i ruglru -4.12.2

=
=
=

Fod Pl P
8 8

£

L= I &

4
1
1:
1
1

Pod Pl Pl =2
om
Pud Fd Pl Pl

o

1
1
1
1
1

P Pl
=
a

ashboard
% helm search repo kubermetes-das
CHART VERSION  APP 'JEF?.‘-I‘IH DESCRIPTION

oard-7.12.8

#IT 4R
helm upgrade --install kubernetes-dashboard kubernetes-dashboard/kubernetes-dashboard --namespace kubernetes-
dashboard

% helm li'1'
UPCATED STATUS CHART
csi-driver-nfs ¢ 2325 @5-25 B6:42:84.81432966: & T de csi-driver-nfs-4.11.8
3 @25-85- 1n Bﬂ: 7: 223141 +85 : i ss-nginx-4.12.2

APP VERSION

I‘u
]

[ ]
=

L=
Fd Pl Pl el

A
4
1
L i
1
1

3
.26
. 2

Bt g B By
o
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Kubectl

KUBERNETES

kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl

get nodes

get pods

get pods -n <namespace>

get swvc

get deployments

get all

get all -A

describe pod <pod-name>

logs <pod-name>

apply -t <file>.yaml

apply -t .

delete -t <file>.yaml

delete -f .

delete pod <pod-name>

delete svc <svc-name>

exec -it <{pod-name> -- /bin/bash
port-forward <pod-name> B8080:80
top pod

get namespaces

create namespace <name>

delete namespace <name>

config set-context --current --names

get pods -o wide
get pods -o yaml
get pods -1 app=nginx

pace=<{namej




p— —

PO B4R B

=R HIZEMONGO + MONGOEXPRESS AR #5

deployment
MongoEiE =

namespace configMap
mongoapp IRIBREE]

secret

R 55 25 A%

P BB AR % G

46 KUBERNETES

&

deployment
MongoEpress 2

~

J

01_mongodb_namesapce.yam!
02_mongodb_configmap.yaml

02_mongodb_secretyaml

03_mongodb_deployment.yami

04_mongodb_service.yaml|
05_mongoexpress_deployment.yaml|

06_mongoexpress_service.yaml|

07_mongoexpress_ingress.yami|




Deployment + Service

service
mongo-express-service

l l l
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NIST SP 800-190

SENXHFNEEERESREABUGHEE - EERBASERAERAENS S - 5
ARV —EFVN ZEEBERERRIEET A -

NISTIRERZESRUTLERER - TEHtHE—BiRHEZ o WEHERES

Container Image IR A2 0 BE 2 A B el B B2 TUAE

Registry RERENERET L - olgEEE SRR ER
Orchestrator 40 Kubernetes - OJREE & FHETTRIBEERIF
Container Runtime NITBRAVIRIE - FEHLE2kIRE T

Host OS BatHNERZ% - AEREEERE
Hardware EEEREERLYFE  FREREETERE
Networking BeeE BN O BEE N ERLE R
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RBAC Role / ClusterRole + RoleBinding

AnwiRE

AT Cluster policy : 2|5 - B3I
Himage 4

OpenID Connect (0IDC ) EAEE 1P

HREARY

T CI5 Benchmark 7
i1 NetworkPolicy /5% namespace &

e
/_< B Ingress 55 TLS * WAF * I DDo$
L& CUCDETIRERE

RRERmRE
RRREREAE Hroot K

B3ER basets EEEBNEAT

Bl APTauditlog T ED SIEM

A

Y

o e Y NIST$P 800-190

2| root 2 * BEFEH port N
FRERRS 2

[#F hardened 05
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12 hREYK8S for NIST SP 800-190

‘ RedHat A~ Hybrid cloud ~ Products ~ Training v Learn ~ Partners v

Table of contents Home » Resources » Guide to NIST SP 800-190 compliance

Understanding the threat

Erslocape forcantdnmrusade Guide to NIST SP 800-190 compliance in container
Red Hat OpenShift Platform Plus e nV]rO nmen‘ts

Kubernetes security at a glance

May 22, 2024 - Resource type: Detail
How OpenShift Platform Plus

supports NIST SP 800-190

Summary

Understanding the threat landscape for container usage

Further reading: Implementing
Kubernetes-native security with Organizations are eagerly adopting containers, Kubernetes, and microservices, but security
Red Hat concerns can be an impediment, as our latest State of Kubernetes Security Report! reveals. While
many are embracing containers in their organizations, some are still learning about containers and
Kubernetes themselves—understanding that the security implications of this infrastructure add to
the learning curve. It is critical to understand the threat landscape in these environments, assess
your risk posture when using containers, and mitigate the security risks associated with container
adoption.

e BROADCOM Products Solutions Support and Services Company How To Buy

! VMware Tanzu Kubernet

Tanzu Kubernetes Grid 2.5 &  vesonzs ~

Topics

Tanzy Kubernetes - VMware Tanzu Kubernetes Grid v2.5.x

Last Updated June 26, 2025

TKG 2.5 Release ¥

Notes ] ) . .

it VMware Tanzu Kubernetes Grid provides a consistent, upstream-compatible Kubernetes
About Tanzu — 1 2 = -
Kubemetes Grid end-user workloads and ecosystem integrations. Tanzu Kubernetes Grid (TKG) provides

vSphere.

Deploying and 3
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GitOps

GitOps &=—1& &R Git EFEFAIE—SFERIR ( Single Source of Truth ) HIEESZMT
ﬂ%ﬁ’%;ﬁﬁﬁ%f@fixi

ZERE A Git IRAEFRIE#RRMEBARENRE  WEBBECAREZEERRIEE
B Git Wé\ﬁh 2

A1{EAHGItOps

2 o3 . FrEXNEIBBER RN ACER -

M —3: B% "FHNEE ) BRR -

& 5]t ﬁ’“/\I%B%ﬁa%ﬁ °

4 ElERE . BiEREZE R E—{& commit -
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Continuous Integration (i5E& 2 5)

Cl: HEES

=

HEERZAEBEINBRER (commit ) FIRARZEGI 245 (A Git) K- 2B EEETER
(Build) -zl (Test) - EREISEEEIRAEIVERZS M AKEINGE -

Efo)

e R EIRIE R

I=E L in:l Bl vEe

RIBFEDZIEE

B> TEESHIR . (Integration Hell )

BHIA
«Jenkins ~ GitHub Actions ~ GitLab CI ~ CircleCI ~ Azure DevOps Pipelines
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3 e i L I, Actiarn i L - by =
. Merge branch ‘feature/chan.. @man & a
® update data value tichung?®
' dyaml add gitops tichung75 Get started with GitHub Actions

[+

Suggested for this repasitory

Pubdah lava Packagt i Lawa with Maven 'l Publinh Java Package e
> with Maven with Gadle
= - GitHub Actions
" " L ljaaw e Comiligpn '] ol N ]
pipeline

WO rkflow Jwea weith Guadie pe Anadigld €1 Aava with Ant -

Contgpas ] Configars a oy ]

® initial commit tiche

docker

container
Git/GitHub

& 5|mple—ap| sect Icpb2 7302 13ebd58d3acac2 28a0638F 1244 o

PR L P &

. docker

EH
oi
fE
b
k=11l 3
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Continuous Delivery / Deployment (543217 | Zi&)
CD : 5ERfT / HERE

COEmER RAE  ZEERRE—TZ2EEHIENEEIRIE -

2.1 H#ZR T ( Continuous Delivery )

ETVEARGA Cl BRsE 2 - BEEZEBERHEEEIRIE (Staging ) EEFEFEE - BEREATLHE
TEHEINNEEIRE -

UfFR O RRERE  BEHEEREMEKRSHARS -

2.2 154888 Z ( Continuous Deployment )
FETVASALHE Cl fprE % - BEIEIBAEERIRE - BEFALIE -
YRR RRRERELIIEE - MalAEEMN - REANHNRST -

wHIA
*ArgoCD - Spinnaker ~ FluxCD -~ Jenkins ~ GitLab CI/CD
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CO 3 |
IHEH#EEEE\ & = | #
deployment =

i | ==
GitHub Action 2= 4 Pods
& deployment
Get started wit_h GitHub Actions

Sugguested for this repasitory

57

P - :
Publiah Java Package g | e i b oo Publish Juavi Packsge o
with Maven with Geadie 1 3
§ L] :
i i = i
GitHub Actions — ol = 5 kubernetes
ar -
Java it th Gaadle e Andsgud C1 Java with Ant -

Eontigues

uuuuuuu

Condguen
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HBAFIFEILE for Kubernetes

V Vault

#\ Kong

!‘& Grafana

KUBERNETES

SSO
OAuth/0OIDC Token

Secret

BT R

API Gateway
APIEZE

Monitoring

B

argo

RELOADER

©) OpenscAP

&S

p o~
Sl

VELERO

CI/CD
FriEs AT

Reload 2=
EEREEERER

BRRRA
TEiwE. iR

BRI ERE

liEfn EdiE IR
FHREMERTE
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_» Kubernetes

g
'4 -~
,/ h‘\x\
/ _ : .
/ sEgEE BHEEE %

I \\

/ FIEEEETHE )
Kubernetes — j"' FIEISEETNRE ‘\ — OpenShift

I == A i I “'
k3s— | EFEHEERE EWT2E \ T

Microl8s — I — Rancher
MiniKube — DEREEEEEES — Mirantis

— Canonical

it

g
1
=0
i
HE
T

Kind —

(777777

DevOps/E SH{EESBE
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efc

scheduler
Control Plane

control manager

CPUx
cloud control manager . ’
RAM x 2G
kube-proxy ———
\ HDx20G
kubelet \ Worker Node
CRI SSO Keycloak
kubernetes Secret HashiCorp Vault
Pod
APl Management Kong API
Deployment
CI/CD ArgoCD
StatefulSet A 9o
DamonSet - TEES ﬁ# Reload = Reloader
Job Monitoring Crafana
R ] OpenSCAP
EfRER Velero
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FhA2

i

=S PFEFSIEE

OOPENSHIFT'”

by Red Hat

A K8s Bz BRIEFTiZ s
A GUI EE R E
?%%ﬁﬂﬂﬁﬁ%%ﬂ]ﬁ%
Quota EERKHIAE

TRE IR Z = HE 1

A2 OpenShift Pipelines
o] EZEE#VM

Red Hat sz21&
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